Rockchip Crypto/HWRNG H A& I5F

SRR | RK-KF-YF-852

RAARA © V1.2.1

BH#A 1 2022-10-10

NUHEE  OBE OWE OREEE aRF
REAEH

XTI R, WEHMBFROBRATE (‘“FQAF”, TH) FXANEHEAKD. EEMA
AHUERRM. AISEE. TR, @M. BT BN EENME R EARREERIAERRRIE. &
MNHERENERIERNEE,

BT mRAARIEMER, AR ATEERZSEMERBERT, TERHITERIESR,
Rt

“Rockchip” “Hmithi”. “HmitN 39 AARBRCEMEIR, HAERREAE,

A A s R E P E I MER s, BESEREERE,

WRAFRE © 2022 BB FREGBRAE

BUSEEATE, FEARTFEITFA, ERRUMNAFFEEREY. EHAHEABTHRIHE
8, HARFUEARIERE.

Im i FRNBIRAE
Rockchip Electronics Co., Ltd.
it : EREEMNTIEERREEAXISS

M4k : www.rock-chips.com

ZPIRSEIE ¢ +86-4007-700-590
ZPIRSEE © +86-591-83951833

E P RSZHEFS © fae@rock-chips.com


af://n0
http://www.rock-chips.com/
mailto:fae@rock-chips.com

A FEE N Rockchip Crypto 1 HWRNG(TRNG) A%, SR AE FENAF ..

FEamhRAs

YAt i
RK R¥SH
RK R5SH

RENR

AXH (Ff5f) TEEAFUATIRM:

RARXZFTIZIm
MHEFRIIZIm
EiTiER

BE e
k=3

MEEAKEN/END
V1.0.0 .

B

<

V1.1.0 KENR
V1.2.0 MEEAKEN

V1.2.1 MER

e B

2022-01-
25

2022-02-
28

2022-09-
14

2022-10-
09

AIRhRZ
Linux 4.19

Linux 5.10

iR

FIRRRA

1810 user space &M hwrng AV BALA R E b 75
Wi

1. rk_crypto_mem_alloc}&/ildma-heap43 Bic 3z 15
2. ¥@MNcipher aead iR, 2 1%

3. 1@ MrsaB A2 43

4. ¥8Mcrypto v3Ftrng v135EH

5. 18N BERITENR 535 BA

6. librkcryptoZ~ N ¥ kernel A A< B4 #6158 BB

1€ 8 kiR



B

Rockchip Crypto/HWRNG FFR 158

1. R
1.1
1.2
1.3
1.4

crypto vl
crypto v2
crypto v3

BT ERAER

2. IRohFE

2.1

2.2

2.3

IREhCES 15 A

2.1.1 hwrng

2.1.2 crypto

E &M hwimg

2.2.1 Menuconfig BZi&

222 R dis XHFECE

2.2.3 IR disi XFECE
2.2.4 Wi\ hwmg BEERMAE
E R4 crypto

2.3.1 Menuconfig FE&E

2.3.2 1RZR dis XHFECE

233 SR TEXE

2.3.4 HINEEM crypto EBBINAE

3. NREBHXE

3.1

3.2

user space JAAEMH hwmg

3.1.1 IREX kernel IRBHTI 5=

3.1.2 JEH librkcrypto API

user space JAAREM crypto

3.2.1 EREE

3.2.2 hRAHKH
3.22.1 V1.2.0

3.2.3 AEEI

3.2.4 BURLEHG
3.2.4.1 rk_crypto_mem
3.2.4.2 rk_cipher_config
3.2.4.3 rk_ae_config
3.2.4.4 rk_hash_config
3.2.4.5 rk_rsa_pub_key
3.2.4.6 rk_rsa_pub_key_pack
3.2.4.7 r1k_rsa_priv_key
3.2.4.8 rk_rsa_priv_key_pack

325 BE
3.2.5.1 RK_CRYPTO_ALGO
3.2.5.2 RK_CIPIHER_MODE
3.2.5.3 RK_OEM_HR_OTP_KEYID
3.2.5.4 RK_CRYPTO_OPERATION
3.2.5.5 RK_RSA_KEY_TYPE
3.2.5.6 RK_RSA_CRYPT_PADDING
3.2.5.7 RK_RSA_SIGN_PADDING
3258 HftEE

3.2.6 API
3.2.6.1 EAAY
3.2.6.2 RENE
3.2.6.3 rk_crypto_mem_alloc
3.2.6.4 rk_crypto_mem_free
3.2.6.5 rk_crypto_init
3.2.6.6 rk_crypto_deinit
3.2.6.7 rk_hash_init



3.2.6.8 rk_hash_update
3.2.6.9 rk_hash_update_virt

3.2.6.10
3.2.6.11
3.2.6.12
3.2.6.13
3.2.6.14
3.2.6.15
3.2.6.16
3.2.6.17
3.2.6.18
3.2.6.19
3.2.6.20
3.2.6.21
3.2.6.22
3.2.6.23
3.2.6.24
3.2.6.25
3.2.6.26
3.2.6.27
3.2.6.28
3.2.6.29
3.2.6.30
3.2.6.31
3.2.6.32

rk_hash_final
rk_cipher_init
rk_cipher_crypt
rk_cipher_crypt_virt
rk_cipher_final
rk_get_random
rk_write_oem_otp_key
rk_oem_otp_key_is_written
rk_set_oem_hr_otp_read_lock
rk_oem_otp_key_cipher
rk_oem_otp_key_cipher_virt
rk_ae_init

rk_ae_set_aad
rk_ae_set_aad_virt
rk_ae_crypt
rk_ae_crypt_virt
rk_ae_final
rk_rsa_pub_encrypt
rk_rsa_priv_decrypt
rk_rsa_priv_encrypt
rk_rsa_pub_decrypt
rk_rsa_sign

rk_rsa_verify

3.2.7 debugH&
4. BB crypto MERERGE
4.1 uboot BHEH crypto MEBEEIE
4.1.1 crypto vl HEEERIE
4.1.2 crypto v2 MEEEEE

5. References
6. Mg
6.1 RNi&



1. Bk

LT RK FA L crypto IP E=HRA, SfEcrypto vinv2iv3e HA V1 V2 D IP lRASZIFHEER
E, ERAARERBRA. V3 Z2E V2 A EARME, KEBDEEILGERA, KA SHHEF
ENEA N BIEREBEFETEH aypo IP ZH, M RK356x FFia, HWRNG (TRNG) ZIHIIHIREH
IR,

1.1 crypto v1

b 5Py

DES/TDES  3<¥f ECB/CBC MM#%x, H TDES 3%#s EEE # EDE RME AR
AES 32§ ECB/CBC/CTR/XTS 1R, 37#F 128/192/256 bit =& AKE
HASH ¥ SHA1/SHA256/MD5,

RSA F1E 512/1024/2048 =FEZEAKE, (RK3126. RK3128. RK3288 #1 RK3368 %

)
TRNG Sz 256bit FEFREHIER
1.2 crypto v2
LB 53U

DES/TDES ¥ #F ECB/CBC/OFB/CFB &=, Er TDES R EDE &R,

AES 52#% ECB/CBC/OFB/CFB/CTR/CTS/XTS/CCM/GCM/CBC-MAC/CMACo

SM4 52 #% ECB/CBC/OFB/CFB/CTR/CTS/XTS/CCM/GCM/CBC-MAC/CMAC,  (AJ3%)

HASH 2 $F MD5/SHA1/SHA224/SHA256/SHA384/SHA512/SM3/SHA512-224/SHA512-256
HIEMER. (SM3ZRER)

HMAC % # MD5/SHA1/SHA256/SHA512/SM3 B {HE T,

RSAJECC ZHFER K 4096bit BUE A ABUSEIRME, @I EZIRIERI LI RSA/ECC B

AAe
TRNG % 256bit FEAFEEX
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1.3 crypto v3

fEcrypto V2EARM £, BINZLEIELRF. Mrv1106F 288 cyrpto v3F & BE A UME] BohiR5IZFHE
7%, HEitbcompatible E4t—18 A "rockchip,crypto-v3"{EATRIRRTo

1.4 BEFSRABER

NSRS crypto IP RRAIITF ¢
EHA crypto vi HFEEBE ©
RK3399. RK3288. RK3368. RK3328/RK3228H. RK322x. RK3128. RK1108. RK3126
EHA crypto v2 HFEBE ©
RK3326/PX30. RK3308. RK1808. RV1126/RV1109. RK2206. RK356x. RK3588
EH crypto v3 HFBE ©

RV1106

2. IREh AR

2.1 IXEhHHS %A

2.1.1 hwrng

AT hwrng IXahELERE R, R crypto viv, trngvl =FESEEFEIFE—1.c XHEHF,

IRoPAX D EFESHE S, BIREE "rockchip, cryptovi-rng” # "rockchip, cryptov2-
rng" , "rockchip, trngvi" =% compatible #1753, B#l "rockchip, trngvi" JJIRIIHKY HWRNG
HIR, HMEF HWRNG HHREE CYRPTO &ERA,

IRZH4RES © drivers/char/hw_random/rockchip-rng.c

2.1.2 crypto

SHEREhSEMAFENT ¢
crypto vl:

e AES: ECB/CBC
e DES/TDES: ECB/CBC
e HASH: SHA1/SHA256/MD5

aypto v2: (REHEZKIMMEIRSIR, FLEEEAEREFE LR, BUREEAXIER)

e AES: ECB/CBC/OFB/CFB/CTR/GCM
e DES/TDES: ECB/CBC/CFB/OFB
e SM4: ECB/CBC/OFB/CFB/OFB/CTR/GCM
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e HASH: SHA1/SHA256/SHA384/SHA512/MD5/SM3
e HMAC: HMAC_SHA1/HMAC_SHA256/HMAC_SHA512/HMAC_MD5/HMAC_SM3
o RSA: &K 4096bit

crypto v2/v3 BEFSEEERR (WA TIIRREABR DR TUIR B s R ST EL)

« AES(128/192/256): ECB/CBC/OFB/CFB/CTR/XFS/EFS/EEM/GCM/EBE-MAC/EMAE

¢ SM4: ECB/CBC/OFB/CFB/CTR/XFS/EFS/EEM/GCM/EBE-MAEC/EMAE

« DES/TDES: ECB/CBC/OFB/CFB

o HASH: MD5/SHA-1/SHA256/SHA512/SM3/SHA224/SHA 384/SHAS2—224/SHAS 2364
e HMAC: SHA-1/SHA-256/SHA-512/MD5/SM3

o RSA: 4096bit PKA AFTE L5

crypto v2/v3 B ERR
%
SH¥ES AES DES/TDES SM3/SM4 HASH HMAC RSA &
b
RK3326/PX30/RK3308 Vv Vv x vV Vv vV x
SHA-
1/SHA-
RK1808 AES-128 x x v v x
224/SHA-
256/MD5
AES-
RV1126/RV1109 128/AES- v vV vV Vv vV x
256
RK2206 vV Vv x vV v vV x
RK3568/RK3588 Vv Vv Vv vV Vv Vv x
SHA-
1/SHA-
RV1106 v v x v v v
224/SHA-
256/MD5
b= N

1. RK1808 : AES X #F 128bit, T kernel IREIRIR AT LUA RN A ZHF AES,
2. RV1126/RV1109 : HFA#F AES-192, HEith AES-192 Ef9 REE@d &AL, (BRMEETAE
THEEENPAEERN. RIBINAFEEXNRBEEBREFHNEESIR,

IXTHAE X AN

drivers/crypto/rockchip

| -- procfs.c // proc statistics info (clock rate, algo list,
etc.)

| -- procfs.h // proc head file

|-- rk_crypto_bignum.c // crypto PKA bignum api

|-- rk_crypto_bignum.h // crypto PKA bignum file

| -- rk_crypto_core.c // linux crypto Driver framework and public
interface

| -- rk_crypto_core.h // linux crypto common head file

| -- rk_crypto_ahash_utils.c // ahash common api

| -- rk_crypto_ahash_utils.h // ahash common head file

| -- rk_crypto_skcipher_utils.c // skcipher common api

|__

rk_crypto_skcipher_utils.h // skcipher common head file



|-- rk_crypto_utils.c // crypto common api

| -- rk_crypto_utils.h // crypto common head file

|-- rk_crypto_vi.c // crypto vl hardware related interface
implementation

| -- rk_crypto_vi.h // crypto vl structure and interface
declaration

| -- rk_crypto_vi_skcipher.c // crypto vl block cipher algorithm implement
|-- rk_crypto_vil_ahash.c // crypto vl hash algorithm implement

| -- rk_crypto_vil_reg.h // crypto vl hardware register definition

|-- rk_crypto_v2.c // crypto v2 hardware related interface
implementation

| -- rk_crypto_v2.h // crypto v2 structure and interface
declaration

| -- rk_crypto_v2_skcipher.c // crypto v2 block cipher algorithm implement
| -- rk_crypto_v2_ahash.c // crypto v2 hash algorithm implement

| -- rk_crypto_v2_akcipher.c // crypto v2 RSA algorithm implement

|-- rk_crypto_v2_pka.c // crypto v2 pka operation implement

|-- rk_crypto_v2_reg.h // crypto v2 hardware register definition

| -- rk_crypto_v3.c // crypto v3 Hardware related interface
implementation

|-- rk_crypto_v3.h // crypto v3 Structure and interface
declaration

| -- rk_crypto_v3_skcipher.c // crypto v3 block cipher algorithm implement
| -- rk_crypto_v3_ahash.c // crypto v3 hash algorithm implement

|-- rk_crypto_v3_reg.h // crypto v3 hardware register definition

“-- cryptodev_linux // exporting the crypto interface to User space

2.2 R hwrng

2.2.1 Menuconfig B¢

hwingIXEIZBAIAGRIFH AR, HdsXIHFRER S EHE

B T7ERT (IeirRniERENTERENED)

dom Number Generator Core support

Hardware Random Number Generator Core support
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters ar
features. Press <Esc»<Esc> to exit, <?» for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> mo

--- Hardware Random Number Generator Core support

< > Timer IOMEM HW Random Number Generator support
|<*> Rockchip Random Number Generator support

TE config X1 (rockchip_defconfig FERRIABRELF) HFARMMTIED -

CONFIG_HW_RANDOM=y
CONFIG_HW_RANDOM_ROCKCHIP=y
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2.2.2 #4k dis X4ECE

HATRE DS F disi BB EES hwng TR, RFETERE dts FF mg BIREERERIR], TR :

&rng {

status = "okay";

2.2.3 IR F dtsi XHEE

HETAE A SR FEYERBY mg TR, MR dsi REEELHF hwng TR, AIUSEUTARHITE

Bo

p=3

1. g EtFERESH TRM #1TE, mg EiER] CRYPTO Ethiit

2. clocks AEAETFEAEERERRE, AR ds BIIREE, FTLAZE include/dt-bindings/clock ER T,
grep -m CRYPTO &I MHY clock TR ¥R, BATFAAR !

troy@inno:~/kernel/include/dt-bindings/clock$ grep -rn CRYPTO

rk3328-cru.h:57:#define SCLK_CRYPTO 59

rk3328-cru.h:206:#define HCLK_CRYPTO_MST 336

rk3328-cru.h:207:#define HCLK_CRYPTO_SLV 337

rk3328-cru.h:284:#define SRST_CRYPTO 68
crypto vl:

rng: rng@ffe60000 {
compatible = "rockchip,cryptovli-rng";
reg = <0x0 OxffO60000 OXO Ox4000>;
clocks = <&cru SCLK_CRYPTO>, <&cru HCLK_CRYPTO_SLV>;
clock-names = "clk_crypto", "hclk crypto";
assigned-clocks = <&cru SCLK_CRYPTO>, <&cru HCLK_CRYPTO_SLV>;
assigned-clock-rates = <150000000>, <100000000>;
status = "disabled";

}

crypto v2:

SLPR TRNG REEKH L EBM clock, REMKH helk_crypto —EA]

rng:

i

rng@f 500400 {
compatible = "rockchip,cryptov2-rng";
reg = <0xff500400 0x80>; # HEM_L0x400, fNRrngfEcryptoMER
clocks = <&cru HCLK_CRYPTO>;
clock-names = "hclk_crypto";
power -domains = <&power RV1126_PD_CRYPTO>;
resets = <&cru SRST_CRYPTO_CORE>;
reset-names = "reset";
status = "disabled";


af://n256
af://n259

trng vl:

B BTRK3588F1RV 1106fE YR tmg vIFIFENEIREIR, ZIER Ecrypto v2HRIF D H g BRI RER
[E, =F7TrENM,

rng: rng@fe378000 {
compatible = "rockchip, trngvli";
reg = <0x0 0xfe378000 OxO0 Ox200>;
interrupts = <GIC_SPI 400 IRQ_TYPE_LEVEL_HIGH>;
clocks = <&scmi_clk SCMI_HCLK_SECURE_NS>;
clock-names = "hclk_trng";
resets = <&scmi_reset SRST_H_TRNG_NS>;
reset-names = '"reset";
status = "disabled";

3

2.2.4 ik hwrng EBRB®NAZX

1. 11T cat /sys/devices/virtual/misc/hw_random/rng_current BJIAEENSE N rockchip,
E Ha0E R EEMGIXE)

2. linux : 11T cat /dev/hwrng | od -x | head -n 1 AILUGREREI—1TREMNER, &XH1T, FEWL
AR EARAER

3. Android : 11T cat /dev/hw_random | od -x | head -n 1 BILAFREREI—1THRENIEL, X
17, FENHHABEARIER

2.3 B &M crypto

LEIIREIED crypto v1 323#F k3328, crypto v2 X#F px30/rv1126/rk3568/rk3588, crypto v33Z$Frv1106,
HFULFE, RFEFHFE config M dts node BNAIE FBREMH cryptoo

Mrv1106FF88, Fiifeaturel I REFFRIESFAI, crypto v3AI B EEECEEHIRS F HIFTIETH
BEo

2.3.1 Menuconfig ACiE

£ menuconfig EBEHfAE Rockchip MRE RN HF, 1E dis PEBENMRIESH & compatible id #1TH
SI&ERL v1/v2/v3,

Hardware crypto devices
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----).
Highlighted letters are hotkeys. Pressing <¥Y»> includes, <N> excludes, <M> modularizes features.
Press <Esc»<Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded
<M> module < > module capable

< > Support for Microchip / Atmel ECC hw accelerator
<3 Support for Microchip / Atmel SHA accelerator and RNG
[1] Support for AMD Secure Processor
< > Support for Cavium CHNNSS5XX driver

£ Cavium ZIP driver

<% Fockchip's Cryptographic Engine driver

<*Ey Export rockchip crypto device for user space
< ¥ Inside Secure's SafeXcel cryptographic engine driver

Y 1E config XM TED -
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CONFIG_CRYPTO_DEV_ROCKCHIP=y
CONFIG_CRYPTO_DEV_ROCKCHIP_DEV=y

2.3.2 t&k dis X4ECE

Bk crypto B dts TREEBIERERE, BIEERE dts XEFFE crypto EIRENF], S0FFR ©

&crypto {
status = "okay";

3

2.3.3 RS A EE R

YNSREF disi FRBEE crypto B dts TR, WHEERBUTSBARANZF.

1. WE SR crypto IP BUARA v1/ v2/v3, MRV1106F2ARIV3ARAS, compatibleEARBEHE
J3"rockchip,crypto-v3", BIERIEIIMfeature? G BITER, RBECEIFdsEIR],

2. drivers/crypto/rockchip/rk_crypto_core.c HRZRAIXIRZAY algs_name, soc_data, compatible
FER

/* BISEXEFNEAER, px30ETFcrypto v2, ZEFMNEZESMcrypto_v2_algs */
/* BERIEE  crypto_v2_algsAcrypto Vv2XIEEMAFAEEE. */
/* RS EfEcrypto v2 BT EEEET, Wrk1808 A ziFSHAS12E%A, FILEEX L TRMBEIAZIHM
8E v/
static char *px30_algs_name[] = {
"ech(aes)", '"cbc(aes)", "xts(aes)",
"ecb(des)", '"cbc(des)",
"ecb(des3_ede)", "cbc(des3_ede)",
"shal", "sha256", "sha512", "md5",

i

/* 4BFEpx30_algs_nameF|px30_soc_data */
static const struct rk_crypto_soc_data px30_soc_data =
RK_CRYPTO_V2_SOC_DATA_INIT(px30_algs_name, false);

/* B8Epx30_soc_dataF)id_table */
static const struct of_device_id crypto_of_id_table[] = {
/* crypto v2 in belows */

{
.compatible = "rockchip, px30-crypto",
.data = (void *)&px30_soc_data,

3

{
.compatible = "rockchip, rvi126-crypto",
.data = (void *)&rv1126_soc_data,

3

/* crypto vl in belows */

{
.compatible = "rockchip, rk3288-crypto",
.data = (void *)&rk3288_soc_data,

Iy

{ /* sentinel */ }
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B

3. 1A dtsi 3810 crypto ACiE
AR
1. BB A TRM #{TIEHBARE CRYPTO Eithilk

2. clocks WARAREFEAEREARR, R ds BIMIREE, AJLAE include/dt-
bindings/clock B®F, grep -rn CRYPTO ZIKIHR A clock " #r, #ITFFIR -

troy@inno:~/kernel/include/dt-bindings/clock$ grep -rn CRYPTO

rk3328-cru.h:57:#define SCLK_CRYPTO 59
rk3328-cru.h:206:#define HCLK_CRYPTO_MST 336
rk3328-cru.h:207:#define HCLK_CRYPTO_SLV 337
rk3328-cru.h:284:#define SRST_CRYPTO 68

crypto vl:

crypto: cypto-controller@ff8a0000 { /* IREXFRECEcrypto
Hithyt*/

compatible = "rockchip, rk3288-crypto"; /* BB R TS,
#0"rk3399-crypto" */

reg = <0x0 Oxff8a0OOO OXxO OXx4000>; /* MABKFRECEcryptoR
ik */

interrupts = <GIC_SPI 48 IRQ_TYPE_LEVEL_HIGH>; /* IRIEXMFECEcryptod
s */

clocks = <&cru ACLK_CRYPTO>, <&cru HCLK_CRYPTO>,

<&cru SCLK_CRYPTO>, <&cru ACLK_DMAC1>;
clock-names = "aclk", "hclk", "sclk", "apb_pclk";
resets = <&cru SRST_CRYPTO>;

reset-names = "crypto-rst";
status = "disabled";
3
crypto v2:

X F KBRS crypto v2 i, hwrng B FEstUL(IF crypto HRiE], EILLESE reg BY, FHENRF crypto
B9t Ze(E R RN ER Y, SE—EB4%) 0 CIPHER {EBME 7SS, E 589N RSA EBANSF
2o



crypto: crypto@ff500000 { /* IRIEXFRECEcrypto

ik */
compatible = "rockchip, rvi126-crypto"; /* BEERTEE */
reg = <Oxff500000 0x400>, <Oxff500480 Ox3B8O>; /* RABEXFRECEcrypto
Hihyt */

interrupts = <GIC_SPI 3 IRQ _TYPE_LEVEL_HIGH>;

clocks = <&cru CLK_CRYPTO_CORE>, <&cru CLK_CRYPTO_PKA>,
<&cru ACLK_CRYPTO>, <&cru HCLK_CRYPTO>,

clock-names = "aclk", "hclk", "sclk", "apb_pclk";

power -domains = <&power RV1126_PD_CRYPTO>;

resets = <&cru SRST_CRYPTO_CORE>;

reset-names = "crypto-rst";

status = "disabled";

}
4. #R24k dts BRi& crypto FFE

&crypto {
status = "okay";

i

2.3.4 WIABEF crypto BEERANAZE

BT R4 cat /proc/crypto | grep rk AIUEBRGFEMEY RK BEH crypto EiE. (LA RV1126 /5
)

driver : pkcsilpad(rsa-rk,sha256)
driver : rsa-rk

driver : hmac-sm3-rk
driver : hmac-md5-rk
driver : hmac-sha512-rk
driver : hmac-sha256-rk
driver : hmac-shal-rk
driver 1 sm3-rk

driver : md5-rk

driver : shab512-rk
driver : sha256-rk
driver : shail-rk

driver : ofb-des3_ede-rk
driver : cfb-des3_ede-rk
driver : cbc-des3_ede-rk
driver : ecb-des3_ede-rk
driver : ofb-des-rk
driver : cfb-des-rk
driver : cbc-des-rk
driver : ecb-des-rk
driver : xts-aes-rk
driver i ctr-aes-rk
driver : cfb-aes-rk
driver ! cbc-aes-rk
driver : ecb-aes-rk
driver : Xts-smd-rk
driver 1 ctr-smd-rk

driver : ofb-sm4-rk
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driver : cfb-sm4-rk
driver : cbc-sm4-rk
driver : ecb-sm4-rk

1BId fn S cat /proc/rkerypto(FR B FRAR ST NG, IBRRBARZFIZINEE), AIAEHrockchip cryptodX
A XER. SEcaypto FRA, clockBIsHifizR, HFTalAMEE, UREFIRMETH—LRKITE
B, BERTH#ITRENIT. (CRYPTO Versiond"CRYPTO V3.0.0.0 multi"#R/ HfIF & #Fcryptosz
L&) o

Rockchip Crypto Version: CRYPTO V2.0.0.0

use_soft_aes192 : false

clock info:
aclk 350000000
hclk 150000000
sclk 350000000
pka 350000000

Valid algorithms:
CIPHER:
ecb(sm4)
cbc(sm4)
cfb(sm4)
ofb(sm4)
ctr(sm4)
ecb(aes)
cbc(aes)
cfb(aes)
ofb(aes)
ctr(aes)
ecb(des)
cbc(des)
cfb(des)
ofb(des)
ecb(des3_ede)
cbc(des3_ede)
cfb(des3_ede)
ofb(des3_ede)

AEAD:
gcm(sm4)
gcm(aes)

HASH:

shail
sha224
sha256
sha384
sha512
md5
sm3

HMAC:
hmac (shal)
hmac (sha256)
hmac (sha512)



hmac (md5)

hmac (sm3)
ASYM:

rsa

Statistic info:

busy_cnt H
equeue_cnt 1 28764
dequeue_cnt . 28765
done_cnt 1 310710
complete_cnt : 28765
fake_cnt 10
irg_cnt 1 310710
timeout_cnt 0
error_cnt 10
last_error 10

Crypto queue usage [0/50], ever_max = 1, status: idle

3. MABRHAR

3.1 user space TABEMH hwrng

user space B M7 0 R LURENEBEH hwrng 41 H BIREHEL :

o %EY kernel IXZhTI 2
 EH librkcrypto FEFRAYIE T

p=3_ g

1. hwrng BEFIREDEM R INE AT LA kernel random IRENIGNNME, hwrng =4 FIREH S % A R) random
IXTHRYE M, kernel BY random IXEHZ CSPRNG (Cryptography Secure Pseudo Random Number
Generator) , B SEEFEL2REN, RALMRIFBHHREERBENIE, ATLOE
HY /dev/random 3¢ /dev/urandom T3 s FREXFEH1EK,

3.1.1 3£H kernel BT =

% kernel BEFF/E g, 7E user space AJ LUET IREN TS A TUIRENEIBEN1E. Linux FEIENHT R
A /dev/hwrng ; Android FEEBRIT RN /dev/hw_random o BERIZITF -

#ifdef ANDROID

#define HWRNG_NODE "/dev/hw_random"
#else

#define HWRNG_NODE "/dev/hwrng"
#endif

RK_RES rk_get_random(uint8 t *data, uint32_t len)

{
RK_RES res = RK_CRYPTO_SUCCESS;

int hwrng_fd = -1;
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int read_len = 0;
hwrng_fd = open(HWRNG_NODE, O_RDONLY, 0);
if (hwrng_fd < 0) {

E_TRACE("open %s error!", HWRNG_NODE);
return RK_CRYPTO_ERR_GENERIC;

read_len = read(hwrng_fd, data, len);

if (read_len !'= len) {
E_TRACE("read %s error!", HWRNG_NODE);
res = RK_CRYPTO_ERR_GENERIC;

close(hwrng_fd);

return res;

3.1.2 JAH librkcrypto API

BZ API B © rk get randome

3.2 user space TABEEH crypto

user space {3 librkcrypto api #O#1TIH. ATIEXT librkerypto BIEA A,

AR . FEARNERIA kemnel FEEH crypto RS EEHA, BREAZSWINAESEEREM crypofliiA
B crypto EE RN

3.2.1 EHEE
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API RK3588 RK356x RV1109/1126 others

rk_crypto_mem_alloc/free v v v
rk_crypto_init/deinit v v v
rk_get_random v v v
rk_hash_init/update/update_virt/final v v v
rk_cipher_init/crypt/crypt_virt/final v v v
rk_ae_init/set_aad/set_aad_virt/crypt/crypt_virt/final v v v
rk_rsa_pub_encrypt/priv_decrypt/priv_encrypt/pub_decrypt v v v
rk_rsa_sign/verify v v v
rk_write_oem_otp_key v v v
rk_oem_otp_key_is_written v v v
rk_set_oem_hr_otp_read_lock v

rk_oem_otp_key_cipher v v v
rk_oem_otp_key_cipher_virt v v v

3.2.2 hRA< K

3.2.2.1V1.2.0

V1.2.0hRAKlibrkeryptoPELhRE ik Hikernel A T4 =, Ekernel cryptodk s BHBIUTIRR =, AIRERT
HE D ThEERRAT Ao

1. kernel 4.19

commit c255a0aa097afbf7f28e3c06770c5ab778e5616b2
Author: Lin Jinhan <troy.lin@rock-chips.com>
Date: Tue Sep 13 17:20:46 2022 +0800

crypto: rockchip: rk3326/px30 add aes gcm support

Signed-off-by: Lin Jinhan <troy.lin@rock-chips.com>
Change-Id: 175949554d4f573c63092841eef76765a69cc6b24

2. kernel 5.10

commit 47e85085826daf6401265b803ac9ac7116ae6bb4
Author: Lin Jinhan <troy.lin@rock-chips.com>
Date: Tue Sep 13 17:20:46 2022 +0800

crypto: rockchip: rk3326/px30 add aes gcm support

Signed-off-by: Lin Jinhan <troy.lin@rock-chips.com>
Change-Id: I75949554d4f573c63092841eef76765a69cc6b24
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3.2.3 AEEM

o WHEZEMNBANEKE, EREMEEEMENNEIEKEER—H, il ECB/CBC HFEK
block 37, CTS/CTR FNUTKIBEKENTTEK, API PAHIEFTLIE,

o MBHEHBIERRKA, ITIREVR, BiIGERAET dma_fd FEHIENEZEEOD. BT aypo 2
15 4G UNESYIEMNE, FEItb dma fd 9 E2RY buffer AR 4G URNYIERELEMNE (CMA) - 7]
LU A librkerypto Fe#HY rk_crypto_mem 8 X #H O EE, AT EITA DRM FERESECEO S E

123 dma fd.

o CMAE : BT crypto R2#F 4G LI CMA #usitifie), tIRIGRERREET 46, FEMEH
dis 9 CMA BYECE, BN rk_crypto_mem BARBEDEATN, BROEHENAELEFEH. UTXU
rk3588-android.dtsi FFE A, EHA 0x10000000 79 CMA BIE2gAMHE (256MB &, REFREE
%) , 0x00800000 /3 CMA HIA/)N, BILUARIBKRFREHITER. CMA M X HiBH I X1
<Rockchip_Developer_Guide_Linux_CMA_CN>,

- a/arch/armé4/boot/dts/rockchip/rk3588-android.dtsi
+++ b/arch/armé64/boot/dts/rockchip/rk3588-android.dtsi
@@ -70,7 +70,8 @@

cma {
compatible = "shared-dma-pool";
reusable;

size = <0x0 (8 * 0x100000)>;

//size = <Ox0 (8 * Ox100000)>;

reg = <0x0 0x10000000 OXO OXOE800000>;
linux,cma-default;

Y

o SERALUTEORI, TR TEE THAERTA, TEE MEXHEAR
<Rockchip_Developer_Guide_TEE_SDK_CN>3#4,
rk_write_oem_otp_key
rk_oem_otp_key_is_written
rk_set_oem_hr_otp_read_lock
rk_oem_otp_key_cipher

rk_oem_otp_key_cipher_virt

o rk_set_oem_hr_otp_read_lock @ X4i&EH key_id 9 RK_OEM_0TP_KEY0/1/2 BY, iRBRINE,
SXMEM oTP RIFENEMY, FIEIES OTP KIFTAFRAE, H#R
<Rockchip_Developer_Guide_OTP_CN>X14, H&ltt, ZFiN{L5{EA RK_OEM_OTP_KEY3 o

e rk_oem otp_key cipher virt : 3Z#F#Y len RAER TEE WHERERW, MREAXEOR
B4 A TEE HEAE, 24 len WRAERIBELLTRARY/

3.2.4 BUELEH

3.2.4.1 rk_crypto_mem
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typedef struct {

void *vaddr;
int dma_fd;
size t size;

} rk_crypto_mem;

e vaddr - memory BYE 3tk
o dma_fd - memory $RZHY dma fd AJ4R
e size - memory XIFAYK /)

3.2.4.2 rk_cipher_config

typedef struct {

uint32_t algo;
uint32_t mode;
uint32_t operation;
uint8_t key[64];
uint32_t key_len;
uint8_t iv[16];
void *reserved;

} rk_cipher_config;

o algo- BiAZA!, NIRK CRYPTO ALGO, SRFREVESEEL API MR A4, T

e mode - B3ERT, WRK CIPIHER MODE, 3% ECB/CBC/CTR/CFB/OFB/

« operation - IR MRK CRYPTO OPERATION

o key - BEABAN, HBEMA otp key IRIERI T

o key_len - key FUKE (811 : byte)

o iv-{JiRMAE, Y ECBRERNTN, EMERT, $1T rk_cipher_crypt/crypt_virt SEHEE
Fiv, BFERSEBItE

e reserved - FEZE

3.2.4.3 rk_ae_config

typedef struct {

uint32_t algo;
uint32_t mode;
uint32_t operation;
uint8_t key[32];
uint32_t key_len;
uint8_t iv[16];
uint32_t iv_len;
uint32_t tag_len;
uint32_t aad_len;
uint32_t payload_len;
void *reserved;

} rk_ae_config;

o algo- BiAA!, MRK CRYPTO ALGO, ¥ AES/SM4
e mode - EiAIET, MRK CIPIHER MODE, Z# GCM/CCM
o operation - IR WRK CRYPTO OPERATION

o key- ZAEAN, HH{FH keyladder I2{ERS LK
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o key_len - key B9 (E{i : byte)

o iv-{ItEEE

o iv_len-ivBIKE (BI : byte)

o tag len - tag BYKE (211 : byte)

o aad_len - aad BYKE (BB : byte)

« payload_len - payload BY1<E (B[ : byte)
o reserved - FilE4

3.2.4.4 rk_hash_config

typedef struct {

uint32_t algo;
uint8_t *key;
uint32_t key_len;

} rk_hash_config;

o algo- BAFEA!, MRK CRYPTO ALGO, ¥ HASH/HMAC HZME X
o key - hash-mac %8, REH algo 1 HMAC £EMEEF BN
o key_len - key B9 (581 : byte)

3.2.4.5 rk_rsa_pub_key

typedef struct {

const uint8_t *n;
const uint8_t *e;
uinti6_t n_len;
uint16_t e_len;

} rk_rsa_pub_key;

e n-1EK, 50penSSLIEE, KRR
o e-35%, 5O0penSSLAEE, KimiET
n_len - IREKHNKE
e_len - IEAIKE

3.2.4.6 rk_rsa_pub_key_pack

typedef struct {
enum RK_RSA_KEY_TYPE key_type;
rk_rsa_pub_key key;

} rk_rsa_pub_key_pack;

o key_type - ZEAA!, MRK RSA KEY TYPE, ZIFEANEIAFOTP_KEYNMEENEXEH,
librkerypto=fHE ARNZEH, XM otp key R IARE 2 EBFER.
o key- NAAZR, MWrk rsa pub key
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3.2.4.7 vk_rsa_priv_key

typedef struct {

const
const
const
const
const
const
const
const

uint8_t
uint8_t
uint8_t
uint8_t
uint8_t
uint8_t
uint8_t
uint8_t

uint16_t
uintl16_t
uintli6_t
uint16_t
uinti16_t
uinti16_t
uinti6_t
uint16_t

} rk_rsa_priv_key;

*n;
*e;
*d;
“p;
*q;
*dp;
*da;
“qp;
n_len;
e_len;
d_len;
p_len;
g_len;
dp_len;
dg_len;
gp_len;

e n-1&K, 5OpenSSLHERE, KintRI
o e-18#, 5O0penSSLiEE, KimtEI
o d-1R&tE, BIFAH. 5OpenSSLAERE, KimtEI{

o p- Ak
e q-FIIE
o dp- Ak
e dq- A%
« qp- A

o len- EPTRHKERFR, LARHFED,

3.2.4.8 rk_rsa_priv_key_pack

typedef struct {
enum RK_RSA_KEY_TYPE

rk_rsa_priv_key

key;

} rk_rsa_priv_key_pack;

o key_type - B$A%R, MRK RSA KEY TYPE, iFBAXE{AFOTP_KEYHN
librkerypto= {2 AREIH, AR Aotp key®

key_type;

o key- FAFANE, Dlrk rsa priv_key

3.25 BB

3.2.5.1 RK_CRYPTO_ALGO

/* crypto algorithm */
enum RK_CRYPTO_ALGO {
RK_ALGO_CIPHER_TOP = 0x00,

REEZ RBER.

=
R
(2E]

=89
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RK_ALGO_AES,
RK_ALGO_DES,
RK_ALGO_TDES,
RK_ALGO_SM4,
RK_ALGO_CIPHER_BUTT,

RK_ALGO_HASH_TOP = 0x10,
RK_ALGO_MD5,
RK_ALGO_SHA1,
RK_ALGO_SHA256,
RK_ALGO_SHA224,
RK_ALGO_SHA512,
RK_ALGO_SHA384,
RK_ALGO_SHA512_224,
RK_ALGO_SHA512_256,
RK_ALGO_SM3,
RK_ALGO_HASH_BUTT,

RK_ALGO_HMAC_TOP = 0x20,
RK_ALGO_HMAC_MDS,
RK_ALGO_HMAC_SHA1,
RK_ALGO_HMAC_SHA256,
RK_ALGO_HMAC_SHA512,
RK_ALGO_HMAC_SM3,
RK_ALGO_CMAC_AES,
RK_ALGO_CBCMAC_AES,
RK_ALGO_CMAC_SM4,
RK_ALGO_CBCMAC_SM4,
RK_ALGO_HMAC_BUTT,

i

3.2.5.2 RK_CIPIHER_MODE

/* crypto mode */

enum RK_CIPIHER_MODE {
RK_CIPHER_MODE_ECB = 0x00,
RK_CIPHER_MODE_CBC,
RK_CIPHER_MODE_CTS,
RK_CIPHER_MODE_CTR,
RK_CIPHER_MODE_CFB,
RK_CIPHER_MODE_OFB,
RK_CIPHER_MODE_XTS,
RK_CIPHER_MODE_CCM,
RK_CIPHER_MODE_GCM,
RK_CIPHER_MODE_BUTT

Y

3.2.5.3 RK_OEM_HR_OTP_KEYID
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enum RK_OEM_OTP_KEYID {
RK_OEM_OTP_KEYO® = 0O,
RK_OEM_OTP_KEY1,
RK_OEM_OTP_KEYZ2,
RK_OEM_OTP_KEY3,

RK_OEM_OTP_KEY_FW = 10, //key id of fw_encryption_key

RK_OEM_OTP_KEYMAX
3

3.2.5.4 RK_CRYPTO_OPERATION

/* Algorithm operation */
#define RK_OP_CIPHER_ENC 1
#define RK_OP_CIPHER_DEC 0

3.2.5.5 RK_RSA_KEY_TYPE

enum RK_RSA_KEY_TYPE {
RK_RSA_KEY_TYPE_PLAIN = 0O,

RK_RSA_KEY_TYPE_KEYO_ENC = RK_OEM_OTP_KEYO +1,

RK_RSA_KEY_TYPE_KEY1_ENC,
RK_RSA_KEY_TYPE_KEY2_ENC,
RK_RSA_KEY_TYPE_KEY3_ENC,
RK_RSA_KEY_TYPE_MAX,

3

3.2.5.6 RK_RSA_CRYPT_PADDING

enum RK_RSA_CRYPT_PADDING {
RK_RSA_CRYPT_PADDING_NONE = 0x00, /*
RK_RSA_CRYPT_PADDING_BLOCK_TYPE_O, /*
RK_RSA_CRYPT_PADDING_BLOCK_TYPE_1, /*
RK_RSA_CRYPT_PADDING_BLOCK_TYPE_2, /*
RK_RSA_CRYPT_PADDING_OAEP_SHA1, /*
RK_RSA_CRYPT_PADDING_OAEP_SHA224, /*
RK_RSA_CRYPT_PADDING_OAEP_SHA256, /*
RK_RSA_CRYPT_PADDING_OAEP_SHA384, /*
RK_RSA_CRYPT_PADDING_OAEP_SHA512, /*
RK_RSA_CRYPT_PADDING_PKCS1_V1_5, /*

3

3.2.5.7 RK_RSA_SIGN_PADDING

without padding */

PKCS#1
PKCS#1
PKCS#1
PKCS#1
PKCS#1
PKCS#1
PKCS#1
PKCS#1
PKCS#1

block type 0 padding*/

block type 1padding*/

block type 2 padding*/
RSAES-0AEP-SHA1 padding*/
RSAES-0AEP-SHA224 padding*/

RSAES - OAEP - SHA256
RSAES - OAEP - SHA384
RSAES -OAEP - SHA512
RSAES-PKCS1_V1_5

padding*/
padding*/
padding*/
padding*/
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enum RK_RSA_SIGN_PADDING {
RK_RSA_SIGN_PADDING_PKCS1_V15_SHA1l = 0x100,/* PKCS#1 RSASSA_PKCS1_V15_SHA1

signature*/

RK_RSA_SIGN_PADDING_PKCS1_V15_SHA224, /* PKCS#1 RSASSA PKCS1_V15_SHA224
signature*/

RK_RSA_SIGN_PADDING_PKCS1_V15_SHA256, /* PKCS#1 RSASSA_ PKCS1_V15_SHA256
signature*/

RK_RSA_SIGN_PADDING_PKCS1_V15_SHA384, /* PKCS#1 RSASSA PKCS1_V15_SHA384
signature*/

RK_RSA_SIGN_PADDING_PKCS1_V15_SHA512, /* PKCS#1 RSASSA_PKCS1_V15_SHA512
signature*/

RK_RSA_SIGN_PADDING_PKCS1_PSS_SHA1l, /* PKCS#1 RSASSA_ PKCS1 PSS SHA1l
signature*/

RK_RSA_SIGN_PADDING_PKCS1_PSS_SHA224, /* PKCS#1 RSASSA_PKCS1_PSS_SHA224
signature*/

RK_RSA_SIGN_PADDING_PKCS1_PSS_SHA256, /* PKCS#1 RSASSA_PKCS1_PSS_SHA256
signature*/

RK_RSA_SIGN_PADDING_PKCS1_PSS_SHA384, /* PKCS#1 RSASSA_PKCS1_PSS_SHA1
signature*/

RK_RSA_SIGN_PADDING_PKCS1_PSS_SHA512, /* PKCS#1 RSASSA_PKCS1_PSS_SHA256
signature*/
}

3.2.5.8 HtvE R

/* Algorithm block length */

#define DES_BLOCK_SIZE 8
#define AES_BLOCK_SIZE 16
#define SM4_BLOCK_SIZE 16
#define SHA1_HASH_SIZE 20
#define SHA224_HASH_SIZE 28
#define SHA256_HASH_SIZE 32
#define SHA384_HASH_SIZE 48
#define SHA512_HASH_SIZE 64
#define MD5_HASH_SIZE 16
#define SM3_HASH_SIZE 32
#define AES_AE_DATA_BLOCK 128
#define MAX_HASH_BLOCK_SIZE 128
#define MAX_TDES_KEY_SIZE 24
#define MAX_AES_KEY_SIZE 32
#define MAX_AE_TAG_SIZE 16
#define RSA_BITS_1024 1024
#define RSA_BITS_ 2048 2048
#define RSA_BITS_3072 3072
#define RSA_BITS_4096 4096
#define MAX_RSA_KEY_BITS RSA_BITS_4096

#define RK_CRYPTO_MAX_DATA_LEN (1 * 1024 * 1024)
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3.2.6 API

3.2.6.1 BuimAEeRY

typedef
typedef

uint32_t RK_RES;
uint32_t rk_handle;

3.2.6.2 ;E[E{E

/* API return codes */

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

RK_CRYPTO_SUCCESS
RK_CRYPTO_ERR_GENERIC
RK_CRYPTO_ERR_PARAMETER
RK_CRYPTO_ERR_STATE
RK_CRYPTO_ERR_NOT_SUPPORTED
RK_CRYPTO_ERR_OUT_OF_MEMORY
RK_CRYPTO_ERR_ACCESS_DENIED
RK_CRYPTO_ERR_BUSY
RK_CRYPTO_ERR_TIMEOUT
RK_CRYPTO_ERR_UNINITED
RK_CRYPTO_ERR_KEY
RK_CRYPTO_ERR_VERIFY
RK_CRYPTO_ERR_PADDING
RK_CRYPTO_ERR_PADDING_OVERFLOW
RK_CRYPTO_ERR_MAC_INVALID

3.2.6.3 rk_crypto_mem_alloc

0X00000000
OXFOOOO000
OXFOOOO0OL
OXFOOOO0062
OXFOOOO0063
OXFOOOO004
OXFOOOOO65
OXFOOOO006
OXFOOOO007
OXFOOOO068
OXFOOOOO09
OXFOOOOOOA
OXFOOOO0OB
OXFOOOOOOC
OXFOOOOOOD

rk_crypto_mem *rk_crypto_mem_alloc(size t size);

Thik

BRiE—IRMNTE, iR[E rk_crypto_mem, SIEWFHNELIHIULA] dma_fd FER.

28

o [in] size - fFERIEATFRIA/)

* [out] memory - REIRIATEMIE, Trk crypto mem

p=3

L. BIERFEITFHNRAERKH T kernel CMA buffer K/NARERIE o

3.2.6.4 rk_crypto_mem_free

void rk_crypto_mem_free(rk_crypto_mem *memory);

Ihek
BFHoEE r

k_crypto_mem_alloc FRIEHINTF.
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B

e [in] memory - N7E#IAE, Tdrk crypto mem

3.2.6.5 rk_crypto_init

RK_RES rk_crypto_init(void);

IheE
crypto #lta1k, BT HIRET R,
B

e

3.2.6.6 rk_crypto_deinit

void rk_crypto_deinit(void);

Thag
B crypto M X R, BN X RS T AL,
8K

. E

3.2.6.7 rk_hash_init

RK_RES rk_hash_init(rk_hash_config *config, rk_handle *handle);

Thek
#I841L hash 3%, 3 MD5/SHA1/SHA224/SHA256/SHA384/SHA512/SM3,
28

e [in] config - hash/hmac ECi&
e [out] handle - hash/hmac A1

p=3

1. init FINfE, FIE rk_hash_update() Z¢#F rk_hash_update_virt BEMRINHIT, EBLIIEB
rk_hash_final() fHERHMEXZER.

2. 902 init )R [E] RK_CRYPTO_ERR_BUSY, MiHBANFIFEAZIFLLIZ, RIYREER —handle?E
TE, BEEERFFI—DhandleBFIR, FEEinitFRiEFHTHIhandles
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3.2.6.8 rk_hash_update

RK_RES rk_hash_update(rk_handle handle, int data_fd, uint32_t data_len);

ThiE
U dma_fd BUEIENEIA, 1158 hash/hmac (B, XFFPAHZRITE,
B8

e [in] handle- hash/hmac GJ#f
e [in] data_fd - 315 hash/hmac BI—2B BRI A1
o [in] data_len - data B91KE (B : byte)

AE
1. handle AZNEEIT rk_hash_init () #EA1k.

2. AIADZRIAR, ZRRAFTEITERAIVEIE.
3. & data NERE—HIIE, WHIEKE data_len %71 64 FTIXTT, R —HBIETILRE],

3.2.6.9 rk_hash_update_virt

RK_RES rk_hash_update_virt(rk_handle handle, uint8 t *data, uint32_ t data_len);

ThiE
BIREBUAEBHRIENREA, 1158 hash H, ZH/THEZRIHR,
B

e [in] handle - hash/hmac &1
e [in] data - #Fi+5& hash/hmac B9—2HEXIE
o [in] data_len - data B91KE (BfI : byte)

AR
1. handle AT rk_hash_init () #EAMk.

2. AIADZRIAR, ZRRAFTEIHRERAHIVEIE.
3. & data RERE—HEIE, WHIEKE data_len &7 64 FTIXTT, RE—HEIETILRE],

3.2.6.10 rk_hash_final

RK_RES rk_hash_final(rk_handle handle, uint8_t *hash);

ThiE

T BEEAENEIER, BAXMEOREGLMN hash/hmac B, HFEROW, MREHEIRER, F
EhtE, BOIUARZEOLR hash 1158,

28

e [in] handle- hash/hmac &)1
o [out] hash - i H#Y hash/hmac £3E

p=3
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1. handle #471£25d rk_hash_init () #%1te
2. FHPEFEFIBRRINTE hash K/ NWBAAKFETFREKE,

3.2.6.11 rk_cipher_init

RK_RES rk_cipher_init(rk_cipher_config *config, rk_handle *handle);

Ihek
WA EENFEAML, HiF TDES/AES/SM4E %, %1% ECB/CBC/CTR/CFB/OFBIRT .
28

e [in] config - Ei&. K. EA. ivEHE, Mk cipher config
o [out] handle - cipher Y handle

=39

1. init BRINE, Fif rk_cipher_crypt/crypt_virt() SEMIIHIT, EHRIER
rk_cipher_final() $H&#EX &R,

3.2.6.12 rk_cipher_crypt

RK_RES rk_cipher_crypt(rk_handle handle, int in_fd, int out_fd, uint32_t len);

ThiE
I dma_fd BURERND AR ERITINRE,
B

o [in] handle - cipher B9 handle

o [in] in_fd - 3 A LR

o [out] out_fd - fitHitE 4L

e [in] len - IAZUBHKE (2L : byte)

=3

1. handle #4701425¢ rk_cipher_init() #J#A1k.
2. in_fd ATLAH] out_fd #E[E, BNZFFEMINERE,
3. &R ZE, rk_cipher_config FMivEHEH. E8ZXIAA, ENESKM9EREA,

3.2.6.13 rk_cipher_crypt_virt

RK_RES rk_cipher_crypt_virt(rk_handle handle, const uint8_t *in, uint8_t *out,
uint32_t len);

IhiE
BRI BRE RN AR AR TINAER,
B8

e [in] handle - cipher BV handle
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e [in] in - 38 A ZE buffer
o [out] out - HiHITHELER
o [in] len - SABUERVKE (B : byte)

=3

1. handle #4701425% rk_cipher_init() %A1k,
2. in 1 out AL AAEREIMNE, ENSZIFEMINNARSE
3. &M ZIE, rk_cipher_config FRivEREH. EEZXIER, BAILMOERIAR,

3.2.6.14 rk_cipher_final

RK_RES rk_cipher_final(rk_handle handle);

Thik
MDA RE, ERITE, SRR handle,
B8

o [in] handle - cipher B9 handle, #Z423d rk_cipher_init () #1#R1to

3.2.6.15 rk_get_random

RK_RES rk_get_random(uint8_t *data, uint32_t len)

Thik
M HWRNG SREUETE K EBIFEHE.
B8

o [out] data - 381 BIREN1EX
o [in] len - EEREVIFENEBIKE (84 : byte)

3.2.6.16 rk_write_oem_otp_key

RK_RES rk_write_oem_otp_key(enum RK_OEM_OTP_KEYID key_id, uint8 t *key,
uint32_t key_len);
Ihee

A B RS ER OEM OTP [Xig,
OEM OTP BI#E X 451%35%P8, Tl<Rockchip_Developer_Guide_ OTP_CN>3#4,

B

o [in] key_id - HEEM key X1FHZR5|
e [in] key - ZZ$HRAX
o [in] key_len - Z5ABASIACE (811 : byte)

AR


af://n760
af://n768
af://n778

1. key_id FRIASZHF RK_OEM_OTP_KEYO - 3t 4 &R, XF RV1126/RV1109, EiSN 3245 key_id /9
RK_OEM_OTP_KEY_FW F9Z3%H, RK_OEM_OTP_KEY_FW JJ BootROM % loader BY FERYZRSR,
rk_oem_otp_key_cipher_virt #HOXIFHAXMEHEMI SBIEMESR,

2. ¥#F RK_OEM_OTP_KEY_FW , key_len {X3Z#F 16 &7, MFHMETH, key_len ZHF 16, 24, 32 F
o

3.2.6.17 rk_oem_otp_key_is_written

RK_RES rk_oem_otp_key_is_written(enum RK_OEM_OTP_KEYID key_id, uint8_t
*is_written);
IhiE

I RARE B LB AEER OEM OTP X,
OEM OTP BY4E % FFM3%BE, Tl<Rockchip_Developer_Guide_OTP_CN>314,

2

e [in] key_id - HEEM key XIZZ5,
o [out] is_written - ¥|MIREELEAMW, 1 XRTEEA, 0 XRTEKE Ao

R[EE
YR[O{ES #define RK_CRYPTO_SUCCESS 0x00000000 AT, is written BEF B E X,

RK3588 FEIESHIET key_id @EH lock, EXTR key_id # lock MR EIFEIR #define
RK_CRYPTO_ERR_ACCESS_DENIED OXFOOOO005 o

p=3

1. key_id BAIASZHF RK_OEM_OTP_KEYO - 3 H 4 PNEEA, XF RV1126/RV1109, BN ZHF key_id /4
RK_OEM_OTP_KEY_FW BYZ%5H,

3.2.6.18 rk_set_oem_hr_otp_read_lock

RK_RES rk_set_oem_hr_otp_read_lock(enum RK_OEM_OTP_KEYID key_id);

Thik

IREIEE OEM OTP XIHRY read lock 177, REMINGE, ZXKEHEILFHE, HEZXKHEENHIE
CPU B4R AIE, BI&@ rk_oem_otp_key_cipher_virt #EOFEAEH,
OEM OTP 8948 X %F41%PH, M Rockchip_Developer_Guide_OTP_CN X144,

2

o [in] key_id - SFEIRERY key_id, Z#F RK_OEM_OTP_KEYO - 3

3.2.6.19 rk_oem_otp_key_cipher

RK_RES rk_oem_otp_key_cipher(enum RK_OEM_OTP_KEYID key id, rk_cipher_config
*config,
int32_t in_fd, int32_t out_fd, uint32_t len);


af://n796
af://n813
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Ihge
1+ OEM OTP XiFRY#%$A, L dma_fd 95T, #H1T cipher BRI E,
B8

e [in] key_id - ¥ E1FFM otp key 35|

e [in] config - BiA. B, B, ivHE

[in] in_fd - FRTEHIE, ZIFFERT out_fd, BIZRFRMNNBER

[out] out_fd - d&iHitELER
[in] len - S AFNEHEIBREVE (1L : byte)

p=3

1. key_id FRIASZHF RK_OEM_OTP_KEYO - 3, XfF RV1126/RV1109, Ei4}323F RK_OEM_OTP_KEY_FW,

2. BB AES/SM4-ECB/CBC/CTS/CTR/CFB/OFB,

3. BIPAKETHF 16, 24, 32 FT, &R RV1109/RV1126 F &, FAKENZEF 16 32, Hkey id
9 RK_OEM_OTP_KEY_FW BYZ$AK E X E1F 16,

4. in_fd 5 out_fd AJA4E[FE], BNZIFEMNERER,

3.2.6.20 rk_oem_otp_key_cipher_virt

RK_RES rk_oem_otp_key_cipher_virt(enum RK_OEM_OTP_KEYID key_id, rk_cipher_config
*config,
uint8_ t *src, uint8_t *dst, uint32_t len);

Ihek
i%$¥E OEM OTP X1 RIZER, 1T cipher BBRITE,
28

e [in] key_id - HZEER otp key F5|

e [in] config - BE B, BHH. ivE

e [in] src - FFITEEIERY buffer

o [out] dst - THEHLERM buffer

o [in] len - 3 AF0%a HH &R buffer B9KE (B4 : byte)

p=3 |

1. key_id BAIASZ$F RK_OEM_OTP_KEYO - 3, XfF RV1126/RV1109, EM4}\324F RK_OEM_OTP_KEY_FW,

2. BiER ¥ AES/SM4-ECB/CBC/CTS/CTR/CFB/OFB,

3. BPAKEXF 16, 24, 32 FT, HE RVII09/RV1126 F &, FEHAKENZHF 16 32, Hkey id
79 RK_OEM_OTP_KEY_FW BB AKEINZF 160

4. src 5 dst AL AEREMAE, BNSZHFEMINARE.

5. B AR buffer BYKE len BRAR AT IMB, #F RV1126/RV1109, len F A4 500KB,

3.2.6.21 rk_ae_init

Ihek
AEADEEMIME{L, iF AES/SM4, HETREIF GeMiE=,
28

o [in] config - Bi&. B, B, iv. aadKE. tagKESFE, Dlrk ae config


af://n847
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e [out] handle - AEADH handle
AE
init (XINfE, FTiLHEE B@EMINNIT, EBXAIEM rk_ae_final() HEMEXER,

3.2.6.22 rk_ae_set_aad

RK_RES rk_ae_set_aad(rk_handle handle, int aad_fd);

Ihike
W dma_fd BiEi& Baad B,
28

o [in] handle - cipher B9 handle
o [in] aad_fd - AADEAEIE

p=3

1. handle 4714258 rk_ae_init() #F#A1t.
2. Bl rk_ae_set_aad F—X rk_ae_init EREEEE—X, FXIFAADDERZNEH, LXREH
SEBAADHNABAMHES, URE—XIEARANaad_{d7#,

3.2.6.23 rk_ae_set_aad_virt

RK_RES rk_ae_set_aad_virt(rk_handle handle, uint8_t *aad_virt);

IhiE
B Bt E IR B aad R,
B8

e [in] handle - cipher BV handle
e [in] in - aad%i A& buffer

p=3

1. handle AZ£23d rk_ae_init () #¥a1k.
2. Birk_ae_set_virtiE—XinitfF REEEA—R, FXZFaddDEBEZREFH. TAREHREHaddIAR
RS, UERE—RIEB/buffer/9 4,

3.2.6.24 rk_ae_crypt

RK_RES rk_ae_crypt(rk_handle handle, int in_fd, int out_fd, uint32_t len, uint8_t
“tag);

Ihek
U dma_fd BB ERAEADEERITINERZEF TAGIHE /LRI,

B


af://n886
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e [in] handle - aefJ handle

e [in]in_fd - W AZIE

o [out] out_fd - ¥ i+ E L5

e [in] len - BMAZIENKE (814 : byte)

e [in/out] tag - HINERY, tagHout, HERZBY, tagHino

=3

1. handle #471425d rk_ae_init() %A1k,
2. in_fd AJLAH] out_fd #8[E), BIZIFEMNNMEZE.
3. R ERZRIAR,

3.2.6.25 rk_ae_crypt_virt

RK_RES rk_ae_crypt_virt(rk_handle handle, const uint8_t *in,

uint32_t len, uint8_t *tag);

IhiE
BBt SR AEADEEMATINARE
B8

e [in] handle - ae BY handle

[in] in - 381 AZXHE buffer

e [out] out - FHITELER

[in] len - SAZIERIKE (211 : byte)

[in/out] tag - MRS, tagHout, HERZEEY, tagMino

1L AR

1. handle %Z£23d rk_ae_init () #F¥a1k.
2. inAJLARD out MAEEIMIAE, BNSZiFERMANARES,
3. "X FHERZ RIAR,

3.2.6.26 rk_ae_final

RK_RES rk_ae_final(rk_handle handle);

Ihek
AEADEE, 455 itE, 7EFR handle,
28

e [in] handle - ae BY handle, #7NZE3T rk_ae_init () #%E1bo

3.2.6.27 rk_rsa_pub_encrypt

RK_RES rk_rsa_pub_encrypt(const rk_rsa_pub_key_ pack *pub, enum
RK_RSA_CRYPT_PADDING padding, const uint8 t *in, uint32_t in_len,

uint32_t *out_len);

uint8_t *out,

uint8_t *out,


af://n942
af://n968
af://n976

ThiE
ERRNIANEBIEHITING, IFFMBIET,
B

o [in] pub - rsafIN$AE R, Mlrk rsa pub key pack

e [in] padding - ANFIEFTAEIV, JTIRK RSA CRYPT PADDING

o [in] in - BIAZUIE

o [in]in_len - AKUIBRIKE (BB : byte) , HWAKIEIKNSIREIEIRD
RK_CRYPTO_ERR_PADDING_OVERFLOW

* [out] out - NEANNER G HIEIE

« [out] out_len - NEFRVEHELRKE

p=3

1. pubBFUEMAIRE, 1EPALRIRERkeyRPAX, EROTP KEYMERNEX, ZFBRTIME ALY
R
2. DHEFRUANARE

S

3.2.6.28 rk_rsa_priv_decrypt

RK_RES rk_rsa_priv_decrypt(const rk_rsa_priv_key_pack *priv, enum
RK_RSA_CRYPT_PADDING padding, const uint8 t *in, uint32_t in_len, uint8_t *out,
uint32_t *out_len);

Thik
ERM AN BIRHITAEE, FFPADDING#,
B8

o [in] priv - rsaBIFAEAE R, Dlrk rsa priv key pack

e [in] padding - IIZEFEN, FESMENERANER—H. WRK RSA CRYPT PADDING
* [in] in - WAZIE

e [in]in_len - MAZIBRIKE (21 : byte)

* [out] out - FAFAFRE S HVEIE

o [out] out_len - R GRYBIEKE

p=3

L priv JUEMIRE, 1EPALRIRERNkeyRPAX, EROTP KEYMERNEX, &P BITIME A
BT
2. PHEFRUANARE

3.2.6.29 rk_rsa_priv_encrypt

RK_RES rk_rsa_priv_encrypt(const rk_rsa_priv_key_pack *priv, enum
RK_RSA_CRYPT_PADDING padding, const uint8_ t *in, uint32_t in_len, uint8_t *out,
uint32_t *out_len);

Thik
ERMANBIRHITINEG, FFMEIETT


af://n1000
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B

e [in] priV—rsaE"Jﬂ\%H'E,%\, Ddrk rsa priv_key pack

e [in] padding - INZIEFTAET, WRK RSA CRYPT PADDING

e [in]in- FAZIE

o [in]in_len - MAKUIBRIKE (BN : byte) , WAKIEIKNSIREIFEIRGD
RK_CRYPTO_ERR_PADDING_OVERFLOW

o [out] out - FASANNZE FHIEIE

* [out] out_len - MNEEHEIEKE

=3

L privib TUERRIGE, 1EEAZRIEENkeyBAX, HEOTP KEYMEBEGEMNEX, ZFBEREMEAN
AT,
2. FHEZF RN,

3.2.6.30 rk_rsa_pub_decrypt

RK_RES rk_rsa_pub_decrypt(const rk_rsa_pub_key_pack *pub, enum
RK_RSA_CRYPT_PADDING padding, const uint8 t *in, uint32_t in_len, uint8_t *out,
uint32_t *out_len);

ThiE
ERNANBIEHITHRE, <FPADDINGH#EHT,
B8

e [in] pub - rsafIRNEAE R, Plrk rsa pub key pack

e [in] padding - MIZEFEN, FESMENERANER—H. WRK RSA CRYPT PADDING
« [in] in - BIAZUIE

e [in]in_len - AZIERKE (21 : byte)

« [out] out - AR IS BIEIE

o [out] out_len - FRFE[EMIEURKE

=3

L. pubSUEMAIRE, 1EPAYAILERNkeyRPAX, EROTP KEYMERENEX, 2P BRZIME A
PR,
2. R RN R

3.2.6.31 rk_rsa_sign

RK_RES rk_rsa_sign(const rk_rsa_priv_key_pack *priv, enum RK_RSA_SIGN_PADDING
padding, const uint8 t *in, uint32_t in_len, const uint8_t *hash, uint8_t *out,
uint32_t *out_len);

ThiE
fE AR I A BIE R hash S B EEERNEBE AR hash{E, #HITER.
28

e [in] priv - rsaBFLAFATE 2, Dhrk rsa priv key pack
e [in] padding - £%1E7#, TWRK RSA SIGN PADDING



af://n1048
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o [in]in- FFELMIEIE (k) , ZFHFfcBhash, FEH.

e [in]in_len - FFEAIBIKE (21 | byte)

e [in] hash-FA7&E (%) , RIBERBEEBERFKE, IHERNBHEEHRITES
o [out] out - FAIEZ ERVEIE

e [out] out_len - ELEMBURKE

1. prividIERRISE, $EEAH AR ENkeyRIANX, EROTP KEYMERBNEX, ZFPBEMEHN
FRHT,

2. % in != NULL && hash == NULL BY, Z#EO=SxtinitEhash{E (hashB&ZEMHpaddingt& U
E) , SAEHBXthashfB#{Tpaddingf5% %,

3. H hash !'= NULL BY, Z#EBEOSBEEIE AhashfE##1Tpadding/l5% %,

3.2.6.32 rk_rsa_verify

RK_RES rk_rsa_verify(const rk_rsa_pub_key_pack *pub, enum RK_RSA_SIGN_PADDING
padding, const uint8_ t *in, uint32_t in_len, const uint8_t *hash, uint8_t *sign,
uint32_t sign_len);

ThiE
ERRNANERFITIRE,
B

e [in] pub—rsaE"]’A%ﬁ%E\, Dok rsa pub key pack

e [in] padding - HIEFEN, FESZTRNEAMNBI—H, MRK RSA SIGN PADDING
e [in]in- BLHNFRWBHIE (FIik)

o [in] in_len - EHMREEBIRNKE (1L : byte)

e [in] hash - EHMRIGMEFHE (Alk)

e [in] sign - ELIE

o [in]sign_len - EAFIENKE (B{I : byte)

p=3

1. pubAFUEFRIRE, FEPEHRIEIENkeyBIAN, EROTP KEYIMERENENX, %P B MEZHN
I

2. Hin != NULL && hash == NULLBY, ZEORKEFinitEhashfE (hashBAHpaddingiEXHAE)
SREE XhashE#HTHZ,

3. Hhash != NULLBY, ZEOSBEEIE AhashBE#H{ T,

3.2.7 debug A&

L FilibrkeryptoBd BEXI D AU T IR 5o
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enum RKCRYPTO_TRACE_LEVEL {

TRACE_TOP =0,
TRACE_ERROR = 1,
TRACE_INFO =2,
TRACE_DEBUG = 3,
TRACE_VERBOSE = 4

TRACE_BUTT,
3

FRINAI TRACE_INFO , AJLUEITIREBMETEMNANERBAENRS (FERElibrkcryptoFENIEHZ FIIZE
HIFETEFSEW) , WAILE rk_crypto_init ZAIHE rkcrypto_set_trace_level E[OF#
TiRE.
Android :

setprop vendor.rkcrypto.trace.level 1/2/3/4

Linux -

export rkcrypto_trace_level=1/2/3/4

4. B4 crypro 1EEERUIE

4.1 uboot EMEMH crypto MERERIR

4.1.1 crypto v1 M EERUIE

iXIFEE (uboot RK3399) :
BY$h : CRYPTO_CORE = 200M, AESH MRS IMRIRE ARG

CIPHER/HASH BZEMAEMNR

ALGO Actual (MBps) Theoretical (MBps)
DES - <=94

TDES - <=31
AES-128 - <=290
AES-192 - <=246
AES-256 - <213

MD5 125 <196

SHA1 125 <158

SHA256 125 -


af://n1136
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RSA EEMRENSL

RSA BEKE (nbits)

2048

4.1.2 crypto v2 M EERUIE

AN/ FLFAFRE (ms)

8/632

TWRIFIE (uboot RV1126)

Bf$$ : CRYPTO_CORE = 200M, CRYPTO_PKA=300M, DDR=786M

Hash/HMAC : 238 128M B8R, SXITE 4M R

DES/3DES/AES/SM4 : 235 128M ##E, & XitHE 4M BYBASCHD 4M BY aad B3R

ALGO MODE Actual (MBps) Thearetical (MBps)
M5 183 195
SHal 143 158
Hi SH/HMAC SHAZER /224 185 195
SHAR1Z,/584,/6812 204 /812 255 288 315
SM3 183 -
R ECE 283 352
CBC /CFB/OFE 79 ]
ECE 107 118
ZRER CBC/CFB/OFE 27 o0
ECE/CTE/XTS 447 442 | 436 weE5 | 914 | 800
CHC /CFB/OFE /0TS 254 204 | 180 o266 | 208 | Zoo
AES CMAC /CBC_MAC 245 | 212 | 186 266 | 228 | 200
{128 | 192 | 288)
CoM(datataad) 180 | 162 | 148 -
GoM(datataad) 195 | 184 | 174 -
ECE/CTR/YTS 320 =
CHC /CFB/OFE /0TS a7 =
SM4 CMAC /OB MAC 89 =
CCMidatataad) 156 =
GCMidatataad) 114 =

RSA M5 © £ rsakey, B n, e, d, RITINBFBRZNIL
INEWR © FX =d e %n
FREE, - BASZ = dAd % n
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ENC/DEC Time(ms)

ENC <1
RSA-1024

DEC 12

ENC 1
RSA-2048

DEC 93

ENC 1
RSA-3072

DEC 304

ENC 2
RSA-4096

DEC 710

5. References

6. iR

6.1 RiB
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