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Chapter-1 Eilii&77

Feature

v2017(next-dev) & RK M U-Boot EFHI v2017.09 IENARAFTIE RFITH LZBIARA, BRIELEZHEF RK
FIEEREE TR, XEFNREESR:

e F#5 RK Android BB E0;

o 3% Android AOSP Bl EED;

e 45 Linux Distro B4 Eoh;

 3#F Rockchip miniloader 1 SPL/TPL ### Pre-loader 5|5 ;

o X#LVDS. EDP. MIPI. HDMI. CVBS. RGB HERI&%&E;

o %#f eMMC. Nand Flash. SPI Nand flash. SPINOR flash. SD £. U B2HEF(E&&ER5;

o 5 FAT. EXT2. EXT4 XHZRY;

o #F GPT. RK parameter XK,

o ZRFAWNLOGO. ZEESNE. RBEE. BREEE,

o ¥3#F12C. PMIC. CHARGE. FUEL GUAGE. USB. GPIO. PWM. GMAC. eMMC. NAND.
Interrupt 3 ;

o 3Z¥F Vendor storage R F BV EUIEFIECE ;

o #F RockUSB # Google Fastboot ff# USB gadget }%5 eMMC;

o 3Z¥F Mass storage. ethernet. HID % USB 1% ;

o ZEABSEMIRESTIAIERE kernel DTB;

Version

RK B9 U-Boot —HBEFMRZA: v2014|BRRZAFv20175ThRZs, AEBEFF Bl frkdevelopFinext-deve B
FAEMNHNHAIAEHBIU-Boote & /Iv2017hR 2,

B HIAMEE RMakefileM RS 25592017,
#

## Chapter-1 SPDX-License-Identifier: GPL-2.0+
#

VERSION = 2017
PATCHLEVEL = 09
SUBLEVEL =

EXTRAVERSION =

A2 FIAFNE—ITIERITENRE S/ U-Boot 2017.09

U-Boot 2017.09-01818-gl11818ff-dirty (Nov 14 2019 - 11:11:47 +0800)

MBFE: v2017EFREERE#FHEIGithub: https://github.com/rockchip-linux/u-boot

RIZhRZ: v2017ERRKNAZRRZS >= 4.4
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DM

DM (Driver Model) & U-Boot #7/RY device-driver FFAEEY, IR kernel BY device-driver R IEE I
v2017hR A EE DM EZRF & S IEEIRIR, BIRETFIEDMNXAS, T H#EDMEEMRIEF ST,

README!

./doc/driver-model/README. txt

Terminology

Uclass - a group of devices which operate in the same way. A uclass provides
a way of accessing individual devices within the group, but always
using the same interface. For example a GPIO uclass provides
operations for get/set value. An I2C uclass may have 10 I2C ports,

4 with one driver, and 6 with another.

Driver - some code which talks to a peripheral and presents a higher-level

interface to it.

Device - an instance of a driver, tied to a particular port or peripheral.

[EE:Z AR

o uclass: I&FIXEHIEEY
e driver: IXTA

o device: &

ZOMLHS

./drivers/core/

Security

U-BootfEARM TrustZoneHIZ AR H/E FNon-Secure World, TTEZEZFIHIMERIZEMERR (W: &2
memory. TE otp. efuse...) , FTE(ER trust [B]#&IAAl, RKF & _EU-BootlICPUIBTTIRER !

32fiF&: Non-Secure PL1
AR EL2 (Always be Non-Secure)

Boot-order

RKT S IRIERI R Loader B2 SR, BRIERERMA:

// BifRkloader iR

BOOTROM => ddr bin => Miniloader => TRUST => U-BOOT => KERNEL
// BifRkloaderFR

BOOTROM => TPL => SPL => TRUST => U-BOOT => KERNEL

TPL #8YTF ddr bin, SPL tH¥TF miniloadero TPL+SPL FY4B&SEI T ER RK 8 ddr.bin+miniloader —3K
BIIhEE, AIHEEEIE,
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Driver-probe

U-BootB A5 |\ T device-driverFF K1, {BIIIBWM ERF = Bkernel BBHE B oh A #C B 7 Mt device-drivery
probeo driverBprobebZMEHAF X AR LR, FOMT:

int uclass get device(enum uclass id id, int index, struct udevice **devp);
int uclass get device by name (enum uclass_id id, const char *name,
struct udevice **devp);
int uclass get device by seg(enum uclass id id, int seq, struct udevice
**devp) ;
int uclass_get_device by of offset(enum uclass_id id, int node, struct udevice
**devp) ;
int uclass get device by ofnode(enum uclass id id, ofnode node, struct udevice
**devp) ;
int uclass_get device by phandle id(enum uclass_id id,
int phandle id, struct udevice **devp);
int uclass get device by phandle (enum uclass id id,
struct udevice *parent, struct udevice
**devp) ;
int uclass get device by driver (enum uclass id id,
const struct driver *drv, struct udevice
**devp) ;
int uclass_get device tail(struct udevice *dev, int ret, struct udevice
**devp) ;

RO OEA:

int device probe(struct udevice *dev); // BNAFR—EETHRAIITI!

Shell

U-BootHJShelllCLI(cmdline line interface), BIep<{TIRIN, A AILURIER 2HKBENXCMD, CMDER
T i@ ShelliAE, FEEEE run command () M run command 1list () BRI RIAR,

int run command(const char *cmd, int flag)

int run command list(const char *cmd, int len, int flag)

Boot-Command

U-Boot x£%3@id conFIG BOOTCOMMAND FE X HIBENE < 5| Skernel, EHIT conFIc BoOTCMD ZBIER

AN A =S

1T conrIc_prEBOOT FBENER S, BEXMHTEX N,

TPL/SPL/U-Boot-proper

U-Boot B3 FEAFRRBRIFS 4R AR —EXERIN=MTE I8N Loader: TPL/SPL/U-Boot-
propero
TPL(Tiny Program Loader)# SPL(Secondary Program Loader)& Lt U-Boot BRI E&HY Loader:
e TPL: JB1T7E sram A, fASR5EAY ddr ¥I8ATL,;
o SPL: iBfTE ddr 1, HIETTHRSF lowlevel #1341, BREHE (trustimg F1 uboot.img)
 U-Boot proper: iZ{TTEddrH, BIFE(TEEFTIRAY"U-Boot", E 5| Fkernel,


af://n16478
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3%BH: U-Boot proper X—if;2FEZ N TH SPL X9 FH. HFIIR, BEETIREIM U-
Boot proper F{1&R B #F /9 U-Booto

BEhRE:

BOOTROM => TPL (ddr bin)

=> SPL(miniloader) => TRUST => U-BOOT => KERNEL

F%%%#: doc/README.TPL 1 doc/README.SPL

Build-Output

U-Boot/RIFRINEREREBR TER—LEEEXH (ZIFTPL/SPLERIFIN A B TPL/SPLAVERX ) :

// U-BootfhE&

./u-boot .map // MAPFRI {4

./u-boot.sym // SYMBOLRM

. /u-boot // ELEXH, EEWZvnlinux (BE! )
./u-boot.dtb // u-boot HEHdtbX

./u-boot .bin // AIHITZ#EIXE, SEIT8EMuboot . imgATFIRS
// SPLMER

./spl/u-boot-spl.map // MAPRNF

./spl/u-boot-spl.sym // SYMBOLZTRX{%

./spl/u-boot-spl // ELEXf, ERAZMvnlinux (BEE! )
./spl/u-boot-spl.dtb // splBCHdtbX

./spl/u-boot-spl.bin // AHITZ#HEIX S, SWITEM1lcader BTFRE
// TPLMER

./tpl/u-boot-tpl.map // MAPRNM

./tpl/u-boot-tpl.sym // SYMBOLZTRX{H

./tpl/u-boot-tpl // ELEXf, ERAZMWvnlinux (BEE! )
./tpl/u-boot-tpl.dtb // tplBEHdtbX

./tpl/u-boot-tpl.bin // AT SHEIE, SEITERlcader BTIRE

Environment-Variables

ENV(Environment-Variables) 2 U-BootZ 1 — M2 BIHIBEEMEZES N, FRIEEME—KHASHERST

x®, IBRFBESIELRE-BIE FARIUHITER.

EVN BERTFEXFEEESH: EHmEstit. MERE (ipaddr. serverip) « bootcmd. bootargs

+F, AP AILES<SIT FMER printenv B3 FTENHK,
o APAAEERIEENVEIRRESIAMFiE L

o ENVEUEXIRFU-BootfE, FTEEELELRNZ. NZBTEEEFENR

o AP BT LUBEIZU-Booti2 B fw _printenv TR IFAENVEIE

RK F&_E ENV SUBNTFEIIEA A/ NEXINT (B F%) .

if ARCH ROCKCHIP

config ENV_OFFSET
hex
depends on !ENV_IS IN UBI
depends on !ENV_IS NOWHERE
default 0x3£8000
help

Offset from the start of the device (or partition)
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config ENV_SIZE

hex
default 0x8000
help
Size of the environment storage area
endif
U-Boot DTS

U-BootH BEHIDTSX 4, WiFISSBENEMMENAIDTBX M, #WAIMTEu-bootbinskEB. XHFHR:

arch/arm/dts/

FETERKERMIDTSX, BiddefconfighHY CONFIG DEFAULT DEVICE TREE EREo

Relocation

BEEFVMEL, U-BootHFI—ZkEIbootloaderNE EIDRAMBYEME, U-Boot5eMiboard f.c B RIZEES
EECEETEIAERERE NG E (R relocation, X MHIANRIEU-BootAERBME) , 5T
Rrelocation B4R 45 fboard r.c it B LB FANEEIRF!:

U-Boot 2017.09-gabfdlc5e3d-210202-dirty #cjh (Mar 08 2021 - 16:57:31 +0800)

Model: Rockchip RK3568 Evaluation Board

PreSerial: 2, raw, 0xfe660000

DRAM: 2 GiB

Sysmem: init

// relocateZlddr B#IIHMREFZ0x7d30400089HE, R0, MEEMrelocations
Relocation Offset: 7d304000, fdt: 7b9f8ed8

Using default environment

Chapter-2 RKZ244

AEFEMAFNARK FE& E—LEEMNEMIBER. feature,

S

EXMBEETNHRRERIFARB/XFACONFIG_FEEW, HEEET nake menuconfig NARFB/XH,

PRAER—EEHTARY. HEE XTEhXHFFRICONFIG_ECE T,

BN E T defconfigFHE/KXHICONFIG_FCED, ## 5% EAK configh E X HIECE (R #iX 2 M S config
FEK

F#frdefconfightiEfE A make savedefconfig BT

FaXH

TFEER:
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./arch/arm/include/asm/arch-rockchip/
./arch/arm/mach-rockchip/
./board/rockchip/

./include/configs/
defconfigH 3% :
./configs/
O AR !

./arch/arm/mach-rockchip/board.c

FaficE

BB
ZBPEMNEERT. SHEBUTFIMT/LMIE:

/] BREREXHE (FREBEAFAFEEN)
./arch/arm/mach-rockchip/Kconfig

./include/configs/rockchip-common.h

// BEEBIHE, LIrRx33997f

./include/configs/rk3399 common.h
./include/configs/evb rk3399.h
./configs/rk3399 defconfig

ECERAA:

W FEXT rockchip-common.h, rkxxx_common.h. evb rkxxx.h EXMEBEAELA H7H,

e RKIMG DET BOOTDEV: fFEXEERMG S, UERNMENA LRV HFNEEISSEEE,

¢ RKIMG BOOTCOMMAND: kernel BEIEE<;

e ENV_MEM_LAYOUT SETTINGS: Elffingihit, €31E ramdisk/fdt/kernel;

e PARTS DEFAULT: BRAIABY GPT BXFK, ERLERT, HEEPEELMERH GPT D XK

WlER,;
« ROCKCHIP_DEVICE SETTINGS: M&MHEX#H<, EERIETE stdio (—REBEBTERBRG
<)

e BOOTENV: distro ARNEEN linux BB NIZEHENEHS;

e CONFIG_SYS MALLOC LEN: malloc RfEHA/N;

e CONFIG _SYS TEXT BASE: U-Boot iz{THIRCIAMAL;

« CONFIG_BOOTCOMMAND: F&ffn<, —fRENX I RKIMG_BOOTCOMMAND;

« CONFIG_PREBOOT: FlEzh#<, £ CONFIG_ BOOTCOMMAND Hi##i1T;

e CONFIG_SYS MMC_ENV_DEV: MMC £/ ENV 72T RETHY dev num, —fE=Z 0;

90T LA RK3399 F9f5l 1T RR :
Jinclude/configs/rockchip-common.h:

#define RKIMG DET BOOTDEV \ // BISERN S RIRTFAEREY
"rkimg_bootdev=" \

"if mmc dev 1 && rkimgtest mmc 1; then " \
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"setenv devtype mmc; setenv devnum 1; echo Boot from SDcard;" \
"elif mmc dev 0; then " \

"setenv devtype mmc; setenv devnum 0;" \
"elif rknand dev 0; then "™ \

"setenv devtype rknand; setenv devnum 0;" \

"elif rksfc dev 0; then " \

"setenv devtype rksfc; setenv devnum 0;" \

"fi; \O"

#define RKIMG_BOOTCOMMAND \

"boot android ${devtype} ${devnum};" \ // Bfandroidi&NEH
"bootrkp;" \ // BEIRKAEEH
"run distro bootcmd;" // BilinuxEH

#ifndef CONFIG SPL_BUILD

#define ENV_MEM LAYOUT SETTINGS \ // BB nEthik
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt addr r=0x01£00000\0" \
"kernel addr r=0x02080000\0" \
"ramdisk addr r=0x0a200000\0"

#include <config distro bootcmd.h>
#define CONFIG EXTRA ENV SETTINGS \
ENV_MEM LAYOUT SETTINGS \
"partitions=" PARTS DEFAULT \ /7 BAMGePTHKE
ROCKCHIP DEVICE SETTINGS \
RKIMG_DET_ BOOTDEV \

BOOTENV // BElinuxBTENEERNEE<S
#endif
#define CONFIG PREBOOT // TECONFIG_BOOTCOMMANDZ BI#EHITHITEEN
AN
<

#ifndef CONFIG_SPL_BUILD

#undef CONFIG_BOOTCOMMAND

#define CONFIG_BOOTCOMMAND RKIMG BOOTCOMMAND // ENXBDIH< (§EN

RKIMG BOOTCOMMAND)

#endif

#define ROCKCHIP DEVICE SETTINGS \ // (ERERTRIEIR
"stdout=serial,vidconsole\0" \
"stderr=serial,vidconsole\0"



Bzhiiiz

RKF &S HIU-Boot BEIAIEI T, (NIIH—EERPRE:

start.s

// CYRIRIR

=> IRQ/FIQ/lowlevel/vbar/errata/cpl5/gic //
=> main
=> stack //
/) [B—BER] cIFRMIAL, KiE—RFIRREER

recovery

=> board init f: init sequence f[]

initf malloc
arch cpu init
serial init

dram init
reserve_mmu
reserve video
reserve uboot
reserve malloc
reserve_global data
reserve fdt
reserve stacks
dram init banksize
sysmem_init

setup reloc

// CYRIFIR

=> relocate code

//

=> board init r: init sequence r[]

//
//
/7
/7

//

//

(EFER] cIFRERIMAL, RE—RFINREIER

initr caches
initr malloc
bidram initr
sysmem_initr
initr of live
initr dm
board init
board debug uart init
init kernel dtb
clks probe
regulators enable boot on
io_domain_init
set armclk rate
dvfs init
rk board init
console_init r
board late init
rockchip set ethaddr
rockchip_set_serialno

setup boot mode

charge display
rockchip show logo
soc_clk dump
rk_board_late_init

run_main_loop

/7

//
//
//
/7
//
//
//
//
//
//
/7

//
//
//
//
//

/7
//
//
/7
//

ARMZEMIHEXM 1 owleve l ¥I9G1L

EEFCIRERENR

[socHlowlevel #IHA1K]
B OWRK

[REXddr B2ELR]
MddrREFIEF R reserve ATE

MEU-Boot BB Erelochyithit

CREIU-Boot AiBHrelocation

{HEREMMUFI I /Dcache

%Byé'ﬂﬁofilive
F8E 1Y AmHESR
[(FafEl, &ZiEs]
BOiomux. clkBECE
[thElkernel dtb] !
L T ES

v RGBT
io-domain#J8afk
__weak, ARMIEHN (FEH
BomO A BV TRSIE R
 weak, BIBMABFAMITRE

BRA L)

[FE1atetta1k]
1% Bmaciiiit
KEBserialno
R reboot xxx"AR.

JRFIEHEM L cade r REIRI.

U-BootZtEl

ERHFH1logo

FJElclk tree

__weak, HENEATEHITENR
(AN LITE, SHMITEEEGHS]
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RERR

U-Boot BT Loader I E conric svs TExT BaAsE Hult, ¥IAHAISRBYUMAKNERNER

=, 2UFELINARAKIGBEIHE (B2

REMAZIBERIRG) , 64T a LINAFREREFEA

. REEE—FRFreserve xxx() BOMAEREFTTITBZRENAE, REEBE CrelocateEFER

reservefI 6] Lo, WEEMAFERGBNT, LLARM64E] (BHMER)

Start Addr
Name Size Usage Secure
Offset
ARM Trusted
ATF 0x00000000 IM ) Yes
Firmware
SHM 0x00100000 IM SHM, Pstore No
2% TEE T &
OP-TEE 0x08400000 2M~30M Yes
Ft
FDT fdt addr r - kernel dtb No
KERNEL kernel addr r - kernel $R1% No
RAMDISK ramdisk addr r - ramdisk 2R No
FASTBOOT - - Fastboot buffer No
SP - - stack No
FDT - sizeof(dtb) U-Boot dtb No
GD - sizeof(gd) - No
Board - sizeof(bd_t) - No
MALLOC - CONFIG_SYS MALLOC LEN  ZRFHIHET(E] No
U-Boot - sizeof(mon) u-boot FR1% No
Video FB - fb size 32M No
RAM TOP-
TLB Table g 32K MMU Big No

ERPM start addr offset —IZRET DDR base Byl RS ;

Fastboot# LA A/NEREZEIRTE . CONFIG FASTBOOT BUF ADDR,
CONFIG_FASTBOOT BUF_SIZE,

 Video FB/U-Boot/Malloc/Board/Gd/Fdt/Sp HINA FARIESEPrEE K K/\K L ED;

o 64{UF&: ATF & ARMvS 4 FEHI, OP-TEE @RIEW; 32 iF&: RE OP-TEE;

* kernel fdt/kernel/ramdisk & U-Boot T ZMMEMIE H#thlit, H Env MEM LAYOUT SETTINGS EEX;

e Fastboot IREBEM buffer HIAEFNK/INE defconfig FEN ;

« OP-TEE HEM =B FERIBELIERME, &AM 30M; HA RK1808/RK3308 L OP-TEE H7E
fEE3biE, A7E 0x8400000;
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=EwR

RK linux FZENZFERBIUT, Android/5ZFR T boot/rootsNENX Rlinux FEBER, EEEKX—, 7
BESE,

Partition Start Sector Number of Sectors Partition Size Requirements
MBR 0 00000000 |1 00000001 512 0.5KB
Primary GPT 1 00000001 |63 0000003F | 32256 31.5KB
loader1 64 00000040 (7104 00001bcO | 4096000 2.5MB | preloader (miniloader or U-EBoot SPL)
Vendor Storage 7168 00001c00 | 512 00000200 | 262144 256KB | SN, MAC and etc.
Reserved Space 7680 00001e00 | 384 00000180 | 196608 192KB | Mot used
reservedi 8064 00001180 | 128 00000080 | 65536 64KB | legacy DRM key
U-Boot ENV 8128 000011fc0 64 00000040 | 32768 32KB
reserved2 8192 00002000 | &192 00002000 | 4194304 4MB legacy parameter
loader2 16384 00004000 | 8192 00002000 |4194304 4MB U-Boot or UEFI
trust 24576 00006000 | 8192 00002000 |4194304 4MB trusted-os like ATF, OP-TEE
boot ( bootable must be set) | 32768 00008000 | 229376 | 00038000 |117440512|112MB | kernel, dth, extlinux.conf, ramdisk
rootfs 262144 00040000 |- - - -MB Linux system
Secondary GPT 16777183 | OOFFFFDF | 33 00000021 16896 16.5KB

B F35|A: http://opensource.rock-chips.com/wiki_Partitions

Aliases

U-BootH B 435k Maliases B 5!l Fkernel DTSERITE Mo

eMMC/SDTEU-BootH 4 HF A mme %55, FHRARS0. 11EX % ; SDHEmELESTFeMMC,o

mmcl: FTRsd

mmc0: FTRRemmc

AMP

RKF &HIU-BootZ #FFAMP(Asymmetric Multi-Processing) B3| S.
EZ5E. WohiRRET,

Atags

RKFERBEEIMRIE:
BOOTROM => ddr-bin => Miniloader => TRUST => U-BOOT => KERNEL

RKTEENEREH 2B ] LUBE ATAGSHIHfE 2 — LB ER.

o IEFASEE: ddr-bin. miniloader. trust. U-Boot, AE1&Kernelo
o EBNA: ROAE. FHEILE. ATF # OP-TEE HAMAE. ddr BES,

(SEESIN

./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk atags.c
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Bidram/sysmem

U-BootAJ LUER RANFMEARTE, BEMEMUF MR RAFRFNAE, MBREEEERRIAK
E’\JV\]T? SiEl, U-Boot:& BHHIEBEEXR=T(E), EIERKF A 5| Abidram. sysmemP\]T?iRMﬁ?'JNﬁﬂ%Wﬁ
1—.]- EEEO

Hitk, 0 EU-BootBEmallocBIEMNE], RKTFEMIBRFFENFE I sysmem + bidram + malloc BIE
EXRT, BB FARER)>,

low-addr

high-addr

[-—— - [===m— \
| no management | system used |

* bidram: Eiu-boot. kemelftER AR, FEFIFRIIATFIR, FIa0: ATF. OP-TEE &MAIZ(E];
o sysmem: BEIEkernel FJIL. FIARBIATFR, FIU0: fdt. ramdisk. kernel. fastboot dxFABYZE[E],

UEESREER

./lib/sysmem.c
./lib/bidram.c
./include/memblk.h

./arch/arm/mach-rockchip/memblk.c

YT 2 bidram 1 sysmem HRFEEEER, HHIANERBUH P ESERNSH dump HRK, WF
HMHEENA

bidram REEER:

bidram dump_all:

// <1> XBEERTU-Boot MBI loader IRENMAdrNBBEEE, —HHB26B
memory.rgn[0].addr = 0x00000000 - 0x80000000 (size: 0x80000000)

memory.total = 0x80000000 (2048 MiB. 0 KiB)

// <2> XBERTHINGERNSEFNEESE, XETEHkernel RAI N

reserved.rgn[0] .name = "ATE"

.addr = 0x00000000 - 0x00100000 (size: 0x00100000)
reserved.rgn[1l] .name = "SHM"

.addr = 0x00100000 - 0x00200000 (size: 0x00100000)
reserved.rgn[2] .name = "OP-TEE"

.addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.total = 0x02000000 (32 MiB. 0 KiB)

/) <3> XBEROEEN ER<2>HITHIREERIE, fli: IYHEMRH#ITEH
LMB.reserved[0] .addr = 0x00000000 - 0x00200000 (size: 0x00200000)
LMB.reserved[1l] .addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)

reserved.core.total = 0x02000000 (32 MiB. 0 KiB)
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sysmem AFEER:

sysmem dump all:

[/ <1> XBREsysnmemf] BEEMERNERE, Blbidram<3>ZIMIAIHddrB=E, Xkernel® R,
memory.rgn[0].addr = 0x00200000 - 0x08400000 (size: 0x08200000)
memory.rgn[l].addr = 0x0a200000 - 0x80000000 (size: 0x75e00000)
memory.total = 0x7e000000 (2016 MiB. 0 KiB)
// <2> XBRRTEMEMfallocENRFRER
allocated.rgn[0] .name = "U-Boot"
.addr = 0x71dd6140 - 0x80000000 (size: 0x0e229%ecO)
allocated.rgn[l].name = "STACK" <overflow!> // TREAKEGEEL
.addr = 0x71bd6140 - 0x71dd6140 (size: 0x00200000)
allocated.rgn[2] .name = "FDT"
.addr = 0x08300000 - 0x08316204 (size: 0x00016204)
allocated.rgn[3].name = "KERNEL" <overflow!> // REBNEMESH
.addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
allocated.rgn([4] .name = "RAMDISK"
.addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)
// <3> malloc_ r/fHIK/)
malloc r: 192 MiB, malloc f: 16 KiB
allocated.total = 0x0f874acc (248 MiB. 466 KiB)

/] <4> RBRZOBEN LR >#ITHESERE, EFRREAENRFRER

LMB.reserved[0] .addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)

LMB.reserved[1l] .addr = 0x08300000 - 0x08316204 (size: 0x00016204)

LMB.reserved[2] .addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)

LMB.reserved[3] .addr = 0x71bd6140 - 0x80000000 (size: 0x0ed429ecO)

reserved.core.total = 0x0f874acc (248 MiB. 466 KiB)
MTER—LENAEIRITH, HHIXLEREN, EES LR bidram 1 sysmem dump RTEE B#H1TH
o

// BERIENAFEARAMEG AT, FEREES. XRAYURIRASRHNATFRERMIIFEE
"KERNEL" (0x00200000 - 0x02200000)
(0x00100000 - 0x01200000)

Sysmem Error: alloc is overlap with

existence "RAMDISK"
// BRERBENANERN—EHFHRERTEFRIEFE (DHfsysmemflloidranfER)
Sysmem Error: Failed to alloc "KERNEL" expect at 0x00200000 -
0x00400000 - 0x0420000

0x02200000 but at

// sysmemiEIEMIZENEIAMINI 0200000, FRUARZASEIEAREI0x100000#2ARIZ 8]
Sysmem Error: Failed to alloc "KERNEL" at 0x00100000 - 0x02200000
// EEHE"RAMDISK" ATER

Sysmem Error: Failed to double alloc for existence "RAMDISK"



Fuse/OTP

RKFEANT FH{EiAiRsecure-bootTIaE, RBEEXEHZRRMEEF Bsecure-bootiRY, (AIFREE
efuse/otp) o Miniloader i@id U-Boot [A kernel B/ cmdline ZREAH BTN efuse/otp FRERBWIRE

e "fuse.programmed=1" . FF/B T secure-boot, efuse/otpEEHIRE,

o "fuse.programmed=0" . FF/B T secure-boot, cfuse/otp}RBEWIRS

o cmdlinef&H fuse.programmed : A Bsecure-boot (Miniloader™MEi#E) , Z(FEMiniloader X
|B2H 2 5%,

U-Boot EEBSW TR

83c9%bd4 board: rockchip: pass fuse programmed state to kernel

Hotkey

RKFSRMHBOAGEMALA—LEEZHATER. K5 (MRLEME, BSZZR/VUXR; BMsecure-boot
BRI o FFHBHEHE:

o ctrl+c: BN U-Boot S8 S1TIER;

o ctri+d: N loader IRGHET;

o ctrl+b: N maskrom EEIET;

o ctrl+f: BN fastboot I ;

o ctrl+m: FTE] bidram/system {58 ;

o ctrl+i: fEBEMHZ initcall_debug;

o ctri+p: FTEN cmdline 58

e ctrl+s: "Starting kernel..." Z J§3# N\ U-Boot B8 ¥1T;

Image Decompress

o 64 I FEHINBZERE S Image, HU-Boot INEZ BiriziTiit, B2 RKEAER U-Boot XA 25
SF64Mi LZAE NI E B RIZH I TRRE. B2 HIfERE:

CONFIG_LZ4=y
6AILZAEGERZBIRERT. EHIUETE XTEEFEM rkxxx _common.h XA

#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt addr r=0x01£00000\0" \
"kernel addr no bl32 r=0x00280000\0" \
"kernel addr r=0x00680000\0" \ // LzZARRERZAYHInE
"kernel addr c=0x02480000\0" \ // LzAEZERIZEYHAE
"ramdisk addr r=0x04000000\0"

o 32 IFEMNBRBER RS zImage, FU-BootlN# E| kernel addr ritht E, BHAZSTHRBHE
[£o EERKFEBIU-Bootif A Z#FImagetET,, HU-BootINEE| B iriziTiiL,

BalEF &/ rkxxx_common.h XHFREXT kernel addr r MEBEX kernel addr c M
i, BERAFPAFEENERE, U-BootxHIMHaiEzImageif Blmage, SIS Mt B2
BR®IXHE:

CONFIG_SKIP RELOCATE UBOOT


af://n16750
af://n16761
af://n16780

32BN AL E X -

#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x60000000\0" \
"pxefile addr r=0x60100000\0" \
"fdt addr r=0x68300000\0" \
"kernel addr r=0x62008000\0" \ // zImage[EZEAIZHYHILIE
"ramdisk addr r=0x6a200000\0"

Image kernel

RKF & BU-Boot3z #F = Mg VBRI E 451 -

+ RKA&R
$R1& Y magic /9”KRNL”:

00000000 4B 52 4E 4C 42 97 OF 00 1F 8B 08 00 00 00 00 00
KRNL. .y.vornn...
00000010 00 03 A4 BC OB 78 53 55 D6 37 BE 4F 4E D2 A4 69
..... xSU.7.0N. .i

kernel.img = kernel ;
resource.img = dtb + logo.bmp + logo_kernel.bmp;
boot.img = ramdisk;
recovery.img = ramdisk(for recovery) ;
o Androidt& =
FREXHEY magic /9”ANDROID!”:

00000000 41 4E 44 52 4F 49 44 21 24 10 74 00 00 80 40 60
ANDROID!S.t...@Q"
00000010 F9 31 CD 00 00 00 00 62 00 00 00 00 00 00 FO 60

boot.img = kernel + ramdisk+ resource + <dtb>;
recovery.img = kernel + ramdisk(for recovery) + resource + <recovery dtbo> + <dtb>;
WiBA: recovery_dtbo: MAndroid-9.074 FHIAFTIEAIERR; dib: MAndroid-10.074 FHIEFTIGEHIER
5;
e Distrot& =%

BRIFR Linux —FBRAEMITEER: & ramdisk. dib. kernel FTER—1M 5K XMHEGE
BURMXHRFEAEE, HIMext2. extd. fat F, U-BootRBBIXHRFAZREHRFIEHIA
B, BEEBE:

./doc/README.distro
./include/config distro defaults.h

./include/config distro bootcmd.h

o 3|FMLILR: android > rk > distro, F—REHEEWNHBHMES, =M LRIRMALRZE MR
17, BEIEEIMSISEER. WRABMLSERK, WFEU-Bootis LTI

BB EX :
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#define RKIMG_BOOTCOMMAND \
"boot android ${devtype} ${devnum};" \
"bootrkp; " \

"run distro bootcmd;"

Image U-Boot

RK & BIU-BootHltrustE FFHEI4HAE N . RKAFITAE LS B EMiniloaderfISPLfA3R51F. B#IRockchip
RIGHISDKLARV1I26 893 R 5=, RVII6FIEMTFARAFITIER, ZHIMF&EFXBARKIER.

e RKHER
Rockchip BEXHIEHIET, U-BootFtrusts? 5$T 8 uboot.imgtrust.img, 0T :
uboot.img F321iL trust.img $RER X HFAImagicI“LOADER”

00000000 4c 4f 41 44 45 52 20 20 00 00 00 00 00 OO 0O 00 |LOADER

00000010 00 00 20 00 78 dO 0f 00 06 99 c2 a8 20 00 00 00 |.. .X....o...
-
00000020 09 8a b0 el 89 7a c2 89 0d e8 da ef 86 3e £f2 24

64111 trust.img FRIEXHFHImagic/9“BL3X”

00000000 42 4c 33 58 00 01 00 00 23 00 0O 00 £8 00 04 00
[BL3X....#....... |
00000010 00 00 00 OO OO 00O 00O OO 0O 00 0O OO OO 00 00 0O

o FIT &\
U-Boot mainlineZ ) —Fh R JE MRS E H 18 U-Boot. trusttA mcuFEH—iEIT 01
uboot.imgo

uboot.img FYERIG X HFHmagic /9"d0 0d fe ed", FAAR< fdtdump uboot.img AJUEFEH k.

00000000 dO 0d fe ed 00 00 06 00O 00 00 00 58 00 00 04 c4
looocoooooooo Xooool
00000010 0O 0O 00 28 00 0O 00 11 00 OO OO 10 00 OO 0O 00 [...

BEZFITNRIBESEFITET.

- ENITE

BE AT MFOTAF RS 2R B E 0] g S EHHRIFBIENT, uboot.imgHltrust.imgZRM T Z&194T
o
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Elf# BRI ARV £

RK uboot.img IMB 4
RK 32fiitrust.img IMB 4
RK 64{iltrust.img 2MB 2
FIT uboot.img 2MB 2

M ERFIEETHN, uboot.img F trust.img BIA/NERIAESB4MB,

BRI EBIER %!

o RKHEI: HFHIENMBEE, Fla0: --sz-uboot 2048 1 F --sz-trust 4096 1, T
uboot.imgBf32M, FTE17; trust.imgEiH4M, FTE1,

o FIT#8T\: EREEE S CONFIG_SPL FIT IMAGE KB #
CONFIG_SPL FIT IMAGE MULTIPLE., #33IRTRBMANE: KB)FITEHSE,

Interrupt

U-BootIRENRE B TTB LT, RKFEETE T ZWEE, XHFGIC-V2. GIC-V3,

BE5E. KaiRRET,

Kernel-DTB

4B U-Boot R X #FEU-BootH ©HIDTB, RKIFEAIENN T kernel DTBHHIAYSZHF, BIfEAkernel DTB
EWBHING. TEENRAT REBIMEIREKER, 0. power. clock. display Fo

—EBER:

+ U-Boot DTB: fAZ#liaftiFfE. fTENROFIRE;
* Kernel DTB: SaS#liaftizf. FTENEHROLSMILE;

U-Boot#J#8 L BY ScFHU-Boot DTBSERL 7M. TENEROIFIAK, ARMEFME EIN#Kemel DTB HiE A
XPDTBREEA IR HRIME. Kerne DTB FIISSEIIIEREL: init kernel dtb() o

FRE—MRAFEIEN U-Boot DTB (BRIFEHMITENERN) , B FELFHISDKEMERMAY defeonfig #E
J& Fkernel DTB#LHY, FLUBEERY FIMKBIDTSIERL, AP R % {Ekkemel DTB,

%FU-Boot DTB:

DTSER:
./arch/arm/dts/
B Fkernel DTBHHIG . 4RiIFMEZSIBU-Boot DTSE® u-boot, dm-pre-reloc M u-boot,dm-spl B

BT st iR sk, 7EILE R E B BBRdefconfight CONFIG OF SPL REMOVE PROPS F8IEMIproperty, BR£%
4 Fu-boot.dtb 3 B 1B N TE u-boot.binBI=FK &,

AP 4RIE5EU-BootflG RI LUEY fdtdump B8 EDTBREA :

fdtdump ./u-boot.dtb | less
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MMU Cache

RKIF S EIAEFEMMU. Dcache. Icache, MMUZXR1: 125 % MET, DcacheSR A write-backTRlg, fHXIZ
a:

// IcacheiZE[:
void icache enable (void);
void icache disable (void);

void invalidate icache all (void);

// Dcachef&[:

void dcache disable (void);

void dcache enable (void);

void flush dcache range(unsigned long start, unsigned long stop);
void flush cache (unsigned long start, unsigned long size),

void flush dcache all(void);

void invalidate dcache range (unsigned long start, unsigned long stop);
void invalidate dcache all (void);

// EHFRFNFIRAEFEXERIDcache B

void mmu set region dcache behaviour (phys addr t start, size t size,

enum dcache option option)

Make.sh

make shEEE—MRIFHIZA, BE—MIE. FHIR, IRATRICE. fTEEMH.

// FEBh&S
./make.sh --help

// FTEEMHThEE

./make.sh trust // FI8trust

./make.sh loader // ¥J8loader

./make.sh trust <ini-file> // FJ8trustBgEini X
./make.sh loader <ini-file> // ¥JBloaderBEEini X

. /make.sh spl // FAtpl+spl&E&#ddrMminiloader, M loader
./make.sh spl-s // Bspl&E#miniloader, I8 loader

./make.sh itb // ¥TJBu-boot.itb (64{UFTERZFHTEATFMU-Boot, OP-
TEERTE)

./make.sh env // EHMifw printenvI A

// RCREITHEE

./make.sh elf-[x] [type] // RC4R: ER- (2188, [type]l EERERILCHSPLETPL
./make.sh elf // RiCHu-boot XM, EIAMER-DSE

./make.sh elf-S // RCHu-boot XM, FH-sBHK

./make.sh elf-d // RCHu-boot X, FRH-d5H

./make.sh elf spl // RGC4Rtpl/u-boot-tpl X, ERINERH-DEE

./make.sh elf tpl // RC4Rspl/u-boot-tpl X, BINER-DBEK

. /make.sh <addr> // BEaddrWNHYREE M LE

./make.sh map // ¥Fu-boot .map

./make.sh sym // FTFu-boot.sym
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HW-ID DTB

RKF & RIU-BootA] URHEGPIOT EADCHEHIRES, MZPDTBX A iIHIESBEAIRSILAEHIDTBEH
TI#,

ELE5E: REBERET,
Partition Table

RKFERIU-BootZ#FMfH 7 XK. RK paramtert&=, (1) M AREGPTAEN (#7) , HVBR LRANEE
A X RS, MAFERGPTAXR, TiLE GPT IXE RK parameter, 55 A XFRIXEEY
parameter.txte FAF A LUEIE"TYPE: GPT"BMEHMIIARE N GPT,

FIRMWARE VER:8.1

MACHINE MODEL:RK3399

MACHINE_ ID:007

MANUFACTURER: RK3399

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3399

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT // HETRcPTERINPEXER, BMHRK paramter
CMDLINE:mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot), 0x00002000@0x00006000 (
trust), 0

x00002000@0x00008000 (misc),0x00008000@0x0000a000 (resource), 0x00010000@0x0001200
0 (kernel

), 0x00010000@0x00022000 (boot), 0x00020000@0x00032000 (recovery),0x00038000@0x0005
2000 (bac

kup) , 0x00002000@0x0008a000 (security), 0x00100000@0x0008c000 (cache), 0x00500000@0x
0018c000

(system) ,0x00008000@0x0068c000 (metadata), 0x00100000@0x00694000 (vendor),0x001000
00@0x007

96000 (oem) , 0x00000400@0x00896000 (frp) ,-@0x00896400 (userdata:grow)

Relocation

U-Boot&7ESEMboard_f.cHIRIZ/FIEE CrelocateFINFRENENMvit £, BEMIENU-BootNERF
ME. RKAJU-BootBAIA:

e 32{UFH: CONFIG _SKIP RELOCATE UBOOT=y B Rffirelocation, & MEM,
o 64 F & FMfrelocation,

Reset

o U-BootMYE fiiflkernel—4¥, SwRAFZE[ENtrustB5ER
o U-Boot ap 1TIR T AI LAz FFiRkernel — 1 Breboot xxx@i ¥ (K#ii Fkernel dtsHBIE X)

Sd/Udisk

RKF & HIU-BootZ HSD/URIE B Eh A K. HA:

o SDREEN/FALZEMbootromX—HRFHIAZHF
o URRB/FAREMU-BootiX—RFF I8 H5

EE5E . RGRRET,
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Stacktrace

[RERIU-Boot A 1B AR EIMANE], RKFEIEIMNT 22088, Bal—HA 3SR L FAAITED:

o RERERINEIME;
o BFE&EA dump_stack () ;

e f#HE CONFIG ROCKCHIP DEBUGGER ;

BN Z& Siabort

"Synchronous Abort" handler, esr 0x96000010

// abortBEE. pc. 1r. sp

* Reason:
* PC
* LR
EANCIE

Exception from a Data abort,
= 000000000028£430
= 00000000002608d0
= 00000000£3dceb30

// BRZRHpcCHILR

Call trace:
PC: [<
LR: [<

0028£430 >]
002608d0 >]

// RERRAXER

Stack:

AN AN AN AN AN A A ANA

0028£430 >]
0028daz24 >]
00211600 >]
0021170 >]
00202910 >]
00202aa8 >]
0027698c >]
002151lec >]
00201b2c >]

// ESRAPER R ERKRER

Copy info from "Call trace..

command in your U-Boot project:

from current exception level

." to a file(eg. dump.txt), and run

./scripts/stacktrace.sh dump.txt

FAFRE LR, BERAKREEERIER XM (Fbildump.txt) EHRITIMTEHS:

cjh@Ubuntu:~/u-boot$

/! TFERFKIR

SYMBOL File: ./u-boot.sym

// BEFIHpcHILRI AR E

Call trace:

PC: [< 0028f430 >] strncpy+0xc/0x20
LR: [< 002608d0 >] on_serialno+0x10/0xlc

// BREREIESRREH

Stack:

[< 0028£f430 >] strncpy+0xc/0x20
[< 0028da24 >] hdelete r+0xcc/0xf0

./scripts/stacktrace.sh dump.txt

./lib/string.c:98
./drivers/usb/gadget/g dnl.c:217
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[< 00211600 >] do env set.isra.0+0x70/0x1Db8

[< 0021170 >] env_set+0x3c/0x58

[< 00202910 >] rockchip set serialno+0x54/0x140
[< 00202aa8 >] board late init+0x5c/0xa0

[< 0027698c >] initcall run 1list+0x58/0x94

[< 002151ec >] board init r+0x20/0x24

[< 00201b2c >] relocation return+0x4/0x0

AEFED:

o BB =M, REAMMIERIEEBIRITEIZ FEIERRA.

./scripts/stacktrace.sh ./dump.txt // FEMTERBEU-BootNABIXESR
./scripts/stacktrace.sh ./dump.txt tpl // FRMRBtplABRER

./scripts/stacktrace.sh ./dump.txt spl // fEMTRBspl FNIABKER

HiTiZE <Y, Saiilss ENEFLANSRABEIMEREABEN! SNSFEIHERNY
s

TimeCost

U-Boot I8 HLEERENIAZHTENZA PN ERAY S AERY

### Booting Android Image at 0x02007800
Kernel load addr 0x02008000 size 8062 KiB
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' dma-unusable@fe000000: addr=£fe000000 size=1000000
'reserved-memory' ramoops@00000000: addr=8000000 size=£0000
Using Device Tree in place at 08300000, end 08316edl
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
Total: 812.613 ms // U-BootPNEHISFERY

Starting kernel

BAPAILTH 1ib/initcall.c B debug () # pDEBUG FRIFUITRUARIZFERY, REMEAT(E
Bfl./make.shi# 1T S Rk TSo

U-Boot 2017.09-00019-g9%b55ed0-dirty (Dec 26 2019 - 14:45:33 +0800)

# 5212 us # 137.868 ms
initcall: 0020delf

# 1 us # 142.636 ms
initcall: 0020e015
Model: Evb-RK3288

# 1646 us # 149. 48 ms
initcall: 0020dde6l
PreSerial: 2

# 1213 us # 155. 28 ms

initcall: 0020ddcd
DRAM: # 606 us # 160.401 ms
initcall: 00203719

// $0TF 187 us

// WITF 165.355 ms

initcall: 00203719 JAMARFER
initcall: 00203719 ALERIU-Boot/BEFER

Al FiD
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# 187 us # 165.355 ms
initcall: 0020de81

# 2 us # 169.938 ms
initcall: 0020dc29

# 1 us # 174.703 ms
initcall: 0020dc3d

# 1 us # 179.469 ms
initcall: 0020ddad

# 2 us # 184.237 ms
initcall: 0020de27

# 1 us # 189. 2 ms

Timestamp

KernelBFTENE BROAH BRI EIEL, HEMAF XERE, U-BoothUTENEBIINEEHNER, AFRE

FEEMIER LUFREECE CONFIG BOOTSTAGE PRINTF TIMESTAMP o SATF:

[ 0.324987] U-Boot 2017.09-00019-g9b55ed0-dirty (Dec 26 2019 - 14:31:44
+0800)

.327215] Model: Evb-RK3288

.330039] PreSerial: 2

— = = o/
o O O O O

]
]
.332526] DRAM: 2 GiB
]
]

.336454] Relocation Offset: 00000000, fdt: 7be22c38
.346981] Using default environment

.351075] dwmmc@f£f0c0000: 1, dwmmc@Eff0£f0000: O
.394136] Bootdev(atags): mmc 0

.394272] MMCO: High Speed, 52Mhz

.395276] PartType: EFI

.400347] Android 9.0, Build 2019.6

.402070] boot mode: None

— — — — — —/ —/ o/ o/ o/ o/ o/
O O O O O O O O O O o o o

]
]
]
]
]
]
.405213] Found DTB in boot part
]
]
]
]
]
]

.407833] DTB: rk-kernel.dtb

.418211] ANDROID: fdt overlay OK

.432128] I2c0 speed: 400000Hz

.435916] PMIC: RK808

.439113] vdd_arm 1100000 uv

.444148] vdd gpu 1100000 uVv
[ 1.005018] ## Booting Android Image at 0x02007800
[ 1.009917] Kernel load addr 0x02008000 size 8062 KiB
[ 1.014981] ## Flattened Device Tree blob at 08300000
[ 1.019970] Booting using the fdt blob at 0x8300000
[ 1.025185] XIP Kernel Image ... OK
[ 1.035469] 'reserved-memory' dma-unusable@fe000000: addr=£fe000000
size=1000000
[ 1.037448] 'reserved-memory' ramoops@00000000: addr=8000000 size=£0000
[ 1.044412] Using Device Tree in place at 08300000, end 0831l6edl
[ 1.064363] Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
[ 1.064976] Adding bank: 0x09200000 - 0x80000000 (size: 0x76e00000)
[ 1.075259] Total: 812.613 ms

[ 1.075279] Starting kernel
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AR BB TENRZAAXIAYE], MAFLEXIETE),

Vendor storage

RK & BIU-BootiE it T Vendor storage KIFLAFA P RESN. MACEHEE. FERBZBWT (£

vendor.c) :

#define EMMC VENDOR PART OFFSET (1024 * 7)

/* ——— Spi Nand/SLC/MLC large capacity case define --- */
#define NAND VENDOR PART OFFSET 0

/* -—-— Spi/Spi Nand/SLC/MLC small capacity case define --- */
#define FLASH VENDOR PART OFFSET 8

BAR—RAFEXEMERFMERES, RFBEXTRTEO:

int vendor storage read(ul6 id, void *pbuf, ul6 size)

int vendor storage write(ul6é id, void *pbuf, ulé6 size)

Chapter-3 fiFIRES

aHfES

e T&Hirkbin

XE—1MNILEEeE, BTFEMRRKAFERENbin, BA&, $T8THE, U-Boot RiFFSMNIZEBEZRSI
MR, FT8% Mloader. trust. ubootE 4o rkbinFlU-Boot LIZAMFRIFREIK B RXFKRo

CETH: BSEMRET,

e THGCC

GCC4RIFESFEMgcc-linaro-6.3.1, & FprebuiltsERZMHo prebuiltsFlU-Boot{RIFRE R E FXxFo
mF:

// 32fi:
prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-
gnueabihf

// 64fi:
prebuilts/gcc/linux-x86/aarch64/gcc-1inaro-6.3.1-2017.05-x86_ 64 aarch64-

linux-gnu/

GCC T&. 1BEEMRET

o EfRdefconfig: IBEEFRENET,

e config fragments 43

HFENTEEFRNERUER, —NdefconfigBETIEHE. FTLIMRV1126FF 8537 #Fconfig
fragment, BIXFdefconfigif{Toverlayo
fBa0: rv1126-emme-tb.config®B§TE T CONFIG BASE DEFCONFIG="rv1126 defconfig" , H#

1T . /make.sh rv1l26-emmc-tb ERFAYSHCAIv1I26 defconfigE Fli.config, ATEBERrv1126-
emme-tb.config BAYEZE T .configiff {Toverlay, Zm<SRIEM A
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make rv1126 defconfig rvll26-emmc-tb.config && make
ﬁﬂ%giﬁconﬁg fragmenth#Fi&?i’E%ﬁ', HEHEEB) . /scripts/sync-fragment.sho Hl0:
./scripts/sync-fragment.sh configs/rvll26-emmc-tb.config

MR HBEAE].confighlrv1126_defconfighIEEE Z R INdiffElrv1126-emme-tb.config X {4,

[El 4w

BT A

./make.sh [board] // [board]: configs/[board] defconfigMf.

BREIE:. TILRUHAUTFE, F—RHEEHIEEdefconfig, NRIFmMmSUMIEE board]o H40:

./make.sh rk3399 // build for rk3399 defconfig
./make.sh evb-rk3399 // build for evb-rk3399 defconfig
./make.sh firefly-rk3288 // build for firefly-rk3288 defconfig

ZREFE: TN TFE, WMREETHFI" config" ZR4mIF, NimiFamSAAISE board]:
./make.sh

AR IREIFFHIMFENRBASERFRY, BZIR make distclean FEFHEKIF.

EfF4ER: HFTRESTEU-BootiEBR FITEAER: trust. uboot. loadero Y1 FEITEEMINMIEE:

/] RIE. ..

// uboot¥TEITIE

load addr is 0x60000000'!

pack input u-boot.bin

pack file size: 478737

crc = 0x840fl63c

uboot version: v2017.12 Dec 11 2017
pack uboot.img success!

pack uboot okay! Input: u-boot.bin

// loader{JEIERSIAMini XH

out:rk3126 loader v2.09.247.bin

fix opt:rk3126 loader v2.09.247.bin

merge success (rk3126 loader v2.09.247.bin)

pack loader okay! Input: /home/cjh/rkbin/RKBOOT/RK3126MINIALL.ini

// trust¥TEEERSIAini X4
load addr is 0x68400000!
pack file size: 602104
crc = 0x9cl178803
trustos version: Trust os
pack ./trust.img success!
trust.img with ta is ready
pack trust okay! Input: /home/cjh/rkbin/RKTRUST/RK3126TOS.ini
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/) RRERY, AR BMELERNtrustMloader i TERMBSIRTXGIE, WBEDERT

uboot.img
Platform RK3126 is build OK, with new .config(make rk3126 defconfig)

RATERERTERAIRENEH:

. /uboot.img
./trust.img /7 EER MRZBLieEABIEY, MWEBtrust.imge trustBIZHFIWITEE

uboot .imgH,
./rk3126 loader v2.09.247.bin

EfIETA: BSEITAEET,

EltRE

RETA:

Windows/Linux B E 155 T RZ I EASDK L M T AR A &HhR4s.
REEN:
RKFE—HEFMEGIEN: MaskromiEI{. LoaderfRz{(U-Boot)o

(1) 3 NLoader/ RG34

o FHIES, HEBKIZSTE+
o FHEY, ENKZRcul+dHEH
o U-Bootdn¥{T4IN: download 3% rockusb 0 $devtype $devnum

(2) #FHFAMaskrom/ZEEINBI 574
o FFHEY, E{UNKIRctrl+bHSH

o U-Boot8n ¥ 1THIN: rbrom
ESE:

« BHJ U-Boot T XK. RK parameter 77X (IH) M GPT #XF* (F1) . WRBMEFEIR
DEREBREFBIN M XFRER, N Nand VISIHNBEBHEIRS;, eMMC 280 AT RS
BERIEKR,

o WIRNBLERANREFEERMDXER, WRLLIRFIGPTS XK, AEIHYEEHIA:

PartType: EFI // HFIHNGPTHEXR, BNITEN"PartType: RKPARM"

El AR

BESEET . RKEM => U-BootElfF,

HHiTE

Jmake.sh BT 4RiZMAEL, TERTEHITEINEE, BT —LHIINVMIIITEGSHAAEFER, B2
FERNEIREELHmIFT—X U-Boots

JEFITHE :
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./make.sh trust // ¥I8trust
./make.sh loader // ¥J8loader
./make.sh trust <ini-file> // FI8trustBHEEini XM, BUEREINIni XH
./make.sh loader <ini-file> // ¥J8loaderBy{8EiniXH, TNEREINini XH

FITH& T
// BRI
./make.sh spl // FBtpl+splB#ddrFfiminiloader, I8 loader
./make.sh spl-s // FAsplB#miniloader, I8 loader
// RS
./make.sh --spl // FAspl®B#miniloader, I8 loader
./make.sh --tpl // BtplE#fiddr, FT8Mloader
./make.sh --tpl --spl // Btpl. spl&E#ddr. miniloader, FIBMloader
./make.sh --spl-new // ./make.sh --spl WLRITBEREE, GSSEEMREFE
T8,

AR HTIBRAS? SNRFHELER, make shFLEHTIZN

Chapter-4 Z4EIRIR

AArch32

ARMvS B9 64 it B 23 MAArch64 SBLE] AArch32 BRIETT (BRARMvT #ZR) , XTI 32 ik
%o

AP A LB XN R RN B2 S JARMVEAY AArch32 L :

CONFIG_ARM64 BOOT AARCH32=y

ANDROID AB

FriBRY A/B System BIBRLAE 452 N0, 2 5#FAslot-a, slot-bo RLEALUIMER—" slot BEh, =
— slot BohRMEERAUMB—1NE5E, FERFARKRN I EZGEEHE NS — slot EMEFTEHAN
RAARIER. FHARENRIZESEZTHMREET,

B AIRK & Bpre-loaderFlU-Boot&B A] LAz 3 FA/BR Fio
[iGy=el]

A/B System T B2IKFALIBAVB, WIT:

// B/BIREEE

CONFIG_AVB LIBAVB=y

CONFIG AVB LIBAVB AB=y
CONFIG_AVB LIBAVB ATX=y
CONFIG_AVB LIBAVB USER=y
CONFIG RK_AVB LIBAVB USER=y
// fEBEA/BINEE

CONFIG_ANDROID AB=y
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PEX

A/B SystemM DX REER: FEZHF AB WX MBIIENMEL aFl b parameter.txt BEYIT:

FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot a),0x00002000€0x00006000 (uboot
b),0x00002000@0x00008000 (trust_a),0x00002000€0x0000a000 (trust _b),0x00001000@0x0
000c000 (misc),0x00001000@0x0000d000 (vbmeta a),0x00001000@0x0000e000 (vbmeta b),0
x00020000@0x0000e000 (boot_a),0x00020000@0x0002e000 (boot b),0x00100000@0x0004e00
0 (system a),0x00300000€0x0032e000 (system b),0x00100000@0x0062e000 (vendor a), 0x0
0100000@0x0072e000 (vendor_b),0x00002000@0x0082e000 (cem_a) ,0x00002000@0x00830000
(oem b),0x0010000@0x00832000 (factory),0x00008000@0x842000 (factory bootloader),0
x00080000@0x008ca000 (oem) ,-@0x0094a000 (userdata)

pE I A

|[HEYU-BootfEREA/BR A2 G, AFMRIAIAFabMD X, MEHEL part _get info by name () BI5
XZwtwslotfE 4, fIi: "boot a" B "boot b" . XERIEMEZ RN AR BRSTIREVHH
RRslot, BHITFRBEIHE, RETIHKR,

HEABRMAA T XN, WRAFAIRBRATE TEXMERRZE, WikEabf2XEEH. AR
mslotie 4%, EREZBIRNHFIRGERM Dslote F30: ERBERAEZER "boot" o

commit c6666740ee3b51c3el02bfbaflab95b78d£29246
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Oct 24 15:48:46 2019 +0800

common: android/rkimg: remove/clean android a/b (slot) code

- the partition disk layer takes over the responsibility of slot suffix
appending, we remove relative code to make file clean;
- put android a/b code together and name them to be eary understood,

this makes file esay to read.

Change-Id: Id8c838da682ce6098bd7192d7d7c64269f4e86ba
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

ANDROID BCB

BCB (Bootloader Control Block) 2AndroidiZHl ARG B ENRIZMIZITBI—FFbootloaderRX BRI H, #X
ELEMTE XIE misc DX B 16KB & 0 i E,

HRLEN

struct android bootloader message {

char command[32];
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char status[32];

char recovery[768];

/* The 'recovery' field used to be 1024 bytes. It has only ever
* been used to store the recovery command line, so 768 bytes

* should be plenty. We carve off the last 256 bytes to store the
* stage string (for multistage packages) and possible future

* expansion. */

char stage[32];

/* The 'reserved' field used to be 224 bytes when it was initially
* carved off from the 1024-byte recovery field. Bump it up to
* 1184-byte so that the entire bootloader message struct rounds up
* to 2048-byte. */
char reserved[1184];
i

command: BEIESS, BEIZFUT=4:

8 Ihie

bootonce-bootloader BahiE N U-Boot fastboot

boot-recovery BTt recovery

boot-fastboot Boh# N recovery fastboot ({EIFR fastbootd)

recovery: JIHN recovery mode MR, FFKA "recovery\n" , BEAUFEZNSE, U--"F

s
N

L, BI"n"4ER, 5130 "recovery\n--wipe ab\n--wipe package size=345\n--

reason=wipePackage\n" .



o

update package

retry count

wipe_data

wipe cache
show_text

sideload
sideload_auto_reboot
just_exit

locale
shutdown_after

wipe_all

wipe_ab

wipe_package size

prompt_and wipe data

fw_update
factory_mode
pcba_test
resize_partition

rk_fwupdate

IhgE
OTA 4%

1t recovery FHRUREL, ELINFARBITIMEER, KIFXEEFFEN recovery
FHk

erase user data (and cache), then reboot
wipe cache (but not user data), then reboot

show the recovery text menu, used by some bootloader

an option only available in user-debug build, reboot the device without waiting
do nothing, exit and reboot

save the locale to cache, then recovery will load locale from cache when reboot
return shutdown

JEPREE userdata 77X

wipe the current A/B device, with a secure wipe of all the partitions in
RECOVERY_ WIPE

wipe package size

prompt the user that data is corrupt, with their consent erase user data (and

cache), then reboot

SD REIHFHHK

I &, TEAFH—LRENE, 0 PCBA M
# N\ PCBA it

BHARIDE A/, android Q MITHE S X L1

$E&Erk SD/USBEIFHLK, ERAIEXEFU-Boot

U-Bootft ER—MRAFEZREIMK O RS, (NERRFEIEE,

AVBR BT

AVB 73 Android Verified Boot, BTN —ERBHRIMIE, EEATIIE boot system FE 4,
Rockchip Secure Boot & @5 RIS XK AVB, LI—ETEM Secure Boot iR %o

Feature

o« R

o EEMRE

o FHELRFRIF

e persistent partition 15

e chained partitions 2%, BILAS boot, system FRFAA—E, tHEILIH oem HERFMIE, BHMR
H PRK £&
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[Tt
FE AVB BE trust T

CONFIG_OPTEE CLIENT=y
CONFIG_OPTEE Vl=y
CONFIG OPTEE ALWAYS USE_SECURITY PARTITION=y // R&HIEEMESsccurityPKX

* CONFIG OPTEE V1 . 58 312x,322x,3288,3228H,3368,3399,
e CONFIG OPTEE V2 : ﬁ-ﬁﬁﬁ"‘ﬁ‘ﬁ 3326,3308,
e CONFIG OPTEE ALWAYS USE_SECURITY PARTITION : eMMC HJ rpmb REERB A F XA, R

AT
FE AVB HBXECE:

CONFIG_AVB LIBAVB=y
CONFIG AVB LIBAVB AB=y

CONFIG AVB LIBAVB ATX=y

CONFIG_AVB LIBAVB USER=y

CONFIG RK_AVB LIBAVB USER=y

// EELANASE, TEERNLZE avs 5 a/B 5%, mMIMETUSFER.
CONFIG_ANDROID AB=y //XN%Z#F aA/B

CONFIG_ANDROID AVB=y //XNZ#F AVB

// TEZBANRE efuse WFEEFEH

CONFIG_ROCKCHIP PRELOADER PUB KEY=y

// FTHBEBE™EunlockRIIHEITF

CONFIG RK_AVB LIBAVB ENABLE ATH UNLOCK=y

// REBRKRTTE

CONFIG_AVB VBMETA PUBLIC_KEY VALIDATE=y

// SARFEEcpuidfFNchallenge number, HBUTFE

CONFIG MISC=y

CONFIG_ROCKCHIP EFUSE=y

CONFIG_ROCKCHIP OTP=y

&%

ENAVBERNARLERZ, HRFRE, BERSZHMFREET,

Cmdline

cmdline 32 U-Boot [ kernel {Zi%5& 5(5'3—/\§E¥E§, BINRERIFEME, IREIREZE. Bl cmdline
SWBE L KR, H U-Boot HITHHZR. TISEEHIEZEHEIE4 kernelo U-Boot MY EZHY cmdline R 1R7E
= + bootargs I$ EEPO

U-Boot TR 2 BT Akernel DTBERY /chosen/bootargs S=IcemdlinefZiE

IR

e parameter.txt X
YR ZE RK XD XK, BILUTE parameter.txt B7FM cmdline 155, H40:
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CMDLINE: console=ttyFIQ0 androidboot.baseband=N/A
androidboot.selinux=permissive androidboot.hardware=rk30board
androidboot.console=ttyFIQ0 init=/init
mtdparts=rk29xxnand:0x00002000@0x00002000 (uboot),0x00002000@0x00004000 (trus
t),

MR ZE GPT XD XK, T parameter.txt B7F B cmdline 15 BT Ao

kernel dts Y /chosen/bootargs , 5I80:

chosen {
bootargs = "earlyprintk=uart8250,mmio32,0xf£30000 swiotlb=1
console=ttyFIQO
androidboot.baseband=N/A androidboot.veritymode=enforcing
androidboot.hardware=rk30board androidboot.console=ttyFIQ0
init=/init kpti=0";
}i

U-Boot: 1RIEHEISITRVRE, U-Boot RIS EBIM—ERNAEE cmdline, Ebi0:

storagemedia=emmc androidboot.mode=emmc ......

boot/recovery.img [E 4k BR@EE B cmdline FEIE Bo

EE X

TEZIH RK 5% AR cmdlinie A& X, BERSERNZXA: Documentation/admin-guide/kernel-

parameters.txto

sdfwupdate: sd FHRFATE, recoverylEFHE,;

r0ot=PARTUUID: #&7E rootfs(system) 3 XHIUUID, 1X GPT K%

skip_initramfs: kernel R uboot MNEHY ramdisk, TIEF rootfs(system) B Bramdisk
storagemedia: TFfEBEHAE;

console: kernel {TENOAMERERE S,

earlycon: EBOTRKREILZH, IEERONREERE

loop.max_part: max_part FASRIZEE loop B EFIEEZIFHI DX B

rootwait: FAFXHRFAFEEILENATARIIE TR, BHIA0 emme FIRHERTER, X MIHEMRRIZE
root_wait BY3E, BLE mount rootfs failed, TN EXNESEAVIE, MWEILIZEFERF driver MMBRKG, &
MIEEIZE T copy HH rootfs, B mount BYiE, MARRRENT

ro/rw. TNE rootfs WEM, RiEARE
firmware calss.path: FSERSMUE, W wifi. bt. gpu H

dm="Iroot none 0, 0 4096 linear 98:3 0, 4096 4096 linear 98:32" root=/dev/dm-0: Will boot to a rw dm-
linear target of 8192 sectors split across two block devices identified by their major:minor numbers.After
boot, udev will rename this target to /dev/mapper/Iroot (depending on the rules).No uuid was assigned. &%

PE$Zhttps://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.

txt
androidboot.slot_suffix: AB System BY/J kernel $§7E MBI slot /Boh

androidboot.serialno: 73 kernel & EEIRMEFFIS, 90 adb NFESFISH
androidboot.verifiedbootstate: ZEFK, A LEREME uboot RIEEHAVRES, BE=MRE, WIT


af://n17185
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1. green: If in LOCKED state and the key used for verification was not set by the end user
2. yellow: If in LOCKED state and the key used for verification was set by the end user
3. orange: If in the UNLOCKED state

e androidboot.hardware: B, % rk30board

« androidboot.verifymode: }SEIIED XIELIRILRE (BIIIIEEHITEE M)

e androidboot.selinux: SELinux 2—FHEFIH-FEAER (domain-type) BIERFFAITHI (MAC) &
2R %, B=ME:

1. enforcing: SRHIRT, XF SELinux iZEH, BELKIEMBIFIEIES] domain/type T
2. permissive: TAIRI: &K SELinux iIZER, FENEBESESNEHASLIRES
domain/type BITFEL, XFHRIUAT LUEHREZ SELinux BY debug Z A
3. disabled: X[, SELinux H:&%8KPRE(E
e androidboot.mode: REFEENH T, B normal 5 charger,

1. normal: IEEFHEEN
2. charger: XH/GIZBIEFH, androidboot.mode #i&E /I charger, X MEHH uboot HMEBJRTE
B8 EE bootargs FIETEW
e androidboot.wificountrycode: & wifi EIZS, 0 US, CN

« androidboot.baseband: ECEE, RK LLLINEE, IREN N/A

« androidboot.console: android {5 EHitH AEREE

« androidboot.vbmeta.device=PARTUUID: #§7 vbmeta ZEFEFH(IE
« androidboot.vbmeta.hash alg: I%E vbmeta hash B3%, %0 sha512

e androidboot.vbmeta.size: ST vbmeta BY size

e androidboot.vbmeta.digest: £ kernel & vbmeta BY digest, kernel N vbmeta [5ITH digest, H5
1t digest %Lk

e androidboot.vbmeta.device state: avb2.0 3FE R4 lock 5 unlock

DFU B EH

DFU B Device Firmware Update, FAFEMI&EEH, BRiEXiF DFU N TFRIBEEEEEENED,
EHEDFULNRE, EEHABNLEE:

CONFIG CMD DFU=y
CONFIG_USB_FUNCTION DFU=y

RIBEERBFEN TR, ALERITHUTFX

CONFIG DFU_MMC
CONFIG DFU MTD
CONFIG_DFU_NAND
CONFIG DFU RAM
CONFIG DFU_SF

Y1 DFU T BB ESRMEIMILA config BBEXH, HIUN4IFH DFU ZHFRIRV 1126 4 el @ HiTIL
TRIFMSHIT

./make.sh rvl1126-dfu

REHFRZEFRIR, HI§ OTG EOEEE PC, 7EU-Bootds<1THIT
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dfu 0 S$devtype $devnum

Hr, devtype AJLUE mme 3 mtd, UEBYTE PC _ES &I — USB download gadget 1%, fEM Zadig &
ISR, SHATHENEEM TR

El Zadig - >
Device Cptions Help
LISE download gadget ~ | [ Edit
Driver |Winu55 (v6. 17600, 16385) | = |WinUSE (v6.1.7600, 16385) |2 More Information
WinUSB (libusb)
USE ID 0107 libusb-win32
5 Reinstall Driver bl libushbk
WCID = E WinUSE (Microsoft)
5 devices found. Zadig 2.4.721

fEA _EINARHTE Windows B8 1THIT
./dfu-util.exe -1
LERG @R EEDXR, ZPEKREXTE include/configs/evb rvl1126.h

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -1
dfu-util 0.9

Copyright 2005-2009 Weston Schmidt, Harald Welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=5,
name="userdata", serial="UNKNOWN"

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=4,
name="rootfs", serial="UNKNOWN"

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=3,
name="boot", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=2,
name="uboot", serial="UNKNOWN"

Found DFU: [2207:0107] wver=0223, devnum=16, cfg=1], intf=0, path="1-12", alt=1,
name="loader", serial="UNKNOWN"

Found DFU: [2207:0107] ver=0223, devnum=16, cfg=1, intf=0, path="1-12", alt=0,
name="gpt", serial="UNKNOWN"

Windows S LITHITU T an S ERMXHEIF LR, FLTI&RA
dfu-util.exe VID:PID -a (73XR) -D(XHR) -R(EFiEM)

F:\Prj\20210901-Hisense-AB\dfu-util-0.9-win64>dfu-util.exe -d 2207:0107 -a
system b -D rootfs.img -R

JRRBLINRY log 0T



dfu-util 0.9

Copyright 2005-2009 Weston Schmidt, Harald Welte and OpenMoko Inc.
Copyright 2010-2016 Tormod Volden and Stefan Schmidt

This program is Free Software and has ABSOLUTELY NO WARRANTY
Please report bugs to http://sourceforge.net/p/dfu-util/tickets/

Invalid DFU suffix signature

A valid DFU suffix will be required in a future dfu-util release!!!
Opening DFU capable USB device...

ID 2207:0107

Run-time device DFU version 0110

Claiming USB DFU Interface...

Setting Alternate Setting #8

Determining device status: state = dfulDLE, status = 0
dfuIDLE, continuing

DFU mode device DFU version 0110

Device returned transfer size 4096

Copying data from PC to DFU device

Download [=========================] 100% 49938432 bytes
Download done.

state(7) = dfuMANIFEST, status(0) = No error condition is present
state(2) = dfulIDLE, status(0) = No error condition is present

Done!

can't detach

Resetting USB to switch back to runtime mode

EFRERTHENK, AFEBRERRHL -2 BIENOXRM o EHEHXHRZERENE,; KRe
LEEEM R BHRTERTEE, ARRBER.

DTBO/DTO

ATETFARPNAETARNIEMR, XBAFEMRET, BHZWAIE: DTB, DTBO, DTC, DTO,
DTS, FDT,

ENZERX R A LUER A

o DTS 2ATHER FDT BIX1E;

o DTS &3¢ DTC iR £ AL DTB/DTBO;

o DTB #1 DTBO i&@i¥ DTO 1#{Er] &H K — 1 #HY DTB;

FIERTRZEFIRIEDTOX/MANENES X A“DTBORER, TXHENEFXMISEA
BEM: DTO 22— M ehiafts, KERMIBIZ(E; DTBO 22— 1R iES, IEMNEATFTESMAVKX dib.

KETEZHIRAIBE . https://source.android.google.cn/devices/architecture/dto.

[RIEFVER

DTO(Devcie Tree Overlay) & Android P f55| N B A& B AIIHEE, AiLXI&ER Blob (DTBO) &
MESENEIEER Blob Lo DTO BILUEIRFRFSGH SoC i&EM, HEIASMIIHEEISSISE
B, MmEMERRINT SHNIRENPIEMEHFITEN.

Fi&EM Blob (*.dtb) —AKH Vendor | i, RI&ER Blob (*.dtbo) RIEH ODM/OEM E[ i
7, &EIET bootloader & FHIGEEIBLS kernel, WITE:

BF3HE: https:/source.android.google.cn/devices/architecture/dto
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EEFE: DTO {EEAR DTB # DTBO MR IFIRIZ @A DTB miFEX S, B L LEBRHREXS):

fEFE dtc #miXE.dts BY, EATURINET-@ LATEE BT dtbo FFRIN symbols T e  symbols T B &R
THMBETRYIR, DTO ERIERAXMIRIENESE, NTFRH:

1. 4iFE dts BIRBIE<:

dtc -@ -0 dtb -o my main dt.dtb my main dt.dts

2. FBME DT .ats KIRBIGHS:

dtc -@ -O dtb -o my overlay dt.dtbo my overlay dt.dts

DTO BH
| FRB{EAE:

CONFIG_CMD DTIMG=y
CONFIG_OF LIBFDT OVERLAY=y

2. board_select fdt index()EREAIEIN, XRB—  weak K, AP AIMURIBELFERENINE,
FREERREZ M DTBO FIREVEFHIT DTO #R1ERVERS DTBO (R[] index 5|, &/ 0 FF
18) 5 ERIABY weak BREGR[EIRY index 79 0o

/*
* Default return index 0.
=/
~_weak int board select fdt index(ulong dt table hdr)
{
/*
* User can use "dt for each entry(entry, hdr, idx)" to iterate

* over all dt entry of DT image and pick up which they want.

*

* Example:
* struct dt table entry *entry;

* int index;
* dt for each entry(entry, dt table hdr, index) {

By .... (use entry)

*

* return index;
=/

return 0;

DTO 58

1. DTO $175ER G, T U-Boot WHHEEARRIUIBRILER:
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// BRENBSHYFTED
ANDROID: fdt overlay OK

// RIGESHIFTED
ANDROID: fdt overlay failed, ret=-19

BESIEXMIRE—AREEE N/ /RigES blob WNABFEARESIE, FIUBREENENNER
EEMFRA MRS,

2. DTO HUITRINETESS kernel BY cmdline EEBIMINTEE, REAZHFIERBMS DTBO #1T DTO 1@
E:

androidboot.dtbo_idx=1 // idxMOFFR, XBRTELdx=1HFHDTBOHITDTORIE

3. DTO HU{THINE R LATEU-Bootds S1TER rdt 88 S$BEEDTBAE, HIANEIEE £,
ENV

HESRSZ 5

ENV Z U-Boot IEZRFIFEEEM—MEUEEIES TN, 1B hash table HEE"FE"F"HUE" #HITHRE
18, ZRE/MEUERE. BE, RIICEEENREMBIBATAN: FELTE, U-Boot ZHHE ENV
BIEREESMIEFEMEN TR NOWHERE/eMMC/FLASH/EEPROM/NAND/SPI_ FLASH/UBIL...

[

// BRIAERE: ENVIRETERTE
CONFIG ENV IS NOWHERE

// ENVIRTFESMIFMETR
CONFIG ENV IS IN MMC
CONFIG_ENV_ IS IN NAND
CONFIG_ENV_IS_IN EEPROM
CONFIG_ENV_IS_ IN_ FAT
CONFIG ENV IS IN FLASH
CONFIG _ENV_ IS IN NVRAM
CONFIG_ENV_IS_IN ONENAND
CONFIG ENV IS IN REMOTE
CONFIG _ENV IS IN SPI FLASH
CONFIG_ENV_IS IN UBI

// EREZENZBLKERENEFMENR (nmcffi) , REFABFER !
CONFIG_ENV_IS IN BLK DEV

HEZRAUHS:
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./env/nowhere.c
./env/env_blk.c
./env/mmc.c
./env/nand.c
./env/eeprom.c
./env/embedded. c
./env/extd.c
./env/fat.c
./env/flash.c

// REGMELE
char *env_get (const char *varname);
ulong env _get ulong(const char *name, int base, ulong default val);

ulong env_get hex(const char *varname, ulong default val);

// BERFOBIFETE, value ANULLESERTFHIBRIRIE
int env ~set(const char *varname, const char *value);
int env_set ulong(const char *varname, ulong value);

int env_set hex(const char *varname, ulong value);

// BREFEFEN R LNENVE S 25 NS LK

int env_load(void) ;

// BHRIFIAENVE BREFRITFMENT R L

int env_save(void);

o env load(): AFPAEEEA, U-Boot EREKESENZIIRIZRER;
e env save(): APEZENNZIESNEAR, SIEAEN ENV EERES
CONFIG_ENV_IS NOWHERE XXX f&EMIFENTR;

=iEn

RK et TR — R ENV EiZ0, AR, EM. BRpThit. TERBNTE bootargs
WRTE, BEHFERTHMFIRE SR

/**
* env_update () - update sub value of an environment variable

*

* This add/append/replace the sub value of an environment variable.

*

* @varname: Variable to adjust

* @Qvalude: Value to add/append/replace
* @return 0 if OK, 1 on error

*/

int env_update(const char *varname, const char *varvalue);

/**

* env_update filter () - update sub value of an environment variable but
* ignore some key word

* This add/append/replace/igore the sub value of an environment variable.

* @varname: Variable to adjust
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* @valude: Value to add/append/replace
* @ignore: Value to be ignored that in varvalue
* @return 0 if OK, 1 on error
oV
int env _update filter (const char *varname, const char *varvalue, const char

*ignore) ;

1 env_update()fEEFFRN :

o BIE: MR varname ATETE, MEJE varname F varvalue;

o JBAN: W varname BTETE, varvalue R1ETE, MBI varvalue;

o B WNIR varname BTFTE, varvalue BEFE, NWAHFIR varvalue BHRRRRY, LEIN: REEE
“storagemedia=emmc”, ZHFI{&Z XN varvalue /9“storagemedia=rknand”, NIERLZEH
79"storagemedia=rknand"o

2 env_update_filter()2Z env_update()EVH BARZAS: TEEH env BIFIEHE varvalue BERENXBEFHIFR;

34F5ERE env update()F env update filter()ER 2 AT “="1ENDBRRIFT ENV AR HI TR T E,
FRLURERTRE: B, "key=value"HE7H:

o EME: sdfwupdate. ......

o "key=value"#A &8 storagemedia=emmc. init=/init. androidboot.console=ttyFIQO. ......

o FRFEMEOTEVIBEKFRFBET, LI A “console=ttyFIQ0 androidboot.baseband=N/A
androidboot.selinux=permissive*{E I — MR R THITIZIE,

FiE (e
env_save()A] LU ENV REFEZIFMHNF, RK FAB ENV NEFEUEMA/NEXINT:

if ARCH ROCKCHIP

config ENV_OFFSET
hex
depends on !ENV IS IN UBI
depends on !ENV IS NOWHERE
default 0x3£8000
help

Offset from the start of the device (or partition)

config ENV_SIZE
hex
default 0x8000
help
Size of the environment storage area

endif

» J@%, ENV_OFFSET #l ENV_SIZE &R EiER,
i IR0

HalE ANEFEENTR—%E . eMMC/sdmme/Nandflash/Norflash £, 1B U-Boot R4 Y Nand. Nor Z£ ENV
IXEHERRE MTD 2R, M RK FiE EXXFNEMEEIZEE BLK BZRE, FEIXLE ENV IRah T A ERH.

Ak, RK #&EN BLK IBZREMFMERME conric mnv 1s 1N BLK DEV ELEIEIN:

e eMMC/sdmmc BYIE, FAZESE CONFIG ENV IS IN MMC;
e Nand. Nor BI1&, BILL%ESE CONFIG_ENV_IS IN BLK DEV;,

B P ERRTEIEIRK confighy coNFIG_ENV_ 1S IN BLK DEV REXo
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// BERIINRIEELY, TEEEN
CONFIG_ENV_OFFSET
CONFIG_ENV_SIZE

/) BEIEEERE
CONFIG_ENV_OFFSET REDUND (optional)
CONFIG_ENV_SIZE REDUND (optional)
CONFIG SYS MMC ENV_PART (optional)

AR TICEEM CONFIG ENV IS IN XXX BEE, B5tifi% Keonfig RAVE X IHEE, EmEERE T
B,
fw_printenvZE

fw_printenv2U-BootiRHY— MG linux A Menv TE, BEIXNTH, AP aUElinux EifE. &k
envlINR. FHRZTEERenvXIFHA AL F—Mkernel Af WO X E (B HX) , A~FELEEE
kernel sys FH7EET K iR) Ellenv X3,

TEREGR:

./make.sh env

./tools/env/fw_printenv // enviEETHR
./tools/env/fw_env.config // envECENXH
./tools/env/README // enviRE TABAXHEY

ERAEIESEZREADMEX 14,
ENVF

U-Boot/RAERENVINEERIBFI B IR X EMREFIEEFMHEEE, SMIAMERENR. MRAGHEXNE
BWHIREN, WESBRAALEEERHN. HEREERS. Hld: BEHEHL vootend HIFIIEM
FEBERBEMRIE. EULEATHIEENV FragmentIgE: X123 FFU-Boot R IR E EMIMRIVA P IFIZE
2, ARPERNEX—TenvP KAFERBEEXNIFREE, HEU-BootRIREFHR S, U-BootR
FMenv I XESNFHAENBREANFRTE,

ENVFRIZ:

BAPEZEEenv.xtHIBEERNS, AEFEAmkenvimage 4 FHIES env.imgZE| ZEfE0oME, BaIEILoader#l
U-BootN&H#tfrenv.imgN A, #BIECONFIG ENVF LISTHRESANSEZMIFBETE, Hbb: #3WF
BENFEEE, FEFERREK/Wenv.img.

[

CONFIG_ ENVF
CONFIG SPL ENVF
CONFIG ENVF LIST="blkdevparts mtdparts sys bootargs app reserved"

// eMMC:

// 38R Primary env.img BITEfEMIAE, B4 FT5,

CONFIG_ENV_OFFSET=0x0

// ¥8E Backup env.img HITEf#EMIIL, THEMDETERCONFIG ENV OFFSETIRIF—H. 2{i: FT,
CONFIG ENV OFFSET REDUND=0x0

// Primary # Backup env.img BIK/)N. Bfi: FT,
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CONFIG ENV SIZE=0x8000

// spi-nor: AZERL,

CONFIG ENV_NOR OFFSET=0x0
CONFIG_ENV_NOR _OFFSET REDUND=0x0
CONFIG_ENV_NOR STZE=0x10000

// spi-nand/slc-nand:. &R E.
CONFIG ENV NAND OFFSET=0x0
CONFIG_ENV_NAND OFFSET REDUND=0x0
CONFIG_ENV_NAND STZE=0x40000

h:
./env/envf.c
TH:

// BRINB5S5U-BootIRIBFHER tools/mkenvimage, FAF¥Benv. img

./tools/mkenvimage.c

PCIRH & MIE CER) !

1. Bll#env.txt:

// BREXRFZEFXKR, SUWTEEEB. flw0:

blkdevparts=mmcblk0:4M@8M (uboot),4M(trust),32M (boot),32M (recovery) , 32M(backup) ,
- (rootfs)

sys _bootargs=rootwait earlycon=uart8250,mmio32,0xff570000 console=ttyFIQO0

o RBHEX:
(1) FA"key=value"XMFEN
(2) BEXFN"=": LEFRBTE. FMEARWEIS
(3) ERITRIA—MRENHER

* sys bootargs . WRZFRTFHZdtsFPEbootargse WNRIETE TZFEL, MU-Boot=fEMA
sys_bootargs ¥ iZdtsBIbootargsfiloverlay, TFIEABEREIATsys bootargsBILILRE Ho

o NERER: ZFRAZARENImdpartsFlblkdevparts X RIE, BIRFEEFE (Zik—) . NEFMHE
AEBASEWNT:

// eMMC:
blkdevparts=mmcblk0:32K(env), 512K@32K (idblock) , 256K (uboot) ,32M (boot) ,2G (rootfs)

,1G(cem), 2G (userdata) , - (media)

// spi-nor:
mtdparts=sfc nor:64K(env),128KQ@64K (idblock), 128K (uboot), 2M(boot) , 4M(rootfs) , 6M(

oem) , - (userdata)

// spi-nand/slc-nand:
mtdparts=rk-
nand: 256K (env) , 256K@256K (idblock) , 256K (uboot) , 8M (boot), 64M(rootfs),32M (userdata

), — (media)



2. & pfenv.img:

## Chapter-4 eMMC:

./tools/mkenvimage -s 0x8000 -p 0x0 -o env.img env.txt

## Chapter-4 spi-nor:

./tools/mkenvimage -s 0x10000 -p Ox0 -o env.img env.txt

#spi-nand/slc-nand:

./tools/mkenvimage -s 0x40000 -p O0x0 -o env.img env.txt

3. env.imglR B B 1FfE0MML,
U-Boot I FF &2 CERI)

1. fEREFHIRTREC Eenv.img

// {EREENVE

CONFIG ENVF=y

CONFIG_SPL ENVF=y

CONFIG_ENVF LIST="blkdevparts mtdparts sys bootargs app reserved"

// eMMC:
CONFIG_ENV_SIZE=0x8000
CONFIG_ENV_OFFSET=0x0
CONFIG_ENV_OFFSET REDUND=0x0

// spi nor:

CONFIG _ENV_NOR OFFSET=0x0
CONFIG_ENV_NOR OFFSET REDUND=0x0
CONFIG_ENV_NOR STZE=0x10000

// spi nand/slc nand.

CONFIG ENV_NAND OFFSET=0x0
CONFIG_ENV_NAND OFFSET REDUND=0x0
CONFIG_ENV_NAND SIZE=0x40000

2. EfUmIEH IS uboot.img,
3. HANERER:

dwmmcQRf£fc50000: 0, dwmmc@Rffc60000: 1
Bootdev (atags) : mmc 0

MMCO: HS200, 200Mhz

// BITHTED

ENVF: Primary 0x00000000 - 0x00008000
ENVF: OK

PartType: ENV

DM: vl

boot mode: normal

FIT: no signed, no conf required

DTB: rk-kernel.dtb

4. U-BootBs L 1THRAFA AT LUBI N Fap LR Fenv, HENRB LER env_save () o



=> env save

Saving Environment to env... // SHHGREAZEENNFETE

Fastboot

FastbootZAndroidiR A —F{EBIUSBFIU-Boot H TR EM AR, —AEBFIRENIGE

+.
fig & 18101

// {EREECE
CONFIG_ FASTBOOT
CONFIG_FASTBOOT FLASH

CONFIG USB FUNCTION FASTBOO

SHERE
CONFIG_FASTBOOT BUF ADDR
CONFIG FASTBOOT BUF SIZE
CONFIG_FASTBOOT FLASH MMC DEV
CONFIG_FASTBOOT USB_DEV

&7

Fastboot BRINEA Google adb Y VID/PID, BII R/ A A :

o kernelERSITHIIT: reboot fastboot
o U-BootBJas<4TH1T: fastboot usb 0
o FIKIRAEE: ctrl+f

-2

fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot

flash < partition > [ < filename > ]
erase < partition >

getvar < variable > | all

set _active < slot >

reboot

reboot-bootloader

flashing unlock

flashing lock

stage [ < filename > ]

get

oem

oem

oem

oem

oem

oem

oem

oem

oem

oem

oem

staged [ < filename > ]

fuse at-perm-attr-data

fuse at-perm-attr
at-get-ca-request
at-set-ca-response
at-lock-vboot
at-unlock-vboot
at-disable-unlock-vboot

fuse at-bootloader-vboot-key
format
at-get-vboot-unlock-challenge

at-reset-rollback-index

I:I ll_a\\ )\jz

EES
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B
e fastboot flash < partition > [ < filename > ]
Thae: HXRE
Z5fl:  fastboot flash boot boot.img

e fastboot erase < partition >
Ihee: BRI
255 : fastboot erase boot
e fastboot getvar < variable >
Ihee: KEUKERER
2531 : fastboot getvar version-bootloader

< variable > &K

version

version-bootloader
version-baseband

product

serialno

secure

max-download-size
logical-block-size
erase-block-size
partition-type : < partition >
partition-size : < partition >
unlocked

off-mode-charge
battery-voltage

variant

battery-soc-ok

slot-count

has-slot: < partition >
current-slot

slot-suffixes

slot-successful: < a | b >
slot-unbootable: < a | b >
slot-retry-count: < a | b >

at-attest-dh
at-attest-uuid

at-vboot-state

e fastboot getvar all
Ihee: REFRBIRERER
e fastboot set_active < slot >
IneE: IREERRY slot
Z4f5l); fastboot set_active a
e fastboot reboot
Ihee: ERIKE, EERH
245 : fastboot reboot

¢ fastboot reboot-bootloader

/*
/*

/*
/*
/*
/*
/*
/*
/*
/*
/*

/*
/*
/*
/*
/~k
/*
/*

fastboot hRZS */
uboot hR#A */

FRiEE */

FHIS */

EEABRERK */

fastboot XIFRREREAFTE */
EEERER ~/

RERREL ~/

DXEE +/

DR */

K LockkE ~*

slot #E */
BEEslotNEEERAKE */
ZRIBoslot */
LHngEEENs1ot, fTEIE Ename */
EENXERIEMRRIEhTE ~/
BEPXEBEWIZE Nunbootable */
EEHS XM retry-countREL */
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Ihge: ERIRE, HN fastboot R
25451 fastboot reboot-bootloader
¢ fastboot flashing unlock
Thee: MRENSE, AVWREEH
2545 fastboot flashing unlock
e fastboot flashing lock
Inee: BiEiIgE, RIS
25451 fastboot flashing lock
e fastboot stage [ < filename > |
Ihee: THEEIIGEFRAT, AFEIGHUEA CONFIG_FASTBOOT BUF_ADDR
2545 : fastboot stage permanent_attributes.bin
e fastboot get staged [ < filename > |
Iheg: MigeEumIRENEIE
2545]: fastboot get_staged raw_unlock challenge.bin
e fastboot oem fuse at-perm-attr
IfEE: J%E permanent attributes.bin A2 hash
25451
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
e fastboot oem fuse at-perm-attr-data
IhBE: RJRT permanent attributes.bin E|Z 2 FEXE (RPMB)
24451
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data
e fastboot oem at-get-ca-request
e fastboot oem at-set-ca-response
e fastboot oem at-lock-vboot
Ihee: BiEIRE
24451 fastboot oem at-lock-vboot
e fastboot oem at-unlock-vboot
Ihee: ARSI, ISZHF authenticated unlock
41

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin
Jmake unlock.sh (! make unlock.sh &%)

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot
AAEE (how-to-generate-keys-about-avb.md})

e fastboot oem fuse at-bootloader-vboot-key



IhEE: J%E bootloader key hash
24451
fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key
e fastboot oem format
Ihee: EMRAUSEK, HEREEMKIITF Spartitions
255 ; fastboot oem format
e fastboot oem at-get-vboot-unlock-challenge
INRE: authenticated unlock, Fs223A{F unlock challenge ¥U1E
245 &I 16. fastboot oem at-unlock-vboot
e fastboot oem at-reset-rollback-index
TheE: B rollback HHE
2551 : fastboot oem at-reset-rollback-index
e fastboot oem at-disable-unlock-vboot
INEE: & fastboot oem at-unlock-vboot BR< AR

Z5{51) ;. fastboot oem at-disable-unlock-vboot

FileSystem
HESR ST 5

FATHIEXT2/4 2 E AN G R SR, HFFATRANEDOS (MBR) HX*E, EWIE&EAE: SDE. U
£

mo

B RITEU-Boot R — ARG A XX R A LR Z o
FAT BCE:

CONFIG_DOS_PARTITION=y
CONFIG_FS_FAT=y

CONFIG_FAT WRITE=y
CONFIG_FS_FAT MAX CLUSTSIZE=65536
CONFIG_CMD FAT=y
CONFIG CMD FS GENERIC=y

FAT #3<:
fatinfo fatload fatls fatsize fatwrite
EXT2/4 BCE:

CONFIG _CMD EXT2=y
CONFIG_CMD EXT4=y
CONFIG_CMD FS_GENERIC=y

EXT2/4 885

ext2load ext2ls extdload extdls extidsize
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AxXE0

FAT BRIZELSCH /include/fat.h:

int file fat detectfs(void);

int fat exists(const char *filename);

int fat size(const char *filename, loff t *size);

int file fat read at(const char *filename, loff t pos, void *buffer,
loff t maxsize, loff t *actread);

int file fat read(const char *filename, void *buffer, int maxsize);

int fat set blk dev(struct blk desc *rbdd, disk partition t *info);

int fat register device(struct blk desc *dev _desc, int part no);

int file fat write(const char *filename, void *buf, loff t offset, loff t len,
loff t *actwrite);

int fat read file(const char *filename, void *buf, loff t offset, loff t len,
loff t *actread);

int fat opendir(const char *filename, struct fs dir stream **dirsp);

int fat readdir(struct fs dir stream *dirs, struct fs dirent **dentp):

void fat closedir(struct fs dir stream *dirs);

void fat close(void);

EXT2/4 BRZELSMH include/extdfs.h:

struct ext filesystem *get fs(void);
int ext4fs open(const char *filename, loff t *len);
int extd4fs read(char *buf, loff t offset, loff t len, loff t *actread);
int ext4fs mount (unsigned part length);
void extd4fs close(void);
void extd4fs reinit global (void);
int extd4fs ls(const char *dirname);
int extd4fs exists(const char *filename);
int extd4fs size(const char *filename, loff t *size);
void extd4fs free node(struct ext2fs node *node, struct ext2fs node *currroot);
int extd4fs devread(lbaint t sector, int byte offset, int byte len, char *buf);
void extd4fs set blk dev(struct blk desc *rbdd, disk partition t *info);
long int read allocated block(struct ext2 inode *inode, int fileblock);
int extd4fs probe(struct blk desc *fs dev desc,
disk partition t *fs partition);
int ext4 read file(const char *filename, void *buf, loff t offset, loff t len,
loff t *actread);
int ext4 read superblock(char *buffer);

int extd4fs uuid(char *uuid str);

A

Hegntl

// WaIksDRENRAI (MNRZBUEMAusbepTHITIRG, REHRS—MKZ: usb 0)
=> mmc dev 1
switch to partitions #0, OK

mmcl is current device

// BEER

=> fatinfo mmc 1

Interface: MMC
Device 1: Vendor: Man 000003 Snr e8lec501 Rev: 1.9 Prod: SC16G
Type: Removable Hard Disk
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Capacity: 15193.5 MB = 14.8 GB (31116288 x 512)
Filesystem: FAT32 "NO NAME "

// BEXMH
=> fatls mmc 1
System Volume Information/
23 hello.txt
23 linux.txt

2 file(s), 1 dir(s)

// #ERhello. txtXANAN (BRIRNEEEDER ilesizeh)
=> fatsize mmc 1 hello.txt

=> echo $filesize

0x17

// #EBXhello. txtXHE0x20000003hE

=> fatload mmc 1 0x2000000 hello.txt

reading hello.txt

23 bytes read in 2 ms (10.7 KiB/s)

// BFEIFEEMhello. txtAA

=> md.l 0x2000000

02000000: 6cbc6568 65682d6f 2d6fe6c6ec 6c6c6568 hello-hello-hell
02000010: 65682d6f fféefec6c ffffffff ffffffff o-hello.........

// FEEXM: hello-copy.txto HB0x2000000~0x2000017RMHIAARS Nhello-copy.txto
=> fatwrite mmc 1 0x2000000 hello-copy.txt 0x17
writing hello-copy.txt
23 bytes written
// BEFXMH: hello-copy.txt
=> fatls mmc 1
System Volume Information/

23 hello.txt

23 linux.txt

23 hello-copy.txt

3 file(s), 1 dir(s)

WA ext2/ARfate SRR AR, BAMEMREA,
HW-ID DTB

RKF & HIU-BootZ 310 MEEH _EAIGPIO T E ADCIR SIS N E R ERKernel DTB, E#RAAHW-ID DTB
(Hardware id DTB) IhgE.

Rt
BEBEHRITSEEEMRAN—Lst, i BFE. wifl B8F, RS EHRSEHBENN
—ERHE, HIFERMECMM, FrUAFEE HW_ID IhEESE M —E R el LUSEC R B hRASHIRE 1o

HXREREhRZS, 2R EFERMIAY dib X, RRSEZREM ADC/GPIO B E—ERTRIEY
AIBEfEARAS (Ebgn: EIER ade E. EERZE GPIO BF) .

AP B X LEFNBEFRR AT MY dtb XHF2ITE#HFE— resource.img, U-Boot 5|5 kernel BY =& M BE {4
—f{B, M resource.img B HF HFIREFMRAILAZY dtb 1545 kernelo
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EYsE
BRI #F ADC #1 GPIO Fi 75 i E B4R,
ADC &Eigit

RK3326-EVB/PX30-EVB IR EEFNE 2 ERE, FRNBHESEEARREN ADC &, XETUBEARFE
FE(ERRZS:

S3ADCO_HW_ID e eaaeeeee et eettaeeteetet ettt ettt ttartttatttatas :
: M
Part F It is reserved for the hardwarse version of the producti
1 If it is not needed, it can be removed. i
i
VGC_1VE
i
U1D00F
- Vig ADCO_HW_ID JP1500 TP_0.5 E -
ADE_IND [y st e Aook 4 RizH0
ADC_INT Fyrs CADCIHP_HOOK. . | RiZ
ADETINZ ' ADCZIHET_IN : oK &2
13

o

i
v ‘ADCO HW 1D
M

) | o
ADC_AVDD_tVE ——

——grr OVeE e
100nF

FX30 KER

o Eav

Co402

Hote:All the Power filter capacitors. should be HW ID
placed close to the power pins of P30 M

M
ADCO_HW_ID Bull-up Bull-down | ADC Value | &
Besistance | Resistancel *

WersionD {Defaunle) 51K DHE 1024

BREERR MIPI B/MRINE T S —F ~HIEkE:

LCD/TP Adapter Board

' K
' '
' ADCD HW ID '
! '
1 - - '
1 BT '
08

I 1% i
| FR30Z i

! '
! '
: 1D LCM+TE| TP i
1

: R7=DNP i
1 R7=10K[50 o s :
'----------------‘

WVIDDEWO EYE WVioD 1S
o
VCOSVD 5YS1 o - ';D:_F - Fosns—
Tios o o 25,

RERY mipi RREEARRMNFRE, BS EVB EIREBE—ME—RY ADC ZH1E,

Bal V1 lRZABY ADC ItE /7% ADC SRR AEN 1024, XM E ADC_INO 5| EE L EIHBEE
1.8V, MIPI B EE—H 10K B THIEEFE, #55@ EVB MR ADC=1024*10K/(10K + 51K) =167.8,
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GPIO &&igit
BEI&HE GPIO WEHEEI&IT, BRAIBESES,
DTB#H &

FFEZEEADC/GPIO R —E(S BAHTE dib XHRE, SRMUMT:
ADC {E/3 HW_ID DTB:
o XHEZLLAER;
e« HW ID#z: #[controller] ch[channel]=[adcval], FRA—REEHTT
[controller]: dts BE ADC ZHI2SHI T 2R Fo
[channel]: ADC @38,
[adcval]: ADC B9FCME, SERFERCEER: adeval+-30,
o SMEBRTHKIFERNEFE, NEFERTE;
o ZNBRTZENEIHHITOR, REZF 10 METT;
SEfl:

rk3326-evb-1p3-vliO#saradc ch2=111l#saradc_chl=810.dtb
rk3326-evb-1p3-v10# saradc ch2=569.dtb

GPIO{E}3 HW_ID DTB:
o XHRZLI“AbERE;
o HW ID #&=: #gpio[pin]=[level], FRA—PNTEETT
[pin]: GPIO f#), %0 0a2 FR7R gpio0a2
[level]: GPIO 5|IEBF,
s BN EERTHMIAFER/NEFE, NBFEETE;
o ZNBEITZEBIHAITOR, &REZHF 10 MR

el
rk3326-evb-1p3-v10#gpio0a2=0#gpio0c3=1.dtb

DTB}T&
kernel B scripts/mkmultidtb.py. B IZM AT LUIEZ A dib FTEIHE— resource.imgo

APEEFTAMAXEHIEEITEN dtb XESE DTBS FHET, HiIE EXWAH ADC/GPIO ECEE
Bo

DTBS = {}
DTBS['PX30-EVB'] = OrderedDict ([ ('rk3326-evb-1p3-v10', '# saradc ch0=166"),
('px30-evb-ddr3-1vds-v10', '# saradc ch0=512")])

LEfIFR, $9T scripts/mkmultidtb.py PX30-EVB B4 E S 3 14 dtb BY resource.img: :

o rk-kernel.dtb: rk FAINEY dtb, FMAIELRFEA, FFE dib K ILECATHRIERAINKER. FTEMH
AZMEA DTBS BIE—1 dtb fEAZRINRY dtb;
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o 1k3326-evb-Ip3-v10# saradc_ch0=166.dtb: E& ADC {5 287 k3326 dtb X1 ;
o px30-evb-ddr3-lvds-v10# saradc ch0=512.dtb: B& ADC 15289 px30 dtb X5}

Iheers A

FCE T :
CONFIG_ROCKCHIP HWID DTB=y
EISI AN

./arch/arm/mach-rockchip/resource img.c // BfASEIM: rockchip read hwid dtb()

DTS Ac&:
MR FAGPIOEAREMIRS!, WAErkxx-u-boot.dtsiF R B X BpinctriFlgpio T/ ; ADCERIABEfFEE,
fFla0: gpio0Fgpiol {EAIRH!:

&pinctrl {
u-boot,dm-spl; // BIIZEMY, 1LZT AWEREEU-Boot DTBH, FE,
}:

&gpio0 {
u-boot,dm-spl;
i

&gpiol {
u-boot,dm-spl;
i

IEs

mmcO (part 0) is current device

boot mode: None

DTB: rk3326-evb-1p3-v104 saradc ch0=166.dtb // FTENCEZAIDTE, FRERIA" rk-
kernel.dtb"

Using kernel dtb

SDFIUE
EETETENLBRKES ERISD MIUBMEHEEI. H%R.
BRI

BERMARRHIETRE, BEEHLBHEEFEREZUET] LEENag, BTFIMCHRIREE
FTIERALR R U-Boot IRFIEIXMRMEEMEERB AL RIEZ. Hp:

o Bhk: FRARE—MRENEMN. U-BootEEEAXNTHE N EREBMAL;
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o Ak FREMODE M. FIEFAE RN, PCTESERMPEML: —MHNE#H Arecoveryf R4
TNHXER (BRABRMY) , —HETEMupdate.img B (GZABEY) o U-BootfEBARE4 S
S ARG E NrecoveryiEI, SAGHrecoveryfZ2FEABEIH T AL LTE,

HalER:

o SDEBNFALREMbootromiX—RFEFFIAZ+5;
o UBRBIN/FARNMU-Boot X—RFEZH, B ZE/DERIEU-BootiEIEE T1E!

EFHIE
RKF & EMSDRIURBEF. AR FOSHERRRTS 3N, XERISR:

o fFFASDKERTH RKTools/linux/Linux Pack Firmware/rockdev/ LTEARK update.imgo
o fFASDDiskTool T EBupdate.img HEREISDIFH UL, WE:

o EZFABTHEE
o JEE EFE HE spEE
o mif FIABIE

S ESEETERE TS v1.53 x
B AR RS SDBoot:2.12
| Generic STORAGE DEVICE USB Device 148G -
B IRETHECE
VBl " FCBAT, [k 0=
F= i EEHRE 4=
E:\RK\PX308RK3325\T & Yockdev\update.img B

FBIE D emadi1R (B%)

1#E$EDema
LEEEE RO RO (e )

SD B &
SDREM/FAER: EF&SDKAMAIU-BootBRENIAFEREZTNEE, AP AEELIIMNLE,

USB Eg&

UEBhHASR: &FESDKEHRIU-Boot FAINZEERE. EAU-Boot RERUSBIA SRR, FRIL
RARECREFE:

o BB IREHEANBEBRHEIAMEFME (eMMC/Nand/..%) , WIAXERBRHEET A,

o B2 HHEFUBANFEANU-Bootin SITIE e $14T usb start Musb info SHYIABEIE R IR
U, BNELEBURRIRG.

o HIE3: BHED R Hkernel DTB # U1 —17 858 fikern.dtbiIEIU-Bootd . /dts/ BR o X%
kern.dtb 2 TEZRIFU-BootBT # B &3] & #uboot.img.
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kern.dtb iR HAMEME D X Bkernel dtb BIHIFES, U-Boot {#Akern.dtb F{RUSB BE# 1E
BRIk,

o $B4: U-BootfEREUR B EN/AREE
CONFIG_ROCKCHIP USB_BOOT=y

BEMYmiEFS uboot.img,

MRIZIIZR Tuboot NEH I ATEI TEERK, BEANLE3IMNkern.dtb5[#2HY, FFLEIZ
—LEARFEBU-Bootit B,
e
WAIHAIASD. UR BT ARINEEE o
B LURBRAHIZE (eMMC. Nand...) _ERYkernel. resource. boot. recovery FXHENX, HiAlEL
SD/UE [ 8E1# Nkernelo
ABEIN
o UBRVIBUEXER usb start @<, BEMNIZEXTFER,
o MNRBEARFEZRGPTHEXER, MSDDiskTool TEAFRAERK >=v1.59;
o MRBoHARFREZFFABRY, MSDDiskTool LEMMAER >= v1.61;
o FAAURBH/ALKINEER2019.11 A EININEE, FRMMEXCEZERTEIN &G
1. U-Boot BEEBEMEN TR R (B

commit 369e944c844f783508b7839%9ae86a3418e2f63bc7
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Dec 12 18:07:07 2019 +0800

fdt/Makefile: make u-boot-dtb.bin 8-byte aligned
The dts/kern.dtb is appended after u-boot-dtb.bin for U-disk boot.

Make sure u-boot-dtb.bin is 8-byte aligned to avoid data-abort on
calling: fdt check header (gd->fdt blob kern).

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Id5f2daf0c5446e7ea828cb970d3d4879e3acda86

FHE RGN T T B9ERED (AT EbARE M) -

369e944 fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

b3b57ac rockchip: board: fix always entering recovery on normal boot U-disk
elOceedl rockchip: resource: add shal/256 verify for kernel dtb

5e817a0 tools: rockchip: resource tool: add shal for file entry

fcd474da lib: sha256: add sha256 csum()

0ed06fl rockchip: support boot from U-disk

01£f0422 common: bootm: skip usb stop() if usb is boot device

5704c89 fdtdec: support pack "kern.dtb" to the end of u-boot.bin

3bdef7e gpt: return 1 directly when test the mbr sector

1. rkbin EEBEEEXMEL:


af://n17690
af://n17693

commit £9c0b0b72673a65865b00a8824908ca6fl2ecc32
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Nov 7 09:21:36 2019 +0800

tools: resource: add shal for file entry

Base on U-Boot next-dev branch:

(5e817a0 tools: rockchip: resource tool: add shal for file entry)

Change-Id: Ife(O6lcabacab488dbecf2a3245d58cc660091dbd
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

1. kernel EEBEESXMER !

commit 078785057478c789bb033ba06925fa3a07e3130a
Author: Tao Huang <huangtao@rock-chips.com>
Date: Thu Nov 7 17:53:38 2019 +0800

rk: scripts/resource tool: add shal for file entry

From u-boot 5e817a0ead27 ("tools: rockchip: resource tool: add shal for
file entry").

Merge all C files to one resource tool.c

Change-Id: If63ba77d1f5a3660bd6ef87769bb456fa086ae71
Signed-off-by: Tao Huang <huangtao@rock-chips.com>

o NRAFFLAISDKLLRIA, BRT RMIEM AR T, BiINERA FRrecovery TiZIMHAIAZE
recoveryBHHX 4T o

Chapter-5 JREhEIR

AMP
SCIRE R

U-Boot HEZRERIA&HE AMP(Asymmetric Multi-Processing) 2%, RK BSOS T —E AMP #l#l: RER
CPUIBTTARBIE .

SRR
(1) BEHTe

FrEIAMPEH (FR&Linux) BT itsXHFIEECPUBITRE. HWRAEHEERE, REHTEM— 1 FITER
#Jamp.imgl%E ElampZ3 X,

FFHESU-Bootfa SR MM & amp.imgEl 4 FH1#1Tsha2 56T MR, BHtustEE R CPUNEITRESHIKEZE!
MR\ Ok,

(2) BahliRE

IZ1TU-BootBICPUF A%, FRETHMEEKIPRSHRME GBS, &EXESHITIEF.
(3) RREE

U-Boot R ATRAMPA E FEE 2B ZRNE (EREFNFEHENYD) , HAXEECERIL
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(4) TrustBd&

AMPLIEER BtrustBc 5o SIRAFPFEERICPUBITREZRIIMAT, MSDKBtrustB32Hs; S1RIFFIA
RE, MEBwrustfiSh2HF (B FASDKERIAZR)

RCPUBAASIENZ
26 EBRAIAIRES . arch = "arm", thumb = <0>, hyp = 0;
645 BRIAIRZS . arch = "arm64", thumb = <0>, hyp = I;
(5) Linux+AMPAAE

1. ZEREFREAY, AE5AETHLnuxEXEHREASMPESH R, BMASARNEGER
73 Linux#BXE ¥ + amp.imgo

2. FF&EE A LA EampBits B @i 8 10" linux" T3 MIEE CPUIBTTLinuxFPIRES  (RIEEMERIAMRES) »

3. MR FZMLinuxBEEBIEEEMAEY, NEZBHZTHEAMPEGERIZEARANSMPELIS T,
FHU-Boot/ZSiiLinux.

4. NRIEEZHLinux, MWALEFEILinux. BEHEEAMPEH, F82: BEFHNEZFE
CPUO, FEFFFHRBItrustszHFo

5. Linux[E &89 1N E I 2 BHU-BootFe B /R E, fI90: k3568 common.ho

R
BoE:

CONFIG_AMP
CONFIG ROCKCHIP AMP

LD

./drivers/cpu/rockchip amp.c

its AR

./drivers/cpu/amp.its

TeTA:

./tools/mkimage // SEEERIEF—IRU-Bootla=BNERK
RBRZEED:

commit ¢51cf04095dde2df2dd047e70d2c7£fb0866ea916
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Tue Oct 19 03:16:35 2021 +0000

cpu: amp.its: update amps "arm64" => "arm"

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: 1I99de02c5b6c62ffdd9b25565acdl172801d6e983¢c
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Iheelz A

1. Hl{Eamp.imgBB—1RitsXF, 1BEETF drivers/cpu/amp.its B

W Fits: CPUL/2/3E8AMP, CPUOHMLinux, FI%=ECPU3, BhliiFE:

CPU3,

/dts-v1l/;

/A

CPU

description =

#address-cells =

<1>;

// FRBAMPEH (F&Linux) jEEimagesTm NEE;

images {
ampl {

description
data
type
compression
arch
cpu
thumb
hyp
load
udelay

hash {
algo =
bi
}i

amp2 {
description
data
type
compression
arch
cpu
thumb
hyp
load
udelay
hash {

algo =

}i

bi

amp3 {

description
data

type
compression
arch

cpu

thumb

hyp

load

udelay

"bare-mental-corel";

/incbin/ ("./ampl.bin") ;

= "firmware"; // @AEIN:
= "none"; // WAIEINL:
= Tgazm® g // WAL
= <0x100>; // WAIEIR:
= <0>; // AR
= <0>; // WA
= <0x01800000>;// WAEIR:
= <1000000>; // BIEI:

// WAETN:

"sha256";

"bare-mental-core2";

/incbin/ ("./amp2.bin") ;

’

"firmware";
"none";
"arm";
<0x200>;

<0>;

<0>;
<0x03800000>;
<1000000>;

"sha256";

"bare-mental-core3";

CPUO => CPU1/2 =>

"FIT source file for rockchip AMP";

// WMEIN: FERER
// WAEIN ampl B4

NG

NG

"armé64". 64fi, "arm": 3211
cpuﬁ@ﬂ?id(mpidr)

0: arm or thumb2; 1: Zfithumb
0: ell/svc; 1: el2/hyp

E - inE ANz Tt
B ricPuRHEEN BRI T —1

MR

/incbin/ ("./amp3.bin") ;

"firmware";
"none";
"arm";
<0x300>;

<0>;

<0>;
<0x05800000>;
<1000000>;
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hash {
algo = "shaz256";

configurations {

default = "conf";
conf {
description = "Rockchip AMP images";

rollback-index = <0x0>;

// EERERMBHEGREME. BrlliiF, EREZAZUIIREF RS,

loadables = "ampl", "amp2", "amp3";

signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "loadables";
i

// Linux CPUMNIBITIRGSIERE:
// (1) BBudelay@ 2K,

// (2) BEpttAREIED, HU-BootMNFERREXHRE, Fli0:

linux {
description = "linux-os";
arch = "arm64";
cpu = <0x000>; // CPUOMIlinux
thumb = <0>;
hyp = <0>;
udelay = <1000000>;

il

-

o description: EHAEE,
o type: ERIAMEFA"firmware'"s
e compression: BAIAfEA "none",

o data: EHFERIR, ZEFREETFamp.itsAIEITERRR,

rk3568 common.h;

e arch: CPU 32/641&=c ARMv7EEEIEE N "arm"; ARMVSEIFEE N "arm64"8]"arm", 9 FIRT

AArch64T{AArch32,

o cpu: CPUREFID, BPmpidr(Multiprocessor Affinity Register), BX{E32MiENwl, fl40:

cpus {
#address-cells = <2>;

#size-cells = <0>;

cpul: cpu@0 {
device type = "cpu";
compatible = "arm,cortex-ab5";
reg = <0x0 0x0>; // mpidr



cpul: cpu@l00 {
device type = "cpu";
compatible = "arm,cortex-ab5";
reg = <0x0 0x100>; // mpidr

o thumb: CPUSSHIE. WMREBLthumbNIEEN1, TNH0,

e hyp: CPUREWIET,

o load: EHFMEHMEITHIIL,

o udelay: BEISERERER (RIER) , FEflus, BiITYUBICPURMMENIEREBREET—
CPU,

o loadables: EBINNHBIAMPEHRINE. BolfiF. FCPU—ERREHBIIN, FZULAMINE
4R,

o linuxTs: AFLinx+tAMPAEE AR, EFEFESEARETHLIWET R HAS.

2. BT 8
// 0xe00 BRI, FRINE
./tools/mkimage -f ./drivers/cpu/amp.its -E -p 0xe00 amp.img
FERERIF—XRU-BootA 2B shEMmkimage T &,
3. FXFE Mamp 73 X
7E parameter.txt 73 XRXHAIEIN "amp" HX , FAFGHEE amp.img,
U-BootZ E#ZMEE Mamp 7 KHAB IR, Biamps? XK K/IMZEREEEE.

4. Bring up

U-Boot IEZRRESTESEMNH B & EFAE AMP 89 bring up, ¥ FECPUEN EZHAMPE 4.
CPUO/12B8LinuxBEEMBHE R :

// EINEEHanp 3EH
### Loading loadables from FIT Image at 7bdbcf80

Trying 'amp3' loadables subimage

Description: rtthread

Type: Firmware

Compression: uncompressed

Data Start: 0x7bdbdd80

Data Size: 311296 Bytes = 304 KiB

Architecture: ARM
Load Address: 0x01800000
Hash algo: sha256
Hash value:
d08db937e4d7bd4125056239154bb30d44a2fcca9e70aal8dead48fabdad838d5
Verifying Hash Integrity ... sha256+ OK
Loading loadables from 0x7bdbdd80 to 0x01800000
### Booting FIT Image FIT: No fit blob
FIT: No FIT image
ANDROID: reboot reason: " (none)"
optee api revision: 2.0

TEEC: Waring: Could not find security partition



Not AVB images, AVB skip
ANDROID: Hash OK

// ERRMEFLinuxEHF
Booting IMAGE kernel at 0x03880000 with fdt at 0x0al00000...

Fdt Ramdisk skip relocation

### Booting Android Image at 0x0387£f800

Kernel load addr 0x03880000 size 21655 KiB

### Flattened Device Tree blob at 0x0al00000
Booting using the fdt blob at 0x0al00000
XIP Kernel Image from 0x03880000 to 0x03880000 ... OK
'reserved-memory' ramoops@110000: addr=110000 size=£0000
Using Device Tree in place at 000000000al100000, end 000000000al2322a

vpl adjust cursor plane from 0 to 1

vp0, plane mask:0x2a, primary-id:5, curser-id:1

vpl adjust cursor plane from 1 to O

vpl, plane mask:0x15, primary-id:4, curser-id:0

vp2, plane mask:0x0, primary-id:0, curser-id:-1

Adding bank (fixed): 0x03880000 - 0x80000000 (size: 0x7c780000)

// Eltk, FrERNEGERMETE, WTFRRARONERAVNERHENCPU,

// EBEEICPUOMILinux (CPULl/2/G40@IELinux/BE)

AMP: Brought up cpu[0] with state 0x12, entry 0x03880000 ...OK
// EZB#BS (cpu3) HampEH
AMP: Brought up cpu[300, self] with state 0x10, entry 0x01800000 ...OK

// LinuxfECPUOEIBIT:

[ 0.000000] Booting Linux on physical CPU 0x0000000000 [0x412fd050]

[ 0.000000] Linux version 4.19.193 (stevenliu@stevenliu) (gcc version 6.3.1
20170404 (Linaro GCC 6.3-2017.05), GNU 1ld (Linaro Binutils-2017.05)
2.27.0.20161019) #5 SMP Mon Sep 13 16:22:51 CST 2021

[ 0.000000] Machine model: Rockchip RK3568 EVB1 DDR4 V10 Board

ERITENME BRIER A MNisICESBIARRE, LUSERRAE,

Charge

HEZRZHF

U-Boot RERIAZFFFREBINGE, RKECSKU T —F.

R RAERIRZ . Display. PMIC. BEI1t. FREIIE. pwrkey. led. CPURINFERIR. Timer,

BEIT%E:
RK809/RK816/RK817/RK818/cw201xo

(=


af://n17814
af://n17815

// HEER

CONFIG DM CHARGE DISPLAY
CONFIG_CHARGE ANIMATION
CONFIG_ DM FUEL_ GAUGE

// 9KEh

CONFIG_POWER FG_CW201X
CONFIG_POWER_FG_RK818
CONFIG POWER FG RK817
CONFIG_POWER _FG RK816

FEEBAEZR:
./drivers/power/charge-display-uclass.c
FEER B IKE]:

// AREERENTREIE, ESRNEE. TBREE., KEEH, RERIHERES.

./drivers/power/charge animation.c
BEIHELR:
./drivers/power/fuel gauge/fuel gauge uclass.c
EBETTIRE):

./drivers/power/fuel gauge/fg rk818.c
./drivers/power/fuel gauge/fg rk817.c // rk809EH
./drivers/power/fuel gauge/fg rk81l6.c

B

charge-display-uclass.c
=> charge_animation.c
=> fuel gauge uclass.c

=> fg rkxx.c

TaER
FZEBERAITF . /tools/images/ BR, TEFTE# resource.img A BER T RIEZR BN,
RiZRIESE 2 Bresource.img ARINEITBERBE R, FEEU-Boot EFIMNEIRITEL,

$ 1ls tools/images/
battery O.bmp battery 1l.bmp battery 2.bmp battery 3.bmp battery 4.bmp
battery bmp battery fail.bmp

Tam<:

./pack_resource.sh <input resource.img> of

./scripts/pack resource.sh <input resource.img>
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TeER:

./pack_resource.sh /home/cjh/3399/kernel/resource.img

Pack ./tools/images/ & /home/guest/3399/kernel/resource.img to resource.img
Unpacking old image (/home/guest/3399/kernel/resource.img) :

rk-kernel.dtb logo.bmp logo kernel.bmp

Pack to resource.img successed!

Packed resources:

rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp
battery bmp battery fail.bmp logo.bmp logo kernel.bmp battery 0.bmp

resource.img is packed ready
FRINERTE U-Boot IRER TEMEEE /Y resource.img, @i hd aa LHIAAR:

hd resource.img | less

00000000 52 53 43 45 00 00 00 00 01 01 01 00 Oa 00 00O 00 |RSCE........c.... \
00000010 0O 00 00 00 OO OO 00 OO0 00 OO OO 00 00 00 00 00 Jeeeeiuieeewnnnenn.

00000400 45 4e 54 52 62 61 74 74 65 72 79 5f 31 2e 62 6d |ENTRbattery 1.bm|
// BR1

00000410 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |Peevevenenennnn. |
00000420 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.ueveweuenennn.. |
X

00000500 00 00 00 00 4d 00 00 00 9c 18 00 00 00 00 00 00 |....M....uen.n.. |
00000510 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ..vveuenenennn.. |
o

00000600 45 4e 54 52 62 61 74 74 65 72 79 5f 32 2e 62 6d |ENTRbattery 2.bm|
// BR2

00000610 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |Peeeveueenennnnn |
00000620 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | .ueveuenenennn.. \

DTS fic &

DTSFEEET &

charge-animation {

compatible = "rockchip,uboot-charge";

status = "okay";

rockchip,uboot-charge-on = <0>; // BEFBU-BootIEH

rockchip,android-charge-on = <1>; // BEHFBAndroidiE

rockchip, uboot-exit-charge-level = <5>; // U-BootZEEBEY, AFANNRIEEE

rockchip, uboot-exit-charge-voltage = <3650>;// U-BootZ N, AFAVINRIEEE

rockchip, screen-on-voltage = <3400>; // U-BootFHE, AFR=RENRME
BE

rockchip, uboot-low-power-voltage = <3350>; // U-BootTLFHMEGHIHNFTEERNE
RKEBE
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rockchip, system-suspend = <1>; // BEXERFANCtrustBRIFEFT (B
ATFZH)

rockchip, auto-off-screen-interval = <20>; // BhKEFEE, B, EKillss
rockchip, auto-wakeup-interval = <10>; // TRER B chiRBERtia], BBadh. MREAN
0&

// BEANEM, WERLKESNREE, —
AT
// EFNRER
rockchip, auto-wakeup-screen-invert = <1>; // REREMENETEES/ KR
}i

FGIRER

Pwrkey &5

o 5237 pwrkey AILIR/K R, KENRZFZHNRINFEE,;
o K% pwrkey AIFHHFHNERS

'fE&D‘J*ﬁfﬁﬁZﬂ’: @it rockchip, system-suspend = <VAL> b o

e VALAO: cpuwfi R, MBI RLIEIMNG, X1Xcpu HNRIIFER;
e VALAI: system suspend 12T, FEATF/OPTEE Z3FAEM. LEkernel W RFREFN, B
SoCHEH N o

ATF/OPTEE % #FU-Boot{RINFEFHIMNRIRARAS : BEEFEENET,
EiRER

1. Bt . /tools/images/ BRTHEF (KA 8bit 3¢ 24bit bmp) , EATHD 1s | sort FWIABER
HEF IR 2R B EEIEEE, #H pack resource.sh BIZAIEE T & # resource.img;
2.8 . /drivers /power/charge animation.c BErEAF EE%*%F&,

/*
* IF you want to use your own charge images, please:

*

* 1. Update the following 'image[]' to point to your own images;
* 2. You must set the failed image as last one and soc = -1 !!!
*/
static const struct charge image image[] = {

{ .name = "battery O0.bmp", .soc = 5, .period = 600 },

{ .name = "battery l.bmp", .soc = 20, .period = 600 },

{ .name = "battery 2.bmp", .soc = 40, .period = 600 },

{ .name = "battery 3.bmp", .soc = 60, .period = 600 },

{ .name = "battery 4.bmp", .soc = 80, .period = 600 },

{ .name = "battery bmp", .soc = 100, .period = 600 },

{ .name = "battery fail.bmp", .soc = -1, .period = 1000 },

// @name:. BEIFMIZFE;

// @soc: BEIFXNAIESE;

// @period. BEFRIFRESE (B ms) ;

/) ER BE—KEEXAR fail BE, BvYsoc=-1"FAXHZE !
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FEEAT

LR AP YT led IEHIEREARERE, FEIFTBEZRNZRF 2 M. FTEBEZ led. FEHIZI
led:

o FEHAIZ led: FEEEMZE, BEET LN E, T2 lod BR;
o FEBTZI led: EBE 100%75 MBS, A ESE= led 1T,

LEiR2 M Led RZ2— N demo, AFIERIER SHEREHRA,
[ay=—R i

CONFIG_LED CHARGING NAME
CONFIG LED CHARGING FULL NAME

X NERE LT TIEE led BY label B, EBSELedET,
Clock
ERZHF
clock IXEAfER clk-uclass HEZRAIARAZE O,
fcE:
CONFIG_CLK
HEZRARED:
./drivers/clk/clk-uclass.c
FARshE:

./drivers/clk/rockchip/. ..

Ax#EO

// ERIERTER
int clk get by index(struct udevice *dev, int index, struct clk *clk);

int clk get by name(struct udevice *dev, const char *name, struct clk *clk);

// {E8E/XFRTEh
int clk enable(struct clk *clk);
int clk disable(struct clk *clk);

// BRE/IREXHMER
ulong (*get rate) (struct clk *clk);

ulong (*set rate) (struct clk *clk, ulong rate);

// EBE/FREXAELL
int (*get phase) (struct clk *clk);

int (*set phase) (struct clk *clk, int degrees);
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B $eda 1L
—HAZFEOPREFHIAL, WTEFIHBANES, HERS

77

E;
=2
]:I

cru: clock-controller@ff2b0000 {
compatible = "rockchip,px30-cru";
assigned-clocks =
<&pmucru PLL GPLL>, <&pmucru PCLK PMU PRE>,
<&pmucru SCLK WIFI PMU>, <&cru ARMCLK>,
<&cru ACLK BUS PRE>, <&cru ACLK PERI PRE>,
<&cru HCLK BUS PRE>, <&cru HCLK PERI PRE>,
<&cru PCLK BUS PRE>, <&cru SCLK GPU>;
assigned-clock-rates =
<1200000000>, <100000000>,
<26000000>, <600000000>,
<200000000>, <200000000>,
<150000000>, <150000000>,
<100000000>, <200000000>;

F—, FEEMIIEhBRIAMIGK: rkclk_init()

ZF G erulRkafiprobe XM rkclk_init () FEAE pll/cpu/bus SREMIEW, SAFEENXIE cru rkxxx.h o
540 RK3399:

#define APLL HZ (600 * MHz)
#define GPLL HZ (800 * MHz)
#define CPLL_HZ (384 * MHz)
#define NPLL HZ (600 * MHz)
#define PPLL HZ (676 * MHz)
#define PMU PCLK HZ ( 48 * MHz)
#define ACLKM CORE HZ (300 * MHz)
#define ATCLK CORE HZ (300 * MHz)
#define PCLK DBG HZ (100 * MHz)
#define PERTHP ACLK HZ (150 * MHz)
#define PERIHP HCLK HZ ( 75 * MHz)
#define PERIHP PCLK HZ (37500 * KHz)
#define PERILPO ACLK HZ (300 * MHz)
#define PERILPO HCLK HZ (100 * MHz)
#define PERILPO PCLK HZ ( 50 * MHz)
#define PERILP1 HCLK HZ (100 * MHz)
#define PERILP1 PCLK HZ ( 50 * MHz)

B, FEEMBMZRIEK: clk_set_defaults()

§3F‘E.‘cru5|2£bprobeﬁ.fﬁ‘é‘z°:‘ﬁﬁﬁ clk set defaults () ﬁ@*ﬁﬂﬁﬂ%cmfﬁ,mm assigned-
clocks/assigned—clock—parents/assigned—clock—rates ?E’EE'\Jiﬁﬁ (Eﬂi%ﬁ@ﬂ%ﬁﬁ) ) TE%Z:
BiBarmifE, NHEM set armclk rate() RNASEMEEarmiE, BESETECPULRM,

BRT cruz g, BERMIMEGE AT LIEECHIprobe BETNAM clk set defaults() , %0 vop.

gmaco

B, BEIRBIHIEH:. cik_set rate()
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REBDIMGIEIRERIIA c1k_set_rate() BCEHSRIRZ,

CPUIRSH
BHI & T AU-BootPIICPURIRIIS BN IB8EFR/ENEY, RETINSINFRED ANT=
£

$—3: CPUERAPLL
cpuFF HIRSIAY SRR |

P cru THEB assigned-clocks BIETE arm BArINE;

H82: cru JEohiprobeBY AR c1k set defaults() IREX (BEFRREE) FBIHarmBIrM=E,
HB3: KW set armclk rate() , REMPE2REM arm BATIAR, HFHEFKHNTEEER
NI, HEFEASZEELIEEIEM, Hu0: arch\arm\mach-rockchip\px30\px30.c ,

int set armclk rate(void)

{
struct px30 clk priv *priv;
struct clk clk;

int ret;

ret = rockchip get clk(&clk.dev);

if (ret) {
printf ("Failed to get clk dev\n");
return ret;

}

clk.id = ARMCLK;

priv = dev get priv(clk.dev);

ret = clk set rate(&clk, priv—>armclk_hz);

if (ret < 0) {
printf ("Failed to set armclk %lu\n", priv->armclk hz);
return ret;

}

priv->set _armclk rate = true;

return 0;

o B4 BE cpuopp-table SIREBER, 7 arm BY regulator T =L requlator-init-microvolt
= <...> IEEnitBE, FRIEBRMENBERELA.

$ =2 CPUEASCMI CLK
fFIGIRK356X, FFHIRIMEEFEAscmilZE1I&BECPUR XS,
cpuFFHUIRSIAY SR I RAZ |

P semi T rockchip,clk-init BIE8%E arm E"".I'L/':Jﬁ\:K

o F2: MIAUBOOTHEITHSCMI, CONFIG CLK SCMIZ%;

o FIE3: LI set_armclk rate() , & E MscmifYdts T3 R FREXEYarm BARSIER, EHH FKH
FEERMIANER, HEFaSZBaRIILFLM, 9. arch\arm\mach-
rockchip\rk3568\rk3568.c ;

#ifdef CONFIG CLK SCMI
#include <dm.h>

/*

* armclk: 1104M:
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* rockchip,clk-init = <1104000000>,

* wvdd cpu : regulator-init-microvolt = <825000>;
* armclk: 1416M(by default):

* rockchip,clk-init = <1416000000>,

* wvdd cpu : regulator-init-microvolt = <900000>;
* armclk: 1608M:

* rockchip,clk-init = <1608000000>,

* wvdd cpu : regulator-init-microvolt = <975000>;
*/

int set armclk rate(void)
{

struct clk clk;

u32 *rates = NULL;

int ret, size, num rates;

ret = rockchip get scmi clk(&clk.dev);
if (ret) {
printf ("Failed to get scmi clk dev\n");

return ret;

size = dev read size(clk.dev, "rockchip,clk-init");
if (size < 0)

return 0;

num rates = size / sizeof (u32);
rates = calloc(num _rates, sizeof (u32));
if (!rates)

return -ENOMEM;

ret = dev_read u32 array(clk.dev, "rockchip,clk-init",
rates, num rates);
if (ret) {
printf ("Cannot get rockchip,clk-init reg\n");
return -EINVAL;
}
clk.id = 0;
ret = clk set rate(&clk, rates[clk.id]);
if (ret < 0) {
printf ("Failed to set armclk\n");
return ret;
}
return 0;

}
fendif

o $IB4: BE cpuopp-table SUFEBER, 7 arm BY regulator TIRIZN regulator-init-microvolt
= <...> }IEEinitEB[E, RIEB RN BEELTA.
SCMI: B CHI17-M FRiER,
=& CPUEASCMI CLK

REZXNXFIE: RAFBRITI B4, cpu MESRIBEERVIRABMIR EE,



GREZ S

U-Boot {EZR S B IRMITHINEIE, EFAEMT soc_clk_dump () AFERITENRHES. Hl0:

CLK: (sync kernel. arm: enter 1200000 KHz, init 1200000 KHz, kernel 800000 KHz)
apll 800000 KHz
dpll 392000 KHz
cpll 1000000 KHz
gpll 1188000 KHz
npll 24000 KHz
ppll 100000 KHz
hsclk bus 297000 KHz
msclk bus 198000 KHz
Isclk bus 99000 KHz
msclk peri 198000 KHz
lsclk peri 99000 KHz

F—ITITENAEX:
e sync kernel : cru JRGhIET clk _set defaults() B2E 7 kernel cru TR NS BRI R BEIME
(arm $AFPRIM) ; BN ERAsync uboot;
e enter 1200000 KHz . HiZk Loader 3 X\ U-Boot AYHY arm 73K ;
e init 1200000 KHz : U-Boot B arm #J3AMSAZ, BN APLL_HZ & X HISE;

o kernel 800000 KHz : SRIT set_armclk rate() FIZET kernel cru TR E assigned-clocks 18
TERY arm 37 ; BNER: "kernel ON/A";

Crypto

Crypto HRIRFE A F LI RANNVMEMIRFEE, BB vIAIV2RNIPARZS,
HESRZ

U-Boot BAINK B cryptofEZRZHF, RK HEEM T —F,

[

CONFIG DM CRYPTO

// 2i%1, BFEMdefconfigBBRINEREX NS,
CONFIG_ROCKCHIP_ CRYPTO V1
CONFIG_ROCKCHIP_CRYPTO V2

TEZRHS

./drivers/crypto/crypto-uclass.c

./cmd/crypto.c
IXTpAS:

// crypto vl:
./drivers/crypto/rockchip/crypto vl.c

// crytpo v2:
./drivers/crypto/rockchip/crypto v2.c
./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c
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RS EE

// 3RBlcrypto:
struct udevice *crypto get device (u32 capability);
// SHA¥EM:
int crypto sha init(struct udevice *dev, sha context *ctx);
int crypto sha update(struct udevice *dev, u32 *input, u32 len);
int crypto sha final (struct udevice *dev, sha context *ctx, u8 *output);
int crypto sha csum(struct udevice *dev, sha context *ctx,
char *input, u32 input len, u8 *output);
// RsAEO:

int crypto rsa verify(struct udevice *dev, rsa key *ctx, u8 *sign, u8 *output);

o EOMFERIESZE:. ./cmd/crypto.c;

o v1Fv2 By SHA EARE: vl BX crypto sha init() FIATLIEBITENHIREEKERS cox-

>length , V2 AHRE;

DTS EcE&
crypto TIRUATE X TE U-Boot dts , FEREA:

o Z¥EA&IH SDK IR dts &5 crypto T, FEUILEEZEEXT|H SDK ER;
 U-Boot B9 secure boot =R E crypto, FEILE U-Boot B 2% crypto ENREFIE,

1. crypto vl BEEE (RK3399 Afl) :

crypto: crypto@ff8b0000 {

u-boot,dm-pre-reloc;

compatible = "rockchip,rk3399-crypto";
reg = <0x0 0xff8b0000 0x0 0x10000>;
clock-names = "sclk cryptoO", "sclk cryptol";

clocks = <scru SCLK_CRYPTOO0>, <&cru SCLK_CRYPTOl>; // AEBEEIEEME, Bik100M

status = "disabled";

}i
2. crypto v2 BEE  (px30 J9f5l)

crypto: crypto@ff0b0000 ({

u-boot,dm-pre-reloc;

compatible = "rockchip,px30-crypto";
reg = <0x0 0xff0b0000 0x0 0x4000>;
clock-names = "sclk crypto", "apkclk crypto";

clocks = <&cru SCLK_CRYPTO>, <&cru SCLK CRYPTO APK>;
clock-frequency = <200000000>, <300000000>; // —MREEIZEIME
status = "disabled";

i

e cryptovl #l v2 BY dts BEBEZEFE T clk FAFRIEE,
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Display
HESRZ I

RK U-Boot BRI #FMEREOEIE: RGB. LVDS. EDP. MIPI #1 HDMI, XFEEMAN CVBS. DP
%, U-Boot 2/RHY logo BIF K H kernel 1R E R T logo.bmp F logo kernel.bmp, Ef1#HITEIE

resource.img £,
XE R BEK:

* 8bit IE 24bit BMP 183 ;

e logo.bmp # logo_kernel.bmp BIE F 3 #HER/N—E;

o XITF rk312x/px30/rk3308 XFETF vop lite EMBIEF, BT VOP AzHHRIKR, M 24bit B BMP
R RIZRGEME, PRUINRAMETHNERMT y ARANSRER, 187 PC HIRARERMT y AR
5B

foE:

CONFIG DM VIDEO
CONFIG DISPLAY

CONFIG_DRM ROCKCHIP

CONFIG DRM ROCKCHIP PANEL

CONFIG DRM ROCKCHIP DW MIPI DSI

CONFIG DRM ROCKCHIP DW_HDMI

CONFIG_DRM ROCKCHIP LVDS
CONFIG DRM ROCKCHIP RGB

CONFIG DRM ROCKCHIP RK618
CONFIG_ROCKCHIP DRM TVE

CONFIG_DRM ROCKCHIP ANALOGIX DP

CONFIG DRM ROCKCHIP INNO VIDEO COMBO PHY
CONFIG DRM ROCKCHIP INNO VIDEO PHY

HEZRAES:

drivers/video/drm/rockchip display.c

drivers/video/drm/rockchip display.h
IXThsC -

vop:
drivers/video/drm/rockchip crtc.c
drivers/video/drm/rockchip crtc.h
drivers/video/drm/rockchip vop.c
drivers/video/drm/rockchip vop.h
drivers/video/drm/rockchip vop reg.c

drivers/video/drm/rockchip vop reg.h

rgb:
drivers/video/drm/rockchip rgb.c

drivers/video/drm/rockchip rgb.h
lvds:
drivers/video/drm/rockchip_lvds.c

drivers/video/drm/rockchip lvds.h

mipi:
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drivers/video/drm/rockchip mipi dsi.c
drivers/video/drm/rockchip mipi dsi.h

drivers/video/drm/rockchip-inno-mipi-dphy.c

edp:
drivers/video/drm/rockchip analogix dp.c
drivers/video/drm/rockchip analogix dp.h
drivers/video/drm/rockchip analogix dp reg.c

drivers/video/drm/rockchip analogix dp reg.h

hdmi :
drivers/video/drm/dw _hdmi.c
drivers/video/drm/dw_hdmi.h
drivers/video/drm/rockchip dw_hdmi.c

drivers/video/drm/rockchip dw hdmi.h

panel:
drivers/video/drm/rockchip panel.c

drivers/video/drm/rockchip panel.h

AxE0

// IR U-Boot logo # kernel logo:

void rockchip show logo(void);

// B bmp ER, BRIZEATREERER:

void rockchip show bmp (const char *bmp);

// B U-Boot HM—LTEET dtb FHENZ.

// BIE kernel logo FIAR/N Hulik, X, crtc WHAENEUMIHENERES,
// RREKMAN BcsH HHEXTERE.

void rockchip display fixup(void *blob);

DTS ficE&

reserved-memory {
#address-cells = <2>;
#size-cells = <2>;

ranges;
drm logo: drm-1ogo@00000000 {

compatible = "rockchip,drm-logo";

// F8bufferAFkernel logoMIFE, B A/NEU-Boot ARIEXR
reg = <0x0 0x0 0x0 0x0>;

b

&route-edp {

status = "okay"; // fEBEU-Boot logoRRINEE
logo,uboot = "logo.bmp"; // 3BEU-Boot logoRmHIEF
logo, kernel = "logo kernel.bmp"; // 38Ekernel logoZTHIEF
logo,mode = "center"; // center: BHE/R, fullscreen:
charge logo,mode = "center"; // center. BHE/R, fullscreen:

connect = <&vopb out edp>; // MRERRER, vopb->edp->panel
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&edp {

status = "okay"; // fEREedp
bi
&vopb |

status = "okay"; // {#fEvopb
bi
&panel |

"simple-panel";
status = "okay";

disp timings: display-timings {
native-mode = <&timing0>;

timing0: timing0O {
}i

i

defconfig

Baif&T RK3308 ZHMUEMF S, U-Boot Y defconfig BERBINZIFE R, RELF dts I ERMEXM
= REEFENE, RK3308 ZERIIBoNRES—LRARKIARZRRER, FEE defeonfig PN TE
4

--- a/configs/evb-rk3308 defconfig

+++ b/configs/evb-rk3308_defconfig

@R -4,7 +4,6 @@ CONFIG SYS MALLOC F LEN=0x2000
CONFIG_ROCKCHIP RK3308=y
CONFIG_ROCKCHIP SPI, RESERVE TRAM=0x0
CONFIG RKIMG BOOTLOADER=y

-# CONFIG USING KERNEL DTB is not set
CONFIG_TARGET EVB RK3308=y

CONFIG DEFAULT DEVICE TREE="rk3308-evb"
CONFIG_DEBUG_UART=y

@@ -55,6 +54,11 @@ CONFIG USB_GADGET DOWNLOAD=y
CONFIG_G_DNI, MANUFACTURER="Rockchip"
CONFIG_G DNL VENDOR NUM=0x2207
CONFIG_G_DNI,_PRODUCT NUM=0x330d
+CONFIG_DM VIDEO=y

+CONFIG DISPLAY=y

+CONFIG_DRM ROCKCHIP=y
+CONFIG DRM ROCKCHIP RGB=y
+CONFIG_LCD=y

CONFIG USE_TINY PRINTF=y
CONFIG_SPL_TINY MEMSET=y
CONFIG_ERRNO_STR=y

XF upstream defconfig o & AR

upstream 43 T —%E Rockchip U-Boot B/RIEEN, BRIFEEZIF RK3288 1 RK3399 N FE !

./drivers/video/rockchip/
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MRBEFERXEWRS), 7JLFTFF CONFIG VIDEO ROCKCHIP, [EBY*[# CONFIG DRM ROCKCHIP,
ERFANIE /0 SDK FRAMNE RN, EENABE:

s YFHNFEMERZOELMA,
« HDMI. DP FEREOTURIERAFMISERBIEE D HE, THERR, ERRRRATHRS,
 U-Boot logo I LA BT E E] kernel logo EEIRFHER;

LOGOR X
BRNREEHSBEHANLOGONER (—RENARELRERN) , alUBTMIML0GOS KL,
RELIE:

o PXFRAEINIHIIALOGOS X

o AFPREBREUEMAXDSEHLOGONXFHNER., EMIY, AREEBRGEREHE
LOGOR XHENR], REEMEMITE, HLOGOD XMEH T, NI EERresource X4 2RI
EF .

LOGORXZHFEN:
MERBIEESMTIRR, MLOGORXNZHFIKE R, FEEEHEIAIAR logo.bmp:

1d30bcc rockchip: resource: support parse "logo" partition picture

MRABEEUWTIRR, LOGONXXZFRKE R B 1BT&ifklogo.bmp, BN AFEIR
logo kernel.bmp. FKER ERE, BR ZEMRES2FTT, IRFEAAEIR,

commit 07£987d8d495380787203e2bc2accd44100e6051
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Sun Dec 8 18:00:37 2019 +0800

rockchip: resource: support parse logo kernel.bmp from logo partition

"logo" partition layout, not change order:

N: the sector count of logo.bmp

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I2deba013d3963c99664c5bfd69693835a46bad8f

Ri&E F 535 7910go.bmpFllogo_kernel.bmp, logo.img FTE &< :

cat logo.bmp > logo.img && truncate -s %512 logo.img && cat logo kernel.bmp >>
logo.img

B A0go.imglEE Fllogo7? X BT, FHLEFEEI"LOGO: "$TEN:

U-Boot 2017.09-g042c01531e-210512-dirty #cih (May 14 2021 - 11:25:03 +0800)

Model: Rockchip RK3568 Evaluation Board
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PreSerial: 2, raw, 0xfe660000

DRAM: 2 GiB

Sysmem: init

Relocation Offset: 7d34f000, fdt: 7b9f8758

Using default environment

dwmmc@fe2b0000: 1, dwmmc@fe2c0000: 2, sdhci@fe310000: O
Bootdev (atags) : mmc 0

MMCO: HS200, 200Mhz

PartType: EFI

boot mode: normal

FIT: No fdt blob

Android 11.0, Build 2021.4, wv2

Found DTB in boot part

// SOTFFTENRBEAL ogo . img? XBYE F #RIEMIREIE,
LOGO: logo.bmp

LOGO: logo kernel.bmp

DTB: rk-kernel.dtb

HASH (c) : OK

AETHIDVFSARE Fkernel, BEIIHI RS FRIEhZBSTIEENG.

AR

U-Boot 12285215 DVFS, AT XIFFLESHBTEINEE, RK SSI T —E DVFES TR RERIE S A
SREIAZEE cpu/dme SAR-BE, BEFFTAHZ DVFS IR, XEREREMVNEA RS/1KEERER#
THHl,

BmREg:

1. T RIREH A FIHEE cpu/dme BISIER-BIE, 1THIRIERIREYY cpu A dme £38, WAIRXGEAP—
£, | dts BBEARE; cpu M dme BYIEHIZRIEE—1FEY;

2. SURIREI =R cpu/dme T35 BY opp table. regulator. clock. thermal zone BY"trip-point-0", FREXSM
X-BEME. RE/MCERERE. ATHESBEFES;

3. & cpu/dme BY opp table BFERE T rockchip,low-temp = <...>T{ rockchip,high-temp = <...>, X TH&E
cpu/dme 5|7 thermal zone Y trip W&, BBA cpw/dme FERIZHIRIEM S ER;

4. XREM%:

e rockchip,low-temp: BRIEEEHE, TR TEMP min R,

« rockchip,high-temp # thermal zone: FREREME, TARA TEMP max ®Rin (MIRZEHEN, =+
i FEHRZHFREHS ZR)

e rockchip,max-volt: AAIFIRENZRESEEE, TERA V_max RT;

5. B{ERRABYANIE:

o MNRBRESTF TEMP_max, HESHZRH]EEEERFE B ERALASNL,
o WMRBEMTF TEMP min, EIAIEE 50mve HIEE 50mv KEHEBEEE V_max, NBEIZEHN
V_max, [FEIBTIESMERFEE 2 1,

6. BRIBIRERIEN AT 2 TMHZIR

o regulator M clk {EZRANIA L TERG, ToRARMHFITVREH BERITRTARE, BEMUEE
board.c X489 board_init()F A ;

o preboot FHER (BIINEEHZE]) BHITRTESE. MR dts TRPISE T "repeat"FEHEX B M
(WFx) , HERTERAAFEEREECH RAEKRATTRERETCEN, BMELRZBMNHE
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TErHRITERRES, HESH BERAZEETCERTREBHRT. NRKE "repeat" FHX/E
M, MHRTEARERREEMERBMARLR, BRi—BTHE repeat B,

E L
JEZR1ES:
./drivers/power/dvfs/dvfs-uclass.c

./include/dvfs.h
./cmd/dvfs.c

IXGH{CHD

./drivers/power/dvfs/rockchip wtemp dvfs.c

AxXE0

// BIT—RavEsKEE

int dvfs apply(struct udevice *dev);

// WMRGFEErepeatBlE, HREFAERETCERNREIRNITIV KK

int dvfs repeat apply(struct udevice *dev);

BA%R

1. BoE fsERE

CONFIG_DM DVFS=y
CONFIG ROCKCHIP WTEMP DVFS=y

CONFIG DM THERMAL=y
CONFIG_ROCKCHIP THERMAL=y
CONFIG USING KERNEL DTB=y

2. $§% CONFIG_PREBOOT:

#ifdef CONFIG DM DVFS

#define CONFIG_PREBOOT "dvfs repeat"
#else

#define CONFIG PREBOOT

#endif

3. kernel dts BB T2 T =

uboot-wide-temperature {

compatible = "rockchip,uboot-wide-temperature";

// EIEW, RREBTEU-BootMEA cpuRS /URERENILERRNELLBINARS,
// BERBRITEOR RS, HEICARERIFEETCENS HREBRR.
cpu, low-temp-repeat;

cpu, high-temp-repeat;

// EIEI, RTEEBIEU-BootMiERMAdncHIRS /(UEERENLLEREMELBHRE,
// BARERITERGERSRE, BESARENFEEETCERNA BEBHRR.
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dmc, low-temp-repeat;

dmc, high-temp-repeat;

status = "okay";
}i

—RIERA T AFERE LIRAY repeat 1HKE M,
meER
| Cpu /Jm IFFHE-J.E&D_F;TEH

Elt}

IS

// <NULL>RIEEIREMRRE
DVFS: cpu: low=<NULL>'c, high=95'c, Vmax=1350000uV, tz temp=88.0'c, h repeat=0,
1 repeat=0

L opu iRzt A SRR ENSEREER:

DVFS: 90.352'c
DVFS: cpu(high): 600000000->408000000 Hz, 1050000->950000 uVv

3 cpu BIERANERENZERRER:

DVFS: 10.352'c
DVFS: cpu(low): 600000000->600000000 Hz, 1050000->1100000 uVv

B3, 3 dnc MASHERER, HaE ERESITEN, FEF1479 dme":

DVFS: dmc: ......
DVFS: dmc (high): ......
DVFS: dmc(low): ......

Efuse/Otp
ERZHF

efuse/otp IXEN{EF misc-uclass.c EMATEZ O, BEBER, efuse/otp —fREE secure F non-secure Z
93o U-Boot &1t non-secure AY3/8], U-Boot SPL $& 1 secure otp FLEXIHATIHIAL,

non-secure A0 & -

CONFIG_MISC
// 2i%1l, FEFBMdefconfigBBRINMEREXINELE,
CONFIG ROCKCHIP_ EFUSE
CONFIG_ROCKCHIP OTP

secure AL E .

CONFIG_SPL_MISC=y
CONFIG SPL_ROCKCHIP SECURE OTP=y

HEZRUES:
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./drivers/misc/misc-uclass.c
IXnpfRg:

// non-secure:
./drivers/misc/rockchip-efuse.c
./drivers/misc/rockchip-otp.c
// secure:

./drivers/misc/rockchip-secure-otp.S

AxXE0

// non-secure:

int misc_read(struct udevice *dev, int offset, void *buf, int size)
// secure:

int misc_read(struct udevice *dev, int offset, void *buf, int size)

int misc _write(struct udevice *dev, int offset, void *buf, int size)

DTS EdE&
LA k3308 JF9fal:

non-secure:

otp: otpR@ff210000 {
compatible = "rockchip, rk3308-otp";
reg = <0x0 O0xff210000 0x0 0x4000>;
bi

secure:

secure_otp: secure_otplOxff2a8000 {
compatible = "rockchip,rk3308-secure-otp";
reg = <0x0 0xff2a8000 0x0 0x4000>;
secure_conf = <0xff2b0004>;
mask addr = <0xff540000>;

i

AR

non-secure 7~ {7l:

char data[10] = {0};

struct udevice *dev;

/* retrieve the device */
ret = uclass get device by driver (UCLASS MISC,
DM GET DRIVER (rockchip otp), &dev);
if (ret) {
printf ("no misc-device found\n");

return 0;

misc read(dev, 0x10, é&data, 10);
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secure ;<31

char data[10] = {0};
struct udevice *dev;

int i;

dev = misc_otp get device (OTP_S);
if (!dewv)
return -ENODEV;

for (i = 0; i < 10; i++)

datal[i] = i;

misc_otp write(dev, 0x10, &data, 10);
memset (data, 0, 10);
misc otp read(dev, 0x10, &data, 10);

FXis
Secure-OTP R AME R XIHRE , BIEKIFESENX:  (Rockchip OTP FFEIEF)

Ethernet

HERSZ Y
HESRARED:

./net/*
./drivers/net/*

./drivers/net/phy/*
IXThAS:

./drivers/net/designware.c
./drivers/net/dwc_eth gos.c

./drivers/net/gmac_rockchip.c

menuconfig L&

o IXGHECE
Rockchip AKMIREHE REIREN, WRIIREHRIEZFEFEER], 155E HNXIRAY sdk config AL E,

// designware:
CONFIG DM ETH=y
CONFIG _ETH DESIGNWARE=y
CONFIG_GMAC_ ROCKCHIP=y

// dwc_eth gos:
CONFIG DM ETH=y
CONFIG DM _ETH PHY=y
CONFIG_DWC_ETH Q0S=y
CONFIG_GMAC ROCKCHIP=y

FIb dwe_eth qos IREHEEALE nocache memory, BE RV1126:
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diff --git a/include/configs/rv1126 common.h b/include/configs/rv1126 common.h
index 933917£3f0..9d70795fb8 100644

--- a/include/configs/rv1126_ common.h

+++ b/include/configs/rv1126 common.h

@@ -50,6 +50,7 @@

#define CONFIG_SYS_SDRAM BASE 0
#define SDRAM MAX SIZE 0x£d000000
+#define CONFIG_SYS NONCACHED MEMORY (1 << 20) /* 1 MiB */

#ifndef CONFIG_SPL_BUILD

e cmd icE
SEMIHREFIECE L,

Command line interface ---> Network commands --->

] bootp, tftpboot

] tftp put

] tftp download and bootm
] tftp download and flash
] tftpsrv

] rarpboot

=¥= elagp

-*- pxe

[ 1] nfs

-*- mii

-*- ping

[ ] cdp

[ 1 sntp

[ ] dns

[ 1 linklocal
[

ethsw

RS
. BIEGHIAKIED

void net init(void);
int eth register(struct eth device *dev);

int phy init(void);
o REEMHED

int eth register(struct eth device *dev);

int phy register (struct phy driver *drv);

o WEHIERTE M phy 5
U-Boot VB A FEEoHAMA, KEXAFEERIEOAN, RELMAZSE NetLoop().
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int eth send(void *packet, int length);

int eth rx(void);

int phy read(struct phy device *phydev, int devad, int regnum);

int phy write(struct phy device *phydev, int devad, int regnum, ulé val);

DTS fic &

DTS T s 5 kernel —1%, TEXFMNEUTIRFEXNE MRS

 phy #ZOFCE (phy-mode)

o phy E{iftl5 & {iBY[8](snps.reset-gpio) (snps,reset-delays-us)

o FHXYEITRIBSFREGI L 75 [ (clock_in_out)

o BYFRIEIE SMZEIG E (assigned-clock-parents) (assigned-clock-rates)
e RGMII Delayline, RGMII#Z#AFEE (tx_delay) (rx_delay)

&gmac |
phy-mode = "rgmii'";
clock in out = "input";

snps, reset-gpio = <&gpio3 RK PAO GPIO ACTIVE LOW>;
snps,reset-active-low;

/* Reset time is 20ms, 100ms for rtl8211f */

snps, reset-delays-us = <0 20000 100000>;

assigned-clocks = <&cru CLK_GMAC_SRC>, <&cru CLK_GMAC_TX RX>, <&cru
CLK_GMAC ETHERNET OUT>;

assigned-clock-parents = <&cru CLK GMAC SRC M1>, <&cru RGMII MODE CLK>;

assigned-clock-rates = <125000000>, <0>, <25000000>;

pinctrl-names = "default";

pinctrl-0 = <&rgmiiml pins &clk out ethernetml pins>;

tx delay = <0x2a>;

rx _delay = <0xla>;

phy-handle = <&phy>;
status = "okay";
}i

Rl
HERANREH S

e DHCP

Usage:
dhcp [loadAddress] [[hostIPaddr:]bootfilename]

FERAXEZENY, MAREIKE serverip, ipaddr, MK gateway T o
% dhep BIIM dhep BRSS 238 EEEF ip #thikfE, HELSM hostTPaddr i3k, LA tftp B75 TNIRENC 4o
100M IFiE:

=> dhcp 0x20000000 192.168.0.100:kernel.img
ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done
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BOOTP broadcast 1

DHCP client bound to address 192.168.0.106 (2 ms)

Using ethernet@ffc40000 device

TFTP from server 192.168.0.100; our IP address is 192.168.0.106

Filename

'kernel.img'.

Load address: 0x20000000

Loading:

done

FHEHHEHH AR AR A AR AR A A A A A R R R 1 4
FHAFHE A AR A A A A R A A R
FHEH AR AR A A A A A R
FHE AR AR A AR R A A R A R R R R R 1 4
FHEFFEHHHEHH AR A H AR A A A A A R R R 1 4
FHAFH A H A A A A A R A R R R R R
FHEH AR AR AR A A A A R R A R R R A
FHEHH AR AR A AR A A A A A A R R R R 1 4
i
FHAFH A H A A A AR R R R R
FHE AR AR A AR A A A A A A A R R R R R R
FHEHHEHHH AR H AR FH A H A H AR AR A A A A R R R R 1 4
FHAFHE AR A A A R A A R
FHE AR AR A A R A A R A A R R A
FHEH A AR A AR A A A A R R R 1 4
FHEHFE A A AR A AR A AR A A A A A R R R R 1
FHAFH AR H A A AR A R R A R A R R
FHE A AR A AR A A R A R A A R R R R R
FHEHHE R H AR AR AR AR A A R A R R R R 1 4
FHAFHE AR A R R A R A
1.5 MiB/s

Bytes transferred = 19054084 (122be04 hex)

e PING

=> ping 192.168.0.1

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done
Using ethernet@ffc40000 device

host 192.168.0.1 is alive

e TFTP

1000M IFIR :

Usage:

tftp [loadAddress] [[hostIPaddr:]bootfilename]

WE BT

= [P it

=> setenv ipaddr 192.168.1.101
=> setenv serverip 192.168.1.100

=> tftp kernel.img 0x20000000

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done
Using ethernet@ffc40000 device
TFTP from server 192.168.1.100; our IP address is 192.168.1.101

Filename

'kernel.img'.

Load address: 0x20000000

Loading:

i sssssssstssttttttttsttttsttatttntttttttatatpdstatpddddddddii



FHAFHEH A AR A A A R A A R A
FHFH AR A R R R
FHEF A S H A AR A A R R
E R
ETR i
FHEH AR A A R R
E i
FHEHHE A AR A A A A A R
FH AR R R R R
FHEF A H AR AR A A R R
E R
FHAFH A H A AR A A R A A R A R A
FHEH AR A R R R
E i
R
FHAH A AR AR A R R R
FHEH AR A A R R
E R i i
FHAFHE AR A A A R A A R
FHEH AR A R R R
FHEFHHAHE A

12.2 MiB/s

done
Bytes transferred = 20275220 (1356014 hex)

PSR PEHEE
1. EHFE, BRNETEL AR

o EERNIRBHAIEREIRX;

o MRZBEMEN, HIANXERIRE;
o TFTP fREZFBEEETIEM;

H LR 23AY TFTP IHRER B XF,

2. AREDIAIRE, —RRSRR, EEMIALTI A

o pinctrl BB R EBIEH. HMEHRX pin B9 iomux 1 IREHREREIEMR, AL dump HHXFERER
ZIEREE—H, KERERAT, EIMETE %TV\VF?E'\Jlﬂf%ﬁiﬂ U-Boot B9
o clock iRERTIEM. NHEENKEENMM—L, TEBRESMEL, IR, UKRN#HAR,
KEBDEFEI7E CRU BEm, ‘@ﬁ?ﬂ?ﬁﬂ’ﬂ:mﬁ%ﬁﬁﬁﬁ%ﬁﬁ GRF, E#rIL dump HAXFF2R 5K
ZHEERES —,
« PHY Efiffl, FERNEMUMIERTIEW, UNKEMETEERE PHY NEXK,
Gpio
S
GPIO IXThfEF gpio-uclass HEZRFNHRERE O,
&

CONFIG DM GPIO
CONFIG_ROCKCHIP GPIO

REZRARD:
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./drivers/gpio/gpio-uclass.c
IXnpfRg:
./drivers/gpio/rk gpio.c

DM#EO

DM #EEEO. AP ®IUEE struct gpio desc A BEVAIRRlgpio, EFFERMIIEE,

// ERE/RERGPIO
int gpio request by name (struct udevice *dev, const char *list name,
int index, struct gpio desc *desc, int flags);
int gpio_request by name nodev(ofnode node, const char *list name, int index,
struct gpio desc *desc, int flags);
int gpio request list by name(struct udevice *dev, const char *1list name,
struct gpio_desc *desc list, int max count, int
flags);
int gpio request list by name nodev (ofnode node, const char *list name,
struct gpio desc *desc list, int max count,
int flags):;

int dm gpio free(struct udevice *dev, struct gpio desc *desc)

// EBBGPI0A M. @flags: GPIOD IS _ouT (4itH) # cprop 1s 1N (B&IN)
int dm gpio set dir flags(struct gpio desc *desc, ulong flags);

// RE/IREIGPTORF
int dm _gpio_get_value (const struct gpio_desc *desc)

int dm gpio set value(const struct gpio desc *desc, int value)

eI Bk
dm_gpio get value () BYIR[EME R RactiveRZS, MIERFHETE. Hlu0:

e gpios = <&gpio2 RK_PD0 GPIO_ACTIVE LOW>, {REFEHREEN 1, SEFRN 0.
e gpios = <&gpio2 RK_PD0 GPIO ACTIVE HIGH>, {EEEFEIRENEN 0, SEFEA Lo

dm_gpio_set value() HIB¥valuetbZFE)IE, 1: atcive, 0: inactive,
Legacy#&

RAEORE, ZEOXBTEZHAIHU-BootlIAPI, REAIPAYSLINAFILREDMIESS, EITINE
Y struct gpio _desco INRERTAE, MDMMSINENIRES EHA#HE,

int gpio_request (unsigned gpio, const char *label)
int gpio free(unsigned gpio)

int gpio direction input (unsigned gpio)

int gpio direction output(unsigned gpio, int value)
int gpio_get value (unsigned gpio)

int gpio_set value(unsigned gpio, int value)

egpio EREEHGPIOR32 M pin, TP bankE8 M pinAIMEITESEIRY, F90:
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gpio0 a7 (0 * 32) + (0 * 8) + 7 =17
gpiol b6 = (1 * 32) + (1 * 8) + 6 = 46
gpio3 c2 = (3 * 32) + (2 * 8) + 2 = 114

Gvalue : BRENER LM dm gpio FEBIRIEO—H

Interrupt

ERXZF

U-Boot [RAERIDEHE RHIHESS, RK B M T —EBRFIIF GICv2v3, BRIAERE,
SRl

e Pwrkey: U-Boot ZREBEY CPU 2 NRINFEREE, FE@iIPwrkey RUIMIREE CPU;
e Timer: U-Boot ZEEBFMIX B = E Timer HHHT;
 Debug: ffi#E CONFIG ROCKCHIP DEBUGGER i IhAE;

[

CONFIG_IRQ
CONFIG_GICV2
CONFIG GICV3

E2R1LFS:

./drivers/irq/irg-gpio-switch.c
./drivers/irqg/irg-gpio.c
./drivers/irq/irg-generic.c
./drivers/irqg/irg-gic.c
./drivers/irqg/virqg.c

./include/irg-generic.h

AxE0

// CPUZHIFRETFFX
void enable interrupts(void);

int disable interrupts(void);

// GPIO¥HRALHHTS

int gpio to irg(struct gpio desc *gpio);

int phandle gpio to irqg(u32 gpio phandle, u32 pin);
int hard gpio to irg(unsigned gpio);

// ER/RERR RS EE
void irg install handler (int irqg, interrupt handler_t *handler, void *data);

void irg free handler (int irq);

// fERE/ KA
int irg handler enable (int irq);

int irg handler disable (int irq);

// HERARA KR

int irg set irqg type(int irqg, unsigned int type);
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i IRQ

o WEIRUBAPETSHIMITTEIRIMNEER, HII0: pwm, timerFo
* GPIO B9 pin BRZBIRIZEEMHERS, FEMIMLIEFIRE,

—#5 3 #AEIE GPIO B pin RS :
(1) fEN struct gpio_desc EEALhN

// WHERUSEfdtsEEE, WRRIE. B,
int gpio_to irg(struct gpio desc *gpio);

SEfl:

battery {
compatible = "battery,rk817";
dc_det gpio = <&gpio2 7 GPIO ACTIVE LOW>;

struct gpio desc dc_det;

int ret, irg;

ret = gpio_request by name nodev (dev_ofnode(dev), "dc det gpio", O,
&dc_det, GPIOD IS IN);
// AT THIEE, EEREEHET
if (!ret) |
irqg = gpio to irqg(&dc det);
irq install handler(irg, ...);
irqg set irqg type(irqg, IRQ TYPE EDGE FALLING) ;

irg handler enable(irq);

(2) &N gpio B9 phandle # pin

// WHRERILEhSHEfdtsEBRE, WRRE. A,
int phandle gpio to irg(u32 gpio phandle, u32 pin);

Bl (k817 BIHRERS IR GPIOO_A7) :

rk817: pmic@20 {
compatible = "rockchip, rk817";
reg = <0x20>;

interrupt-parent = <&gpio0>; // "&gpioO": }BMgpio0TmHY
phandle;
interrupts = <7 IRQ TYPE LEVEL LOW>; // "7": pinfil;

u32 interrupt[2], phandle;

int irqg, ret;

phandle = dev _read u32 default (dev->parent, "interrupt-parent", -1);



if (phandle < 0) {
printf ("failed get 'interrupt-parent', ret=%d\n", phandle);

return phandle;

ret = dev_read u32 array(dev->parent, "interrupts", interrupt, 2);
if (ret) {
printf ("failed get 'interrupt', ret=%d\n", ret);

return ret;

// AT RBIEER, EEREEHE

irqg = phandle gpio to irqg(phandle, interrupt([0]);
irg install handler (irq, pwrkey irqg handler, dev);
irg set irqg type(irqg, IRQ TYPE EDGE FALLING) ;

irqg handler enable(irq);
(3) 3RHFERE gpio

// WHEEEREIEE gpio, FAM gpio WIAUBIFHNERERAIT, FBRE, FERINER.
int hard gpio to irg(unsigned gpio);

5Bl (GPIOO A0 ERIEFHE) -

int gpio0_al0, irg;

[/ RTTRGIER, BEREEHE

gpio0 a0 = RK _IRQ GPIO(RK GPIOO, RK PAO);
irg = hard gpio to irqg(gpio0_a0);

irqg install handler(irg, ...);

irqg handler enable(irq);

12C

EZR ST 4%

i2¢c IXEN{ER i2c-uclass MEZEMARAEZE O,
BoE:

CONFIG DM I2C
CONFIG_SYS_I2C_ ROCKCHIP

LD
./drivers/i2c/i2c-uclass.c
IXopfRg:

./drivers/i2c/rk_i2c.c
./drivers/i2c/i2c-gpio.c // gpiot&lizci@Ml, BaiAARE
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RS EE

// i2c BE
int dm i2c read(struct udevice *dev, uint offset, uint8 t *buffer, int len)
int dm i2c write(struct udevice *dev, uint offset, const uint8 t *buffer, int

len)

// X EEEORER
int dm i2c_reg read(struct udevice *dev, uint offset)

int dm i2c reg write(struct udevice *dev, uint offset, unsigned int val);

I10-Domain
ERZF
U-Boot 1EZRERIAEEXT i0-domain B9%#F, RK BEEEM T —F,

foE:

CONFIG IO DOMAIN
CONFIG ROCKCHIP IO DOMAIN

HEZRACRD
./drivers/power/io-domain/io-domain-uclass.c

K=
./drivers/power/io-domain/rockchip-io-domain.c

S
void io domain init (void)
RPAZEZEXHEMA io_domain_init() , AFBEABLAREERIT, U-BootlEZR%BiN#II81K.
Key
HESR ST 5
U-Boot HEZRENINR B ZHHEZRINEE, RK BHESEM T —ERBESR,

SCIRARI -

o FREIRHEESET kernel f U-Boot BY DTS $87E, U-Boot A hard code B T E X IR ;
o U-Boot fL55EK kernel dts FHYIZHE, WAZIBEEK U-Boot dts FPEIFEHE,

e U-Boot disBIEX T HREER,

s MRAFREFEMRGIZBEEN, BRI EHkernelFIU-Bootddtso

foE:
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CONFIG DM KEY
CONFIG_ RK8XX_ PWRKEY
CONFIG_ADC KEY
CONFIG _GPIO KEY
CONFIG_RK_KEY

HEZRAUHS:

./include/dt-bindings/input/linux-event-codes.h
./drivers/input/key-uclass.c
./include/key.h

IXTpAS
./drivers/input/rk8xx pwrkey.c // ZFFPMICHYpwrkey (RK805/RK809/RK816/RK817)
./drivers/input/rk_key.c // f¥Fcompatible = "rockchip, key"
./drivers/input/gpio_key.c // Z¥compatible = "gpio-keys"
./drivers/input/adc_key.c // Z¥compatible = "adc-keys"

pwrkey R ARBT A RIRGI, HFR gpio R IHH RWIRFo
Mx#=O
#O:
int key read(int code)
code EEX :
/include/dt-bindings/input/linux-event-codes.h

R[EE:

enum key state {

KEY PRESS_NONE, // FRERER (RERMIZR) SIFREKE (RTFHEREK) ;
KEY PRESS_DOWN, // —RFTEBER BRT->8R ;

KEY PRESS_LONG_DOWN, // —RFEEMKIR (RILUFER) ;

KEY NOT EXIST, /] BBEREFE

i

KEY_PRESS_LONG_DOWN ZRIABTH 2000ms, BETIR AT U-Boot ZEEBAY pwrkey KIZEM,
#define KEY LONG_DOWN MS 2000

PENI

int ret;

ret = key read(KEY VOLUMEUP) ;
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Led
EZRSZ §F

Led IXEH{E R led-uclass.c {EZRFIFR/EZE O,
foE:

CONFIG_LED GPIO
HEZRRT

drivers/led/led-uclass // BRIAGmIE
IXmh RS

drivers/led/led gpio.c // %#F compatible = "gpio-leds"

AxXE0

// 3RBled device
int led get by label (const char *label, struct udevice **devp);
// RE /R ed kTS
int led set state(struct udevice *dev, enum led state t state);

enum led state t led get state(struct udevice *dev) ;
// 7B, BRIRMEBSRENEI

int led set period(struct udevice *dev, int period ms);

DTS T
U-Boot Y led_gpio.c THREAEXSEIER, RAFHT led TR TRY 3 NEME:

o gpios: led IFHI5 [ HIFIBRRE;
o label: led BF;
o default-state: EFRINIKE, XN probe NSWIZE

leds {
compatible = "gpio-leds";
status = "okay";
blue-led {
gpios = <&gpio2 RK PAl GPIO ACTIVE LOW>;
label = "battery full";
default-state = "off";

i

green-led {
gpios = <&gpio2 RK_PAO GPIO ACTIVE LOW>;
label = "greenled";
default-state = "off";
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Mtd
MTD (Memory Technology Device) BIRTFIR A&, #FH [ nand. spinand. spinoro

HESRZ I

CONFIG_MTD=y
CONFIG_CMD MTD=y

ax#E0

EREEOWT:

struct mtd_info *get_mtd_device_nm(const char *name) ;

int mtd read(struct mtd info *mtd, loff t from, size t len, size t *retlen,
u_char *buf);

int mtd write(struct mtd info *mtd, loff t to, size t len, size t *retlen,
const u_char *buf);

int mtd erase(struct mtd info *mtd, struct erase info *instr);

int mtd block isbad(struct mtd info *mtd, loff t ofs);

int mtd block markbad(struct mtd_info *mtd, loff t ofs);

fERRG
spi nor MNFE 55

LA flash offset 0x400000 byte. 0x800 bytes FREEIP7FEHE 0x4000000 S35 :

#include <mtd.h>
#define MTD_ SPINOR NAME "nor0"

static int mtd demo (void)
{
char *mtd name = MTD SPINOR NAME;
struct mtd info *mtd;
size t retlen, off, size;
u_char *des buf;

int ret;

mtd = get mtd device nm(mtd name);
if (IS_ERR OR NULL (mtd)) {
printf ("MTD device %s not found, ret %$1d\n",
mtd name, PTR ERR (mtd)) ;
return CMD RET FAILURE;

des buf = (u_char *)0x4000000;

off = 0x4000000;

size = 0x800;

ret = mtd read(mtd, off, size, &retlen, des buf);
if (ret || size != retlen) {
pr_err("mtd read fail, ret=%d retlen=%1d size=%1d\n", ret, retlen,

size);
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return ret;

Nand {5
=1V
o &3 drivers/mtd/nand/nand _util.c, ERABFRIAFIAIE/S /I1RERZEO

o WTFHIEERIN—RTEETH (BESXLEGTHIEE/L T 2KB) , AILIEEMEM MTD_BLK
BXED, MERMIZIEOSFM flash BIZFER

Mtd_blk

RK &It T7TEF MTD #0089 MTD block /B, Z#FH O nand. spinand. spinor, 7EMXIRZEY MTD block
1% AZFFERNAY block # .

e

o BN sector, BN 512B
o TILEREIEKRNEIEE Z REPIIBIREWEITRIAY flash block, FRANT FEXBIMENTITRHUNR
FERIZZE OB =M flash A&

EZR ST 45
U-Bootft & :

// MTDIREf
CONFIG_MTD=y
CONFIG CMD MTDPARTS=y
CONFIG_MTD DEVICE=y

// MTD blocki&&EIKzEh
CONFIG_CMD MTD BLK=y
CONFIG MTD BLK=y

// Hfthhandi&&WR&ficonfig

CONFIG_MTD=y
CONFIG CMD MTDPARTS=y
CONFIG_MTD DEVICE=y
CONFIG_SPL_MTD SUPPORT=y

// Hftinandi&&WRfconfig

HEZRAED

drivers/mtd/mtd-uclass.c
drivers/mtd/mtdcore.c
drivers/mtd/mtd_uboot.c
drivers/mtd/mtd blk.c
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Wap A& MEBISRIRE, EREEEOEET MTD B
GBS

unsigned long blk dread(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, void *buffer)

unsigned long blk dwrite(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, const void *buffer)

Optee Client

U-Boot?EARM TrustZone 2 /& FNon-Secure World, FEGBIOPTEE ClientA 8EiARI R £ E R,
ERZHF

U-Boot 1EZRERINEHE ZFFOPTEE ClientIJiE, RK BEXM T —%.

[

// BfERE
CONFIG OPTEE CLIENT

// |BFEEEA, 1 RK312x. RK322x. RK3288. RK3228H. RK3368. RK3399
CONFIG_OPTEE V1
// HFAER, W RK3326. RK3308

CONFIG_OPTEE V2
// H eMMC BY RPMB AEEFRRMAIMABIEE, BlE@Hsecurityn X!
CONFIG OPTEE ALWAYS USE_SECURITY PARTITION

MEZRFNIRTN
lib/optee clientApi/
B 358
fEARB trustimg BASF TA TheE, BN EIROPTEE Client3 B,

#EO3EA

Optee client IXFATE lib/optee client BFE T, Optee Client Api i55%E (TEE Client API Specification-
V1.0 _c.pdf) o
TEMAULA: https:/globalplatform.org/specs-library/tee-client-api-specification/

E T Optee IETARIINEE, RKTEOptee clientEFi 2 TER RN ETATIRERZEO, EOJRIER
lib\optee clientApi\OpteeClientInterface.c, ERNIEEE LY

include\optee include\OpteeClientInterface.ho
TEXER S APLHITIR A,

SR

MTEOESFAENERY: BSEFEAENET,
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trusty read vbootkey hash ()

trusty write vbootkey hash()
trusty read vbootkey enable flag()
trusty write oem otp key()

trusty oem otp key is written()
trusty set oem hr otp read lock()

trusty oem otp key cipher ()

R[EE

ELHFHINEE, LU TFAPIRVIR[ENE, MRS {TEE Client API Specification-V1.0 c.pdf) =)
Return Codes B,

trusty_read_vbootkey_hash
uint32 t trusty read vbootkey hash(uint32 t *buf, uint32 t length);

Thie

JEEXOTPZH eFuse Hsecure boot public keyHJhash{Eo
Secure boot*ﬁ?éi%ﬁﬁ, i Rockchip Developer Guide Secure Boot Application Note EN XA,

%

e [out] buf - ¥ EIXEYWhash buffer
e [in] length - FAFKE, BEAELIFIBHEERKE Usecure boot XA, KEUword (32bits) HE

filo

trusty_write_vbootkey hash
uint32 t trusty write vbootkey hash(uint32 t *buf, uint32 t length);

Ihge
EOTPZHeFuseH Hsecure boot public keyfJhash{E, [ElBf{#E§Esecure boot flag, FFBsecure boot,

Secure bOOt*E*'\LHEH, i Rockchip Developer Guide Secure Boot Application Note EN A,
28

e [in] buf - FE 5 NHhash buffer
e [in] length - FAFBKE, EEZIHNEHEEEKE Usecure boot XX, KEword (32bits) FE
filo

trusty_read_vbootkey enable_flag

uint32 t trusty read vbootkey enable flag(uint8 t *flag);

Thie

1% secure boote BB E.

Secure boot’HXtER, L Rockchip Developer Guide Secure Boot Application Note EN X1,
B8

e [in] flag - 1 Byte, 13RI F/Zsecure boot, 0FRIRKH o
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trusty_write_oem_otp_key

uint32 t trusty write oem otp key(enum RK OEM OTP KEYID key id,
uint8 t *byte_ buf,
uint32 t byte len);
Thie

HBEAX ZAS FIHEE RYOEM OTPX 1,
OEM OTPHYAEXR4FMIER, W Rockchip Developer Guide OTP CN X,

%

e [in]key id - HESMkey id, BRIAZFFRrRK 0EM 0TP KEYO - 3 H4NEEE, XFFrvl126/v1109, F
HhZHkey id}I RK OEM OTP KEY FW FIZEEH
RK_OEM OTP KEY FW . Boot ROMf#EZ loaderAt FHAYZZ A, trusty oem otp key cipher EO%
FRAX N EAEM SEIRINARZ S E #if 2 kernel image

o [in] byte buf - BEXXZ$A

e [in] byte len - BAXZEAKE, XFF rRK OEM OTP KEY FW, byte lenf¥Z#F16, XFHMZRA,
byte_lensz#¥16. 24. 32

trusty_oem_otp_key_is_written

uint32 t trusty oem otp key is written(enum RK OEM OTP_KEYID key id, uint8 t

*value) ;

Thie

HERTFAR T ELS NEEROEM OTPXIH,
OEM OTPRYAEXR4FMIEA, W Rockchip Developer Guide OTP CN X1,

%

e [in] key id - HEEWkeyXIHZR5|, BAIAZHRFrRK 0EM 0TP KEYO - 3 H4PEEH, WF
v1126/rv1109, EiSbZFkey id/I Rk oEM 0TP KEY Fw HIZEEH
e [out] value - HIIRBELXE AW, 1RTEEAN, 0RTEKE o

BEE
L3R [B]{E F#define TEEC_SUCCESS 0x000000008¢, valuefEA B E X

RK3588F B iE =¥ Mrkey id@ T #Hlock, EXT key id#lockNl==iR[E] #define
TEEC_ERROR_ACCESS_DENIED 0xFFFF0001f&1%,

trusty_set_oem_hr_otp_read_lock

uint32 t trusty set oem hr otp read lock(enum RK_OEM OTP_KEYID key id);

Thie

REHEOEM OTPX Ffread lockiTs, REMINGE, ZKEZEIETEHE, HEZXKEEBNEHIECPU
BEARDEE, A@E trusty oem otp key cipher EABHAZEH,
OEM OTPRYME X454 15BA, T Rockchip Developer Guide OTP_CN MiH,
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s
e [in] key id - FEi&EMkey id, Z3F RK OEM OTP KEY0 - 3

trusty_oem_otp_key cipher
uint32 t trusty oem otp key cipher (enum RK OEM OTP KEYID key id,
rk cipher config *config,
uint32 t src_ phys addr,

uint32 t dst phys addr,
uint32 t len);

Thge
ZEFEOEM OTPRIHBIE A, HAfTcipherBRITH,
B8

o [in] key id - HEEHMkey id, BRIAZHFrK 0EM 0TP KEYO - 3, XFFrviI26/v1109, EASMZHF
RK_OEM OTP KEY FW

e [in] config - BiA. X, B, ivE
BIETIFAES, SM4
B ZHFECB/CBC/CTS/CTR/CFB/OFB

FHRKELIF16. 24, 32 Bytes, Farv1109/v1126FFE, BHEKENZIFI6. 32, Hkey idA
RK_OEM OTP KEY ruw BYEEAKENZHFI6

e [in] src_phys_addr - it E#IEMbufferitiilt, ZRF5dst phys addriB@, BISZiFRMNINARE
e [out] dst_phys addr - i+E4ERMbufferttiiit, Z3FS5src phys_addriB[F
o [in] len - 3 NF0%8 HH #3BbufferfYByte 1K &, ERSFTARARIblockXTFF

HERTE

U-Boot 5 Optee BERHMIEZTHRERLZNEFR, AP L@ TEEC AllocateSharedMemory () FAIE
HERE, ERNTED IM. ZBSNENIEMIEHTEZRLE, ERATHFRAR
TEEC_ReleaseSharedMemory () BHREZERE,

Mk
ER . MiIXL27FETNEE. U-Boot 85 <1T:
=> mmc testsecurestorage

ZWRX A EIRNAZ2F#EREThEE, SHEMHER emme BHEMIR rppmb 5 security XL LF
fEA N, HEMEE nand BRI security 7 XL 2 Fi#,

B REHIRFTED

o ZBEHE emmc FE nand . LENERE U-Boot ELETR/VERE, HEFGHESHRIT.
"TEEC: Could not find device"
o EHEIE security B X, HZBRPMBRIFER, FETE parameter.txt FE X security 53X,

"TEEC: Could not find security partition"
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o FE—IRMER security 5 XFHITRELTEMHE security 57 XEUBHIEEE LB = HINZITEN,
"TEEC: verify ([%d] fail, cleanning ...."
. REFHHNTEIFRE, BREEMENHIBERESE AR, HEZAIFHETAKENHIBEZERR,

"TEEC: Not enough space available in secure storage !"

PCle
F&NH
HIATE u-boot BENEYME NN EXRZFE PCle, FHARULMER dts BRE

1 ERBhE&EBN NVME, FEREWIGN, FREELENHEX NVME A, Fill PCle REEFER u-
boot BY dts ECE

2. MERBhSHE, NZRHN-RFIRE, RIFBORYIEN, BT u-boot 1B SZFHHEF kernel dtb, Ff
LUER boot.img AT kernel dtb FECE

3. u-boot BT E& PCle RC F3EM mem 32bits range, FIEF mem 64bits-pref Z[8]

ST
HEZRACHD:

./drivers/pci/*

./drivers/phy/*
XEph e

drivers/pci/pcie dw_rockchip.c

drivers/phy/phy-rockchip-snps-pcie3.c

menuconfig AgE :
o KnhEcE

Rockchip PCIIRENH 8121 FHF BiEEHpcie dw_rockchip.cXHFHFcompatible/E M, INRITIREHAVIEF
B[, BESERNIXIMN sdk config ELE.

CONFIG DM REGULATOR GPIO=y
CONFIG DM REGULATOR FIXED=y
CONFIG_PCI=y

CONFIG DM PCI=y
CONFIG DM _PCI_COMPAT=y
CONFIG_PCI_PNP=y

CONFIG_PCIE_DW ROCKCHIP=y

CONFIG PHY ROCKCHIP SNPS PCIE3=y
CONFIG_PHY ROCKCHIP NANENG COMBOPHY=y
CONFIG_PHY=y

CONFIG CMD PCI=y

/ /AN Me 1

CONFIG_NVME=y

CONFIG_CMD NVME=y

// FIIPCIe USRI
CONFIG_USB_XHCI PCI=y
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//#NEmbedded DTB %#¥, IEMEmbedded DTB XIFEHEBEANST KA
CONFIG EMBED KERNEL DTB ALWAYS=y
CONFIG_SPL FIT IMAGE KB=2560

DTS Ei&
WS SN E

o flash + PCle NVMe XIFfi&EF 2. HNEL kernel dtb Z &11E A PCle
o AMP FZERFH PCle 2#F: MNE, Embedded dtb Z [5fEF PCle
o BAMCE: MNE kernel dtb Z[51EA PCle

& kernel dtb Z BifER PCle
BiNBZE kernel DTB T mECE RKIZE uboot dtsi FHEXTI R, FHAHN u-boot,dm-pre-reloc B 14 :

o phy f£88, MNREFABHFEAAFM
o vce 3v3 {HEE

 phy T

o IFHISETR

L RK3588 PCle3x4 faffl:

diff --git a/arch/arm/dts/rk3588-u-boot.dtsi b/arch/arm/dts/rk3588-u-boot.dtsi
index 3fe8054aac..a8e2defbad 100644
--- a/arch/arm/dts/rk3588-u-boot.dtsi
+++ b/arch/arm/dts/rk3588-u-boot.dtsi
@@ -22,6 +22,28 @@

compatible = "rockchip,rk3588-secure-otp";

reg = <0x0 0xfe3a0000 0x0 0x4000>;

bi

vccl2v _decin: vccl2v-dcin {
u-boot,dm-pre-reloc;
compatible = "regulator-fixed";
regulator-name = "vccl2v_dcin";
regulator-always-on;
regulator-boot-on;
regulator-min-microvolt = <12000000>;
regulator-max-microvolt = <12000000>;

}i

vce3v3 pcie30: vece3v3-pcie30 |

u-boot,dm-pre-reloc;

compatible = "regulator-fixed";
regulator-name = "vcc3v3 pcie30";
regulator-min-microvolt = <3300000>;
regulator-max-microvolt = <3300000>;

enable-active-high;
gpio = <&gpio3 RK_PC3 GPIO ACTIVE HIGH>;
startup-delay-us = <5000>;

vin-supply = <&vccl2v_dcin>;

+ 4+ + + + + + + + + + + + + + 4+ + + + + + o+

}i

gfirmware {
@@ -117,6 +139,19 Q@

status = "okay";


af://n18526

}i

+&pcie30phy {

+ u-boot,dm-pre-reloc;

+ rockchip,pcie30-phymode = <PHY MODE PCIE AGGREGATION>;
+ status = "okay";

+1;

+

+&pcie3dx4d |

+ u-boot,dm-pre-reloc;
+ reset-gpios = <&gpio4 RK PB6 GPIO ACTIVE HIGH>;
+ vpcie3v3-supply = <&vcc3v3 pcie30>;
+ status = "okay";
+};
+
sguart2 {

u-boot,dm-spl;

status = "okay";

NE; Embedded dtb ZJ5{EH PCle

u-boot TIZX#FA R dtb AR, % RAEEER K H kernel dtb TFTH RSN, BIESHERNKIIFN
AR, 1BE Embedded dtb FRANIZATE dtb X, TESEMT:

o YRiF kernel B, F£RLETR dtb X
e U-Boot FF/& Embedded dtb B0 E

CONFIG EMBED KERNEL DTB=y

CONFIG EMBED KERNEL DTB ALWAYS=y

CONFIG EMBED KERNEL DTB_PATH="./dts/rkBinSH-BiR&&.dtb™ # FlW
CONFIG_EMBED KERNEL DTB_PATH="dts/rk3588-evbl.dtb"

o RIRLERK u-boot FEIE
BiY:

o B9 AMP 5Z, BET PCle early init 3K, XNTHR%Z, BATHTF AMP INEFISEHK PCle #8%E, &
SEL T T ERRIERRE PCle:

diff --git a/arch/arm/mach-rockchip/board.c b/arch/arm/mach-rockchip/board.c
index 979598ff7b..87d131el118 100644
--- a/arch/arm/mach-rockchip/board.c
+++ b/arch/arm/mach-rockchip/board.c
@@ -537,6 +537,11 @@ int board init (void)
io domain init();
#endif
set armclk rate();
+
+#ifdef CONFIG PCI
+ pci init();
+#endif
+
#ifdef CONFIG_DM DVFS
dvfs init (true);
#endif

& kernel dtb Z5{EF PCle



AIEEREXIAAET “RK u-boot using kernel DTB P E& [REN AT B35 E A kernel DTB, HHXXIIEESE

RZPClefit &% BB,
R
EHEMNSS:

e pci

## Chapter-5 PCI #Z, Hif crc METAIARFE#MUEA 0x00000000£0000000

=> pci enum

pcie@fel50000: PCIe Linking... LTSSM is 0x1
pcie@fel50000: PCIe Linking... LTSSM is 0x6
pcie@fel50000: PCIe Linking... LTSSM is 0x4
pcie@fel50000: PCIe Linking... LTSSM is 0x210023

pcie@fel50000: PCIe Link up, LTSSM is 0x230011
pcie@fel50000: PCIE-0: Link up (Gen3-x2, Bus0)
pcie@fel50000: invalid flags type!

pcie@fel50000: Config space: [0x00000000£0000000 - 0x00000000£0100000,

0x100000]

## Chapter-5 FHEFIEIRE

=> pci

BusDevFun VendorId DeviceId Device Class Sub-Class
00.00.00 0x1d87 0x3588 Bridge device 0x04
01.00.00 0x144d 0xa809 Mass storage controller 0x08

## Chapter-5 B/R bus 01 REFFHEE
=> pci 01 long

Scanning PCI devices on bus 1

Found PCI device 01.00.00:

vendor ID = 0x144d
device ID = 0xa809
command register ID = 0x0006
status register = 0x0010
revision ID = 0x00

class code = 0x01 (Mass storage controller)
sub class code = 0x08
programming interface = 0x02

cache line = 0x08
latency time = 0x00
header type = 0x00

BIST = 0x00

base address 0 = 0x£f0300004
base address 1 = 0x00000000
base address 2 = 0x00000000
base address 3 = 0x00000000
base address 4 = 0x00000000
base address 5 = 0x00000000
cardBus CIS pointer = 0x00000000
sub system vendor ID = 0x144d

sub system ID = 0xa801
expansion ROM base address = 0x00000000
interrupt line = Oxff
interrupt pin = 0x01

min Grant = 0x00


af://n18566

max Latency = 0x00

## Chapter-5 B8 bdf 01.00.00 &% bar BRERHE, REMKEBETR baro BRETAFHHE
0x£0300000, size 0x4000,

=> pci bar 01.00.00

ID Base Size Width Type

0 0x00000000£0300000 0x0000000000004000 64 MEM

## Chapter-5 3£HY bdf 01.00.00 i&#& crc TEIGEE

=> pci d.w 01.00.00 O

00000000: 144d a809 0006 0010 0200 0108 0008 0000
00000010: 0004 £030 0000 0000 0000 0000 0000 0000
00000020: 0000 0000 0000 0000 0000 0000 144d a801
00000030: 0000 0000 0040 0000 0000 0000 OLff 0000

nvme:

## Chapter-5 &Ki€nvme I3

=> nvme scan

## Chapter-5 F¥nvmel&FIFMER
=> nvme details

Blk device 0: Optional Admin Command Support:
Namespace Management/Attachment: no
Firmware Commit/Image download: yes
Format NVM: yes
Security Send/Receive: no

Blk device 0: Optional NVM Command Support:
Reservation: yes
Save/Select field in the Set/Get features: yes
Write Zeroes: yes
Dataset Management: yes
Write Uncorrectable: yes

Blk device 0: Format NVM Attributes:
Support Cryptographic Erase: No
Support erase a particular namespace: Yes
Support format a particular namespace: Yes

Blk device 0: LBA Format Support:

Blk device 0: End-to-End DataProtect Capabilities:
As last eight bytes: No
As first eight bytes: No
Support Type3: No
Support Type2: No
Support Typel: No

Blk device 0: Metadata capabilities:
As part of a separate buffer: No
As part of an extended data LBA: No

## Chapter-5 BI—12566BMNVMe, WMREFIFE, FTERBLEHRTRIER, EX,
=> nvme info
Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608
Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

## Chapter-5 EEFIDAOMInvMeIREH

=> nvme device 0



Device 0: Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608
Type: Hard Disk
Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

is now current device

## Chapter-5 ¥0x40000000N7FI&&EI0x55aa55aa
=> md.l 0x40000000 1
40000000: d08ec033 3...
=> mw.l 0x40000000 Ox55aa55aa
=> md.l 0x40000000 1
40000000: 55aab5aa .U.U

## Chapter-5 MO0x40000000TFEFFIBENL MolockiE, EANVMERILBA Ok
=> nvme write 0x40000000 O0x0 Ox1

nvme write: device 0 block # 0, count 1 ... 1 blocks written:

## Chapter-5 MZ&ET0x440000007F, HMIARIAEEE
=> md.l 0x44000000 1
44000000: fEffffff

## Chapter-5 MNVMeHILBA Ok, IREX1IPMolock#iE, BEARFFE0x44000000
=> nvme read 0x44000000 0x0 Ox1

nvme read: device 0 block # 0, count 1 ... 1 blocks read: OK

## Chapter-5 MIA0x44000000RZHIEEMNVMeIE[EIRAY
=> md.1l 0x44000000 1
44000000: 55aab55aa

Pinctrl

ESRZ

pinctrl 3XEHfEFR pinctrl-uclass {EZRFIAT/ERE .o
=

CONFIG PINCTRL GENERIC
CONFIG_ PINCTRL_ROCKCHIP

JEZRATS:
./drivers/pinctrl/pinctrl-uclass.c
IXnpfrg:

./drivers/pinctrl/pinctrl-rockchip.c

OK


af://n18574
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RS EE

int pinctrl select state(struct udevice *dev, const char *statename) /] IRE
WS
int pinctrl get gpio mux(struct udevice *dev, int banknum, int index) // 3RBX
W&

pinctrl EZRETERNdriver probe BY X EZE B I AHIGE "default™RE, AP —MRAFZEEApinctrliZzM,

Pmic/Regulator

ERZHF
PMIC/Regulator JXE{E T pmic-uclass. regulator-uclass {EZRFRAERE M,

PMICZ#¥:
rk805/rk808/rk809/rk816/rk817/rk818
Regulatorsz $3
rk805/rk808/rk809/rk816/rk817/rk818/syr82x/tcsd52x/fan53555/pwm/gpio/fixed
ficE:

CONFIG DM PMIC
CONFIG_PMIC CHILDREN

CONFIG PMIC RK8XX // ERTFEAIFARKSXXRIITH
CONFIG_ DM REGULATOR

CONFIG_REGULATOR PWM

CONFIG_REGULATOR RK8Xx // ERTHAEIFIBRKSXXARTIGH
CONFIG REGULATOR FANS53555

EZHS

./drivers/power/pmic/pmic-uclass.c

./drivers/power/regulator/regulator-uclass.c
IKep> i

./drivers/power/pmic/rk8xx.c
./drivers/power/regulator/rk8xx.c
./drivers/power/regulator/fixed.c
./drivers/power/regulator/gpio-regulator.c
./drivers/power/regulator/pwm_regulator.c

./drivers/power/regulator/fan53555 regulator.c

ax#EO

// #Blregulator, @platname: “regulator-name”}EEMEF, . vdd arm. vdd logic;

int regulator get by platname(const char *platname, struct udevice **devp);

// 1ERe/ KH
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int regulator get enable(struct udevice *dev);
int regulator set enable(struct udevice *dev, bool enable);
int regulator set suspend enable(struct udevice *dev, bool enable);

int regulator get suspend enable(struct udevice *dev);

// BCE/IREVEBE

int regulator get value(struct udevice *dev);

int regulator set value(struct udevice *dev, int uV);

int regulator set suspend value(struct udevice *dev, int uV);

int regulator get suspend value(struct udevice *dev);

init BBE
=] ﬁﬁﬁﬂﬁﬁﬁﬁ?ﬂ%Eﬁregula‘toriﬁﬁ?ﬂﬁﬁ% EE:EE@H:II ) ﬁﬁ?%%%\?ﬁ@ﬂ% regulator-boot-on .

° EE% regulator-min-microvolt *ﬂ regulator-min-microvolt ﬂ*ﬁlﬁ”ﬁ,

o fiiE regulator-init-microvolt = <...>

vdd _arm: DCDC_REGI1 {

regulator-name = "vdd arm";

regulator-boot-on; // WERE
regulator-min-microvolt = <712500>;
regulator-max-microvolt = <1450000>;

regulator-init-microvolt = <1100000>; // RBEVRKEBERL. 1v

Bt niatt

yﬂ%@Eﬁkﬁ%ﬂ%regulatorm?ﬂyﬁ%{, ATEan regulator-loader-ignore o

vdd _arm: DCDC_REG1 {
regulator-name = "vdd arm";
regulator-loader-ignore; // XX U-Boot &M requlatorfJIALER, kernel T

Reset
ERZF
reset IXENMEFT reset-uclass.c EZEAFREE . RK F& Lreset BISEF 21T CRU BE i,

[=

CONFIG DM RESET
CONFIG_RESET ROCKCHIP

HEZR{RS
./drivers/reset/reset-uclass.c

IRoh{LHS
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./drivers/reset/reset-rockchip.c

AxE0

// KBlreset AR

int reset get by index(struct udevice *dev, int index, struct reset ctl

*reset ctl);

int reset get by name(struct udevice *dev, const char *name,
struct reset ctl *reset ctl);

// Bifreset

int reset free(struct reset ctl *reset ctl);

// ERreset

int reset request(struct reset ctl *reset ctl);

// % reset. Biflreset

int reset assert(struct reset ctl *reset ctl);

int reset deassert(struct reset ctl *reset ctl);

struct reset ctl reset ctl;

ret = reset get by name(dev, "mac-phy", &reset ctl);
if (ret) {
debug ("reset get by name() failed: %d\n", ret);

return ret;

ret = reset request (&reset ctl);
if (ret)

return ret;

ret = reset assert(&reset ctl);
if (ret)

return ret;

ret = reset deassert (&reset ctl);
if (ret)

return ret;

ret = reset free(&reset ctl);
if (ret)

return ret;

DTS fic&

U-Boot BAIA/S FresetTgE, AP RBEIMRT R BIEEBIRIERY reset WWRENA

// &3
reset-names = <name-string-list>

resets = <cru-phandle-list>
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5190 gmac2phy:

gmac2phy: ethernet@ff550000 ({
compatible = "rockchip, rk3328-gmac";

// IEEresetlB

reset-names = "stmmaceth", "mac-phy";

resets = <&cru SRST GMAC2PHY A>, <&cru SRST MACPHY>;
}i

Rng

HESRSZHF

RNGF TSR IL BB 4 BN 2 ThBE

HEZRAHS:
./drivers/rng/rng-uclass.c

Xz

./drivers/rng/rockchip rng.c

foE:

CONFIG_DM RNG=y
CONFIG_RNG ROCKCHIP=y

AxE0

// @buffer: RTFHENEGAL
// @size: FEHIEAKE, Bl byte

int dm rng read(struct udevice *dev, void *buffer, size t size)

DTS Eg&

EARNGECryptolB H&IRIINEEZ —, FRUARNGT SR Crypto T m— B V12253, RNGTI =M
compatible F & B R

compatible = "rockchip,cryptovl-rng";

compatible = "rockchip,cryptov2-rng";

EENT S EIESE rvI126.dtsi. 1k3568.dtsi. 1k3399.dtsiZF X

Spi
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ER S
HEZR{LHS

./drivers/spi/spi-uclass.c
IEpEs:

./drivers/spi/rk_spi.c
menuconfig ACE :

CONFIG_ROCKCHIP SPI=y
CONFIG _CMD SPI=y

ax#EO

Jinclude/spi.h

// TIAHSIRL sP1 H4k
struct spi slave *spi setup slave(unsigned int bus, unsigned int cs, unsigned

int max hz, unsigned int mode) ;

/] RBNEBUEL
int spi _claim bus(struct spi slave *slave);

void spi release bus (struct spi slave *slave);

// BRREERO
int spi xfer(struct spi slave *slave, unsigned int bitlen, const void *dout,
void *din, unsigned long flags);
int spi_write then read(struct spi_slave *slave, const u8 *opcode,
size t n opcode, const u8 *txbuf, u8 *rxbuf,

size t n buf);
DTS EeE

&spi0 |
u-boot,dm-pre-reloc;
status = "okay";

bi

)RR

HEINBZE drivers/power/power_spi.c
Mikes <

fER cmd_spi X%

sspi 3:0.0 24 AAA # bus3:cs0:mode0 fEHIKEN24bits FHILUEA "aAnan
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w Wit

Ql: &HES?

Al: BHIASTZAY iomux F clock BB EE &I

Q2: RK3399 cmd spi F&E?

A2 cmd MYERBRINEAkernel dtb, JEFHIA kernel tk3399.dtsi aliases =& A AHN spi $81Eo

Storage

FHEREN AR ERTEAEIESR, AIRIEOXHEEE] BLK BTG RS, BRiFmEEiLs:

eMMC. Nand flash. SPI Nand flash. SPI Nor flash, EH flash 8xAIIEZEN T :

R

rknand 757

rkflash 75
% (SpI
Nor %
)

SLC
Nand 7
Py ES

SPI Nand
FEFZR

SPI Nor
AR YAES

1RR:

FEZ
E3: DL
TS

MLC
TLC
Nand

SLC
Nand.
SPI
Nand

SPI Nor

SLC
Nand

SPI
Nand

SPI Nor

F IR

drivers/rkand

drivers/rkflash

drivers/rkflash

drivers/mtd/nand/raw

drivers/spi/rockchip_sfc.c

drivers/spi/rockchip_sfc.c

flash 1EZ2

drivers/rkand

drivers/rkflash

drivers/rkflash

drivers/mtd/nand/raw

drivers/mtd/nand/raw

drivers/mtd/spi

R
nE
3]

block
®E

block
1581

block
=
mtd

RE

mtd

RE

mtd
®E
mtd
19
mtd

block
®E

FEZHX
&5

FAT.
EXT.
SquashFS
FAT.

EXT.
SquashFS

SquashFS.
JFFS2

UBI

UBI

SquashFS.
JFFS2

1. rkflash 5 FFRE AKX TF Nand flash B2 3FFEXF)ETF . rkflash 86 rk ftl (Flash Transfer
Layer) TETZfEIREIR, MARAR il LMK TFXERLEB BB flash FWEIE, 90 UBI

XHRAZIFFREE., BERYEFES Nand flash BIXHF RS,


af://n18663
af://n18668

ERZHF
rknand

rknand 25 AKB = Nand flash I&EZFIITAIEEIRS), 383 Nandc host 5 Nand flash device 1815, B
FIEBAPNIEESZE (RKNandFlashSupportList) , &M LR ;

e SLC. MLC. TLC Nand flash

fe&:

CONFIGiRKNAND
IRBhSC M

./drivers/rknand/

rkflash

rkflash B ¥TIER/ NEEF MR R FMLITHIFMEIRE), E& Nand flash B2 3523833 Nandc host 5
Nand flash device B{E5EH, SPI flash B #5282 SFC host 5 SPI flash devices IBIS5ehk, EAEHAE
ROERNSE (RK SpiNor and SLC Nand SupportList) , &FH AT ERL:

e 128MB. 256MB # 512MB BY SLC Nand flash
e B4 SPI Nand flash
e ZB4> SPI Nor flash Fifil

[

CONFIG_RKFLASH

CONFIG_RKNANDC_NAND /* /NA&H[Nand flash */

CONFIG RKSFC NOR /* SPI Nor flash */
CONFIG RKSFC_NAND /* SPI Nand flash */
IXThsC -
./drivers/rkflash/
AR

1. SEC (serial flash controller) f& Rockchip & {ESZ #F spi flash Fri&it B E FIEIR,;
2. BF rknand JXEH5 rkflash JREH Nand 1S3 H fil PR AF+RES, FRLL

o CONFIG RKNAND 5 CONFIG RKNANDC NAND A e[RRI AL E
e CONFIG_RKNAND 5 CONFIG_RKSFC NAND FEEE A ERE

MMC & SD

MMCAHZEAER, bl eMMC; SDAR—METFSEKRAIZIZEHIFH—RICIZigE. ErockchipF
&, eflEA—1" dv_mmc I=HI88 (FFTrk3399, rk3399pro) o

feE:
CONFIG MMC DW=y

CONFIG_MMC DW _ROCKCHIP=y
CONFIG_CMD MMC=y
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IRBHSC 14

./drivers/mmc/

SLC Nand & SPI Nand & SPI Nor FFiEA R

HATFART XA ER UBI XFRFERIEITTHE, RK HTE flash EEREFRABHILGE, BFR
73 5ERINIER pre loader /9 SPL FIBENS S, FRUAKREDEEERLES SPL BXEERT M.

=

// MTD IREIZHF

CONFIG MTD=y
CONFIG_CMD MTD BLK=y
CONFIG_SPL_MTD SUPPORT=y
CONFIG_MTD BLK=y
CONFIG MTD DEVICE=y

// spi nand IEREIZHF
CONFIG_MTD_ SPI_NAND=y

CONFIG ROCKCHIP_ SFC=y

CONFIG SPL SPI_FLASH SUPPORT=y
CONFIG_SPI_SPI_SUPPORT=y

// nand REhZHF

CONFIG_NAND=y

CONFIG_CMD NAND=y

CONFIG_NAND_ROCKCHIP=y /* NandC v6 FJfR#E TRM NANDC->NANDC_NANDC_VER ZF{FastfiA,
0x00000801 */

//CONFIG NAND ROCKCHIP V9=y /* NandC v9 HAIf#R#E TRM NANDC->NANDC NANDC VER ZF{F2%
#aik, 0x56393030, fIE0: RK3326/Px30 JILLhRZA */

CONFIG_SPL_NAND SUPPORT=y

CONFIG_SYS NAND U BOOT LOCATIONS=y

// nand page sizeBBFELK/NENX, NRFEABEATETFS12MBHINAND, —REERE 4096
#define CONFIG_SYS NAND PAGE_SIZE 2048

// spi nor IREhZHF
CONFIG_CMD_SF=y

CONFIG_CMD SPI=y

CONFIG_SPI FLASH=y

CONFIG SF DEFAULT MODE=0x1
CONFIG_SF DEFAULT SPEED=50000000
CONFIG_SPI_FLASH GIGADEVICE=y
CONFIG_SPI_FLASH MACRONIX=y
CONFIG_SPI_FLASH WINBOND=y
CONFIG_SPI_FLASH MTD=y

CONFIG _ROCKCHIP SFC=y
CONFIG_SPL SPI_SUPPORT=y
CONFIG_SPL_MTD SUPPORT=y
CONFIG_SPL_SPI_FLASH SUPPORT=y

ZEB& rkflash/rknandZ=ECE :

CONFIG_RKFLASH=n
CONFIG_RKNAND=n



IRBHSC 14

./drivers/mtd/nand/raw

./drivers/mtd/nand/spi

./drivers/spi/rockchip sfc.c

./drivers/mtd/spi

RS Em

FAEIRENBYIL R OENERIBLKR, PRIATICAMEMEER @S N ™ E O

// REVERERIR
struct blk desc *rockchip get bootdev (void)

// ElEEN
unsigned long blk dread(struct blk desc *block dev,

unsigned long blk dwrite(struct blk desc *block dev,

unsigned long blk derase(struct blk desc *block dev,

KEX 5

//SLC
//SPI
//SPI
//SPI

Nand FIFWRshKIMYE
Nand WHNE

Flash FITIKEh

Nor WMYE

lbaint t blkcnt, void *buffer)

lbaint t blkcnt)

U-Boot HRIBENEFEEEARMANHITE S

o BEMIETSE devtype M devnum NWMAIFRTE,
o BEYHE] struct blk desc Mk (AW N if type M devnum RRTE,

devtype

mmc
mmc
mtd
mtd
mtd
rknand
spinand
spinor
nvme

scsi

DTS ficE&

eMMCHERE :

if_type

IF_ TYPE MMC

IF_ TYPE MMC

IF_ TYPE MTD
IF_TYPE MTD
IF_TYPE MTD
IF_TYPE RKNAND
IF_TYPE SPINAND
IF_TYPE SPINOR
IF_ TYPE NVME

IF_TYPE_SCSI

// rkxxxx.dtsificE&
emmc: dwmmc@ff390000 {

devnum FfifEn
0 eMMC

1 SD card
0 Nand

1 SPI Nand
2 SPI Nor
0 Nand

0 SPI Nand
1 SPI Nor
0 SSD

0 SATA

lbaint t start,

lbaint t start,
lbaint_t blkcnt, const void *buffer)
lbaint t start,

L]

mtd FFIRH 2
mtd FRRF 2R
mtd FRREHZ
rkflash 7528
rkflash 7538

rkflash 3
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compatible = "rockchip,px30-dw-mshc",

reg =
max-frequency = <150000000>;
clocks = <&cru HCLK EMMC>,

<&cru SCLK_EMMC DRV>,
clock-names =

fifo-depth =

"biu", "ciu",
<0x100>;

interrupts =
status = "disabled";

b

// rkxxxx-u-boot.dtsi
semmc  {
u-boot,dm-pre-reloc;

status = "okay";

// rkxxxx.dts

gemmc {
bus-width = <8>;
cap-mmc-highspeed;
mmc-hs200-1 8v;
supports—-emmc;

Kohg
disable-wp;
non-removable;

bl
num-slots = <1>;

status = "okay";

}i

Nandc B0 &

&nandc0 {
u-boot,dm-pre-reloc;
status = "okay";

#address-cells = <1>;

#size-cells = <0>;

nand@0 {
u-boot,dm-pre-reloc;
reg = <0>;

nand-ecc-mode = "hw_ syndrome";

nand-ecc-strength = <16>;

nand-ecc-step-size = <1024>;

SFC it & .

&sfc {
u-boot,dm-pre-reloc;
status = "okay";

spi nand: flash@O {

u-boot,dm-spl;

<0x0 O0xf£390000 0x0 0x4000>;

"ciu-drv",

<GIC SPI 53 IRQ TYPE LEVEL HIGH>;

//
!/
//
//

/7
/7

//

"rockchip, rk3288-dw-mshc";
// FEHIZSEESbase address RKE
// eMMCEBENI 5 0Maz , HECE HeMMC
// HS200#8T, Zmax-frequency®EM

<&cru SCLK_EMMC>,
<&cru SCLK_EMMC SAMPLE>;

// ERIZESRNHES
// EEISRNEE

// fifoRE, ENAERE
// FRERECE

"ciu-sample";

REBENTE

R R Fhighspeed mme

FHFHS200

TRIRLEERE D eMMCINEE, HAURIN, BT EIE

XFEEweER, FREE

IR TZAEE AR B ENIRE. WIS

RN B LIEE



compatible = "spi-nand";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;
bi
spi nor: flash@1l {
u-boot,dm-spl;
compatible = "jedec,spi-nor";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;

spi-max-frequency = <96000000>;

1. ZEREREFFEEM, u-boot FXZHF spi-tx-bus-width = <1> BJ—%% SPI flash {£5;
Thermal
ERZH
Thermal #2RFAFIRBUsade REFINSHERE, BRIANREHECPURE,
SRS
./drivers/thermal/thermal-uclass.c
IXzhfLeg:

./drivers/thermal/rockchip thermal.c

feE:

CONFIG DM THERMAL=y
CONFIG_ROCKCHIP THERMAL=y

AxE0

// Qtemp: RIFHFIFIHEE

int thermal get temp(struct udevice *dev, int *temp)

DTSEZEH
RIZBdts—RARERIAER B e 2 AL EFIMFERE,
Uart

serial f£/8 serial-uclass.c IEZEMATERZ O, HEIEERUART debugfEfEMA,
BCE:
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// {EREECE
CONFIG_DEBUG_UART
CONFIG_SYS_NS16550

// BHEE
CONFIG_DEBUG_UART BASE
CONFIG DEBUG UART CLOCK
CONFIG BAUDRATE

1EZRR53:
./drivers/serial/serial-uclass.c
IRehfLRS

./drivers/serial/nsl16550.c

=Rt
B SR U-Boot FEXAIUART debug SRFEENT (uart2 7941) :

e CONFIG_ROCKCHIP PRELOADER SERIAL 22FH,

e board debug uart init () BECE uart iomux CFE: EEFEE5EmM0. ml.. BRERE) ;
e board debug uart init() BELE uartclock , RIEFTHIRE 24Mhz;

e defconfig 88 CONFIG BAUDRATE

e defconfig E# CONFIG_DEBUG_UART BASE

e U-Boot vart W AFRIGNN 2 M EEMFH B fFERE:

&uart2 |
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

bi

e U-Boot chosen TIH$ERE stdout-path:

chosen {
stdout-path = &uart2;
}i

EREM

Pre-loader serial =SRINATHKE FHZUART debug ECERINEI, XLEEHE3E: ddr. miniloader. bl31.
op-teex U-Booto RIE: HASREMEZH ddr bin EEEIFUART debug H BilBid ATAGS S FIZERREET
%=, BREMHIREL UART debug ELEHITER (FEHE kernel) o

P e LB EER ddr bin BB OB ELIMUART debug2FEMR, TE:
DDR bin B2&

rkbin EEERET TRALAFEETEANSY, BEHROER:
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tools/ddrbin_tool
tools/ddrbin param.txt
tools/ddrbin tool user guide.txt

U-Boot it E
1 fERERCE :

CONFIG_ROCKCHIP PRELOADER SERIAL // BEAZRIAEHE

2 rkxx-u-boot.dtsi FFIBEAZIRY vart T 5= 10 L& M “u-boot,dm-pre-reloc;”;
3 aliases #2137 serial 3%, FEAU-Boot@i@iTaliaestk I BirTI mFAF BT,

5190 : /arch/arm/dts/rk1808-u-boot.dtsi BT /518, JFFAAE uvart EREEILFI%Z;

aliases {

mmc0 = &emmc;

mmcl = &sdmmc;

// RN R B

serial0 = &uartO0;
seriall = guartl;
serial2 = &uart2;
serial3 = &uart3;
seriald = &uart4d;
serialb = g&uarth5;
serial6 = &uart6;
serial7 = &uart7;

// WIUEIu-boot, dm-pre-reloc/BM
sguart0 {
u-boot,dm-pre-reloc;
}i
sguartl {
u-boot,dm-pre-reloc;
bi
suart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";
}i
&uart3 {
u-boot,dm-pre-reloc;
}i
sguartd {
u-boot,dm-pre-reloc;
bi



KEFHTED

CONFIG DISABLE CONSOLE=y

AxXE0

// UART debugiZ[]

void putc(const char c);

void puts(const char *s);

int printf (const char *fmt, ...);

void flushc(void);

// BRIMSBIEThRER EBuARTEE O

int serial dev_getc(struct udevice *dev);

int serial dev tstc(struct udevice *dev);

void serial dev putc(struct udevice *dev, char ch);

void serial dev puts(struct udevice *dev, const char *str);
void serial dev setbrg(struct udevice *dev, int baudrate);

void serial dev clear(struct udevice *dev);

USB

U-Boot USBEZE f$EDevcie. Host. PHYFIUSBIMEIRTN/LERSY, ASE TR IEMIHIA S IR0 RIIELRED
B, REEBEMEXGSHERS,

HEESRZ 4

Device

DeviceEFGadgetlEZR (RfEFADM USB) , —ARECE MrockusbT fastboott®ETl, FATFEHHR. BEHR
1%, rockusbMYETFUMSINY, EKEHZLUHOOKM A NERAZIUMSIESR S, EAT]SE rockusbIX
SHRYSSIR,

BHi, USB DevicelThl2§EDWC2AIDWC3IFHHM, BE—FoH R Edh—FoTGITHIgs, FriL
CONFIGH R EHEaE—MizhIgsEX L BRI n], EAEWITHIZZHE SR T A TRMERockchip USBF
KRIEF,

&

CONFIG USB=y

// gadgetBi&

CONFIG_USB_GADGET=y

CONFIG_USB_GADGET MANUFACTURER="Rockchip"
CONFIG_USB_GADGET VENDOR NUM=0x2207
CONFIG_USB GADGET PRODUCT NUM=0x330a // IRIESHIDEEE
CONFIG_USB_GADGET VBUS_ DRAW=2

CONFIG_USB_GADGET DUALSPEED=y

// rockusbftE

#define CONFIG_USB_FUNCTION MASS_STORAGE // fiFinclude/configs/rkxxx common.hH
CONFIG_USB_GADGET DOWNLOAD=y

CONFIG_CMD ROCKUSB=y

// DWC3ITH|SSECE
CONFIG USB DWC3=y
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CONFIG USB DWC3 GADGET=y

// DWC2iEH|SSECE
CONFIG USB GADGET DWC2 OTG=y

EZRET:

// gadgetiEZ
drivers/usb/gadget/g dnl.c
drivers/usb/gadget/g dnl.c
drivers/usb/gadget/config.c
drivers/usb/gadget/epautoconf.c
drivers/usb/gadget/usbstring.c

drivers/usb/gadget/f mass storage.c

IRGh{LHD

// rockusb
cmd/rockusb.c

drivers/usb/gadget/f rockusb.c

// controller
drivers/usb/gadget/dwc2 udc _otg* // dwc2 OTGITHIZR
drivers/usb/dwc3 // dwc3 OTGIEHIZE

Host

HostiZHl 28 B FEOHCI, EHCIFIXHCI, ERIxHCIRZFUSB3IE, EHAEFABEIC A EEERMXHCI
wHI2R, BRERBEREESESHETRMERockehip USBFF&1ER . HostiTH| 22 IKEh 2 2R 1
UPSTREAMMESHF/EDM USBECE, FEittHostF & FE R IEHIZSXI N DTSHER T 1%,

[

CONFIG_USB=y
CONFIG DM USB=y

// xHCI

CONFIG _USB HOST=y
CONFIG _USB_ XHCI HCD=y
CONFIG _USB_XHCI DWC3=y
CONFIG _USB_DWC3 GENERIC=y

// EHCI
CONFIG USB_EHCI HCD=y
CONFIG USB _EHCI GENERIC=y

// OHCI
#define CONFIG_USB_OHCI NEW // ﬁL:_Finclude/configs/rkxxxicommon.hEF'
#define CONFIG_SYS_USB OHCI MAX ROOT_ PORTS 1

CONFIG USB OHCI HCD=y
CONFIG USB OHCI GENERIC=y

HEZRAURD

// REZRAE



cmd/usb.c

drivers/usb/host/usb-uclass.c

// EHCI
drivers/usb/host/ehci-generic.c
drivers/usb/host/ehci-hcd.c

// OHCI
drivers/usb/host/ohci-generic.c

drivers/usb/host/ohci-hcd.c

// xHCI
drivers/usb/host/xhci.c
drivers/usb/host/xhci-dwc3.c
drivers/usb/host/xhci-mem.c

drivers/usb/host/xhci-ring.c

PHY

U-Boot USB PHY X E&IEUSB2MUSB3 PHYIR%f, FADM_USBECE, BALinuxHiZDTB, A{FPHY
IPHYEE R B R B E S 55 F TRME{Rockchip USB PHY FF & $5/,

(=

CONFIG_ PHY=y

// INNO USB2

CONFIG_PHY ROCKCHIP INNO USB2=y

// INNO USB3

CONFIG_PHY ROCKCHIP INNO USB3=y

// NANENG USB2

CONFIG PHY ROCKCHIP NANENG USB2=y

// NANENG COMBOPHY
CONFIG_PHY ROCKCHIP NANENG COMBOPHY=y
// RK3399 USBDP PHY

CONFIG_PHY ROCKCHIP TYPEC=y

EZRAE:
drivers/phy/phy-uclass.c
IXzh{Rg

// INNO USB2
drivers/phy/phy-rockchip-inno-usb2.c

// INNO USB3
drivers/phy/phy-rockchip-inno-usb3.c

// NANENG USB2
drivers/phy/phy-rockchip-naneng-usb2.c

// NANENG COMBOPHY
drivers/phy/phy-rockchip-naneng-combphy.c
// RK3399 USBDP PHY
drivers/phy/phy-rockchip-typec.c

HeiMg



U-Boot USB YM&Z#HFEEHUSB HUB. USBEEZFIUMSIEE.

=

// UsBEER
CONFIG_USB_KEYBOARD=y
CONFIG_USB KEYBOARD FN KEYS=y // X#FF1-F12, INS, HOMEZFIREER,

// USBIZ&I&E
CONFIG_USB_STORAGE=y

HEZRMRD:

// TEZRNHE
common/usb.c

drivers/usb/host/usb-uclass.c

// USBHES
drivers/input/usb_kbd.c

drivers/input/keyboard-uclass.c

// USBIZfEIRE

common/usb/usb_storage.c

R&ECE

Device

EA9USB Device MERADM _USBAT, FiIAEEEBoard X 14D & 3T N 3EH28H9Properties, LLIIUSBIE
HI22R0ILE, TX FIFOMIA/NE,

// DWC3EHIZEEE
// board/rockchip/evb rk3399/evb rk3399.c
#ifdef CONFIG USB DWC3
static struct dwc3 device dwc3 device data = {
.maximum speed = USB SPEED HIGH,
.base = 0xfe800000, // IRIEAETHUSE orciEHlRFEMUHITER
.dr_mode = USB_DR MODE_ PERIPHERAL,
.index = 0,
.dis_u2_ susphy quirk = 1,
.usb2 phyif utmi width = 16,

int usb _gadget handle interrupts(void)
dwc3 uboot handle interrupt (0);
return 0;

int board usb init(int index, enum usb init type init)
return dwc3 uboot init (&dwc3 device data);

}

fendif

// DWC2iEHIBRERBEEErockchipi@Mboard. cXHEEM, —MBAEEREK,


af://n18952

// arch/arm/mach-rockchip/board.c

USB§R##
WRFERUSBEEMAU-Boot FRERINIZE, FEEstdinffMETEH R Musbkbd, SEIBUT,

// MREEMEMTERELHH
// include/configs/evb rk3568.h

#define ROCKCHIP DEVICE SETTINGS \
"stdin=serial, usbkbd\0" \

DTS Ed&E

YR FTIR, USB Device AMEFADM USBAT, PFAIUAREZEEMXDTTRAHAEE,; USB HostFNUSB PHY
IREhFALinuxAIZDTB, FHith, ST EIZEEALinuxRIZDTB, NREEREFEAU-Boot DTBEEE Linux
AIZAEXT R BSEI,

HAXREGL

rockusb

rockusb - Use the rockusb Protocol

Usage:

rockusb <USB controller> <devtype> <dev[:part]> e.g. rockusb 0 mmc 0

BT =7 7% NU-Boot loaderHRIEL

o JBidreset + revoveryiZE A LHEN;
o HANU-Boot®i <17, #IT LR LH Brockusb, HNALIER ;
o HNRGGE, SLITHIT “reboot loader” BNEBHNFHRIRTo

usb

usb - USB sub-system

Usage:

usb start - start (scan) USB controller

usb reset - reset (rescan) USB controller

usb stop [f] - stop USB [f]=force stop

usb tree - show USB device tree

usb info [dev] - show available USB devices

usb test [dev] [port] [mode] - set USB 2.0 test mode

(specify port 0 to indicate the device's upstream port)
Available modes: J, K, S[E0 NAK], P[acket], F[orce Enable]

usb storage - show details of USB storage devices
usb dev [dev] - show or set current USB storage device
usb part [dev] - print partition table of one or all USB storage devices

usb read addr blk# cnt - read “cnt' blocks starting at block "blk#'
to memory address “addr'
usb write addr blk# cnt - write “cnt' blocks starting at block “blk#'

from memory address “addr'

U-Boot USBARZ#Hg & HkiE, FILFEERITUSBEI SHEEMENF IS,


af://n18959
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o BT “usb start” BF “usb reset” B8 %, FRNTITHIZR T RFFHEFAAport LEARIKE;
o BT “usb stop” FLUTFFIEILE, MIEHIZIEE,;

o “usb info” ] “usb tree” LA UERITHIZHME EMHINEZENIREEE;

o “usb storage” M HE TEHEGTHTFUMSIHEE, BAEFERAESZHTWA,

fastboot

fastbootBe B M2 fEEF1E S & CHO4- R G ELR FastbootZE T,

Vendor Storage

Vendor Storage FAF7EH SN« MAC EREZEEMZE/NEIE. BIBREHE NVM (eMMC. NAND &) £
REBAXH, BEZI &N, EWMBIERTIERER, R4S,

AR AERBE Y (appnote rk vendor storage) o

[RI2HR

—3£48 vendor FITEMEIR DAY 4 DN X, vendorO. vendorl. vendor2. vendor3o & vendorX (X=0. 1.
2. 3) B9 hdr BEE—RIEHBEIERY version FEEH TR vendorX HEFHINZIR, SRR (ERIREY
B HTHY vendorX (BP version f)xK) , GiR{ERVBHRSEEHT version H BIBENEH G EMIMILE Sk
F vendorX+1 /X E, FINHFIM vendor2 IEEREIE S, E3EBHNEEETE, LTS ANBR vendord, X
HHMREATEI—NMERENR2RPER.

S
U-Boot HEZ2:% 8 X #5F Vendor Storage IIEE, Rockchip B 23R T —E Vendor Storage JXz5f,
[T

CONFIG ROCKCHIP VENDOR PARTITION

IRGHC M

./arch/arm/mach-rockchip/vendor.c

./arch/arm/include/asm/arch-rockchip/vendor.h

Hax#EO

int vendor storage read(ulé id, void *pbuf, ul6 size)

int vendor storage write(ul6 id, void *pbuf, ul6 size)

KT id WEXHERA, 1§5% (appnote rk vendor storage) o

L= Rl

U-Boot B2 [#p <17 FEF "rktest vendor"dp < B] LL#1T Vendor Storage THEEE Mo
Watchdog

HESR 25

watchdog IXBHfEA wdt-uclass.c IEZRFIHREZE O,
foE:


af://n18986
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CONFIG WDT
CONFIG_ROCKCHIP WATCHDOG

LA
./drivers/watchdog/wdt-uclass.c
IXnpfag:

./drivers/watchdog/rockchip wdt.c

Ak

// EERAENEEEREohvdt (RflagsBRINED)
int wdt start(struct udevice *dev, u64 timeout ms, ulong flags);

// KiAlwdt

int wdt stop(struct udevice *dev) ;
// TR

int wdt reset(struct udevice *dev);
// BEg, BRIRMEERENSKI

int wdt expire now(struct udevice *dev, ulong flags)

B A U-Boot ERIARIZER B A, WA wdt ThEE, AR EIRIEER S~ RBRH#TEA.

Chapter-6 3 [FIE

kernel-DTB
it R

U-Boot BYR & ZEME SR — IR F A X N —1% U-Boot dts, 7B U-Boot dts2E X FIdtb 23T EIU-BootE &
BB GHPN, XEMSHIESoCFE L, NIRIRFEENDU-Boot iz,

BATRHELRI, HE—PSoCFERENIRFZBIEERIMKIER, SoCZOETE—EEY, RKFA
AT EIRM—1SoCFANFEE—PU-BootiRf&, FELIEMT kernel DTB HlHl, AFEFZEREHIMNERL]
Elkernel DTB, AEMEEEEMBILIMN.

Fr A RK F 818 2 #F kernel DTB AJLUAEIFRBIRFES, 0. display. pmic/regulator. pinctrl, clk
%,

kernel DTB BI/EFAEEMH OF LIVE (live device tree, EFR: live-dt) o

config USING KERNEL DTB
bool "Using dtb from Kernel/resource for U-Boot"
depends on RKIMG BOOTLOADER && OF LIVE
default y
help
This enable support to read dtb from resource and use it for U-Boot,
the uvart and emmc will still using U-Boot dtb, but other devices like

regulator/pmic, display, usb will use dts node from kernel.
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Live device tree

EEMRE:

5| Nkernel DTB/FU-Bootf/t EXFEMNDTB, HAPEFE. B0 CryptoFRIR5U-Boot DTBHEX, HFR
1ER Skernel DTBHEX, FBATEU-Booti R AT REE R RN ZIFE ER XA FIIXFHERRR, MIERNX A
BEEEIFINBOMDTBH RER.

4, XFEERRETFARBNIDTB, M gd->fdt blob X REEIEMEAR—HERSFEHEDIR, XE
BAN? Efkernel B dts TRABEZ B kernel £/, FTRAEAREEIR U-Boot dts PRV LE T R H#Zoverlay
F| kernel dts _E&E—17

Live dt AJ LUBRIX N A&, live dt WRIEZE: ¥R UM ERU-Boot EZFEENDTB, #EFIEDTBT R4
iR struct device node T iR, HBAMEEKA device-drivergfiE. LASdevice-driverEifj|a]DTBTI s A
BiZiAinE 2 device node BIA], REEHIFRIREE DTB,

FrLL, #EEFU-BootHlkernel BIDTBEBLSE T = BHdevice-driverdisl, BABEEHIZIHIFDTBX &,
XRARAR T IHRFEEDTBE e,

BEZ5E:
./doc/driver-model/livetree. txt

fdt F live dt 35

ofnode KA (include/dm/ofnode.h) EBFHM dt EBZFFAV—FhEd2E4&30, A live dt BYA device node 3Ri5
18] dt £55, 5 fdt BYF offset T4iA dt TR HEERNZRIMMERIRENETIEFEA ofnode FE,

ofnode £514):

/*
* @np: Pointer to device node, used for live tree
* @of offset: Pointer into flat device tree, used for flat tree. Note that

this

R is not a really a pointer to a node: it is an offset value. See above.
=/
typedef union ofnode union {
const struct device node *np; /* will be used for future live tree
=/
long of offset;
} ofnode;

e "dev_". "ofnode "FFRHAVRE A ZFFFIF dt IHRFH;
o "of "FFRHYREZE R ZHF live dt B98O ;
o "fdtdec ". "fdt "FFLEYEREE RLHF fdt 19O,

IS TR

kernel dtb YR TE . /arch/arm/mach-rockchip/board.c By init kernel dtb() BSLIMAY, LEEY
U-Boot B9 dts BEEITEM, mme/nand/nor FFAEIREN A IE R T 1%,

ItEBY MBI HRIEREY kernel dtb, FAIE#AT live dt BRHF bind FiB device-driver, RE®EH gd->£dt_blob
$5£+4EA kernel dtb BIE],
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U-Boot

o U-Boot RIFFTERESTE /dts/ B R TEMIA dib:

o dtdtb: FH defconfig B conFIG DEFAULT DEVICE TREE FSREMY dts RiIFSHIH;
o dt-spl.dtb: 3B dt.dtb T u-boot, dm-pre-reloc BT R EPHENHR, BEE defeonfig
B coNFIG OF SPL REMOVE PROPS FEREHI property 155l —AR{XE & & M. DDR. EFEE
ISR FRAYTI 52 . DMC. UART. MMC. NAND. GRF. CRU%.
o AEF CONFIG_USING_KERNEL DTB BYRZfER dt.dtb; B CONFIG_USING_KERNEL_DTB A%
ZifEA dt-spl.dtbo

o dt.dtb3FE dt-spl.dtb7EU-BootdmIFLE R fGEB KR 2 Su-boot.dtb, FAFIENNEu-boot.binlIKE. FAF
B LU fdtdumpap 242 & u-boot. dtb IR A,

RzES
KETBNLU-BootillfA] A kernel (%245,

cmdline

U-Bootiflkernel DTBERY /chosen/bootargs IEENHE, BREMNLFRNBEEHRS
[B] /chosen/bootargs Tm, AE|fFEcmdlinedy B,

NEEE

U-Bootf&2kernel DTBEH /memory W, IBAIANRNEFREERETHE, AHEEAMEXITED:

## Chapter-6 Booting Android Image at 0x0027f800
Kernel load addr 0x00280000 size 23387 KiB
RAM disk load addr 0x0a200000 size 782 KiB
## Chapter-6 Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' ramoops@110000: addr=110000 size=£0000
Using Device Tree in place at 0000000008300000, end 0000000008314648

// kernel R] HHINEZ(E]
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)

Total: 473.217 ms

Starting kernel

HeBH
HERES AR AR BERERkeme DTB, T
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T R/EY 12(E ER

/serial-number eilfe= R3S
/memory &k kernel B] lWATF
/display-subsystem/route/route-edp/ B0 EREXEH(edp 1)
/chosen/linux, initrd-start jelpEs ramdisk F2aEHIE
/chosen/linux,initrd-end Bl ramdisk £5 R hHE
/bootargs &k kernel B] I, cmdline
GMAC T3 =B mac-address 3% local-mac-address (E5¢ mac 1k
arch/arm/mach-rockchip/board.c: board fdt fixup() &k RZREY fdt fixup
ABRS:

AB HERET
A/BEISIBLMITF misc X RS 2KB (1.

/* Magic for the A/B struct when serialized. */
#define AVB_AB MAGIC "\OABO"
#define AVB AB MAGIC LEN 4

/* Versioning for the on-disk A/B metadata - keep in sync with avbtool. */
#define AVB AB MAJOR VERSION 1
#define AVB AB MINOR VERSION 0

/* Size of AvbABData struct. */
#define AVB AB DATA SIZE 32

/* Maximum values for slot data */
#define AVB_AB MAX PRIORITY 15
#define AVB AB MAX TRIES REMAINING 7

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
@

uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB_AB MAX TRIES REMAINING.
%

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8 t successful boot;

/* Reserved for future use. */
uint8 t reserved[1l];
} AVB ATTR PACKED AvbABSlotData;
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/* Struct used for recording A/B metadata.

*
* When serialized, data is stored in network byte-order.
*/
typedef struct AvbABData {
/* Magic number used for identification - see AVB AB MAGIC. */
uint8 t magic[AVB_AB MAGIC_ LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8 t reservedl[2];

/* Per-slot metadata. */
AvbABSlotData slots[2];

/* Reserved for future use. */

uint8 t reserved2[12];

/* CRC32 of all 28 bytes preceding this field. */
uint32 t crc32;
} AVB_ATTR PACKED AvbABData;

SFNBE27FME, 2E misc D X1EH vendor 01X, A]LIZEEZEEE vendoro

FEULEAL EI2IN0 lastboot, ARiERE—TEIBMEN. TENATREBERI I £/ NI retry RER
A5, MEEKBFENRGAREMA boot_ctrl fRS5. SEWTF:

typedef struct AvbABData {
/* Magic number used for identification - see AVB AB MAGIC. */
uint8 t magic[AVB AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8 t reservedl[2];

/* Per-slot metadata. */
AvbABSlotData slots[2];

/* mark last boot slot */
uint8 t last boot;
/* Reserved for future use. */

uint8 t reserved2[11];
/* CRC32 of all 28 bytes preceding this field. */

uint32 t crc32;
} AVB ATTR PACKED AvbABData;

[EB$7E AvbABSlotData A is_update FREL, FRSRFFARIRTE, BT



typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
=)

uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB_AB MAX TRIES REMAINING.
=

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8 t successful boot;

/* Mark update state, mark 1 if the slot is in update state, 0 otherwise. */
uint8 t is update : 1;
/* Reserved for future use. */
uint8 t reserved : 7;
} AVB ATTR PACKED AvbABSlotData;

RERBRHAZNSHE X!

AvbABData:
¥ aX
priority 173 slot SR, 0 AFREIRE, 15 AEREMLTER
tries_remaining SIRBRRE, REN TR

successful_boot AABREREEZSE, 1. Zslot KINESN, 0: % slot RALIHETH

is_update FRIEZ slot IALRIRTS, 10 Z slot IEFEALR, 00 3% slot RALKREFAKMIN
AvbABSlotData:

S8 aX

magic LEFASLERE S \0ABO

version_major FRAER

version_minor TIRAE R
slots slot 5| F1E2, S0 AvbABData
last_boot L—IRATHEEIH slot, 0: slot A _EREEINBEN, 1: slot B _LRENIHEEN

cre3?2 FUEREE



AB BohiER
B &1 system bootctrl IZITHREIZHIRT, bootloader ZRIXFHMIEIL BB,

successful-boot

EEHNRLG, boot ctrl fk#E androidboot.slot_suffix, & ZH] slot L=

successful boot = 1;
priority = 15;
tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

FHRFRLGEF, boot ctrl IKE:

FRMs1otIRE:
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Halsloti&E:
successful boot = 1;
priority = 15;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

FRARGTTR, boot_ctrl IKE:

FRMIs1otiRE:
successful boot = 0;
priority = 15;
tries remaining = 7;
is _update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

YAlsloti&E:
successful boot = 1;
priority = 14;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

reset-retry

EEFRANRZG, boot ctrl f&k#E androidboot.slot suffix, 1RE LH] slot WL =

successful boot = 0;
priority = 15;
tries remaining = 7;

is update = 0;

last _boot = 0 or 1; :refer to androidboot.slot suffix
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FRAGH, boot ctrl IRE:

FRMIs1otIRE:
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot suffix

HeislotiRE:
successful boot = 0;
priority = 15;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

HRARFTER, boot ctrl IKE:

FEHIsLoti&E:
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

YHislotiRE:
successful boot = 0;
priority = 14;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

R 3ILL

o successful boot I

o iR REEERBMARS, FREIREIIBRAEMH, FRIF system bootetr] BLE
o RE: GHEKNEILES, IREHERELINESE, SSRAFE—HER
e reset retry #RT,
o R IRLRAREF retry I, BILANZYIEAER Bl
o Rm: RENREIBRAEH

Bz
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Maskrom

m&: BEhpre-loader

B misc ab#¥ 18

Hal BEIRslot ?

ML A EislotHluboot +
trust

B3l uboot




pame S o EEIHIslot?

tries_remainingig—

ik L fboot. img

RELE
androidboot._slot_suffixin
275 Slsystem




Yes

Eh:n:rt_n:trlﬂ?ﬁ

AB successful_boot iR EIERIZ:



NIRRT

Slot A

successful_boot =0;

priorty = 15;
tries_remaining = 7;
is_update = 0;

Last_boot=0
Mslot ABEN

Slot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = 0;

l Slot A

successful_boot =0;

Slot B

successful_boot = O;

riorty = 15; riorty = 14;
Bootloader e i
tries_remaining = tries_remaining = 7
is_update = ; last boot=0 is_update = ;
H.slot ABTH
l Slot A Slot B
successful_boot = 1; successful_boot = O
riority = 15; riority = 14;
system | PEORENE =2 PRBRENE S
tries_remaining = 0 b N tries_remaining = 7;
is_update = ; Last_boot =0 is_update = ;
I
l Slot A Slot B
successful_boot = 1; successful_boot = O
cerm priority = 15; FiRslot B priority = 14;
=Y tries_remaining = O L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 1;
R
Slot B
successful_boot = 1; i&zlct B% i successful_boot = 0
t prionty = 14; prionty = 15;
system tries_remaining = O Lagt_bc: ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
Slot A Slot B
successful_boot = 1; successful_boot = O
bootloader priority = 14; priority = 15;

tries_remaining = O

is_update = 0;

Last_boot =0

—
¥

tries_remaining = 7,

is_update = 0;



I - 575

successful_boot =1;
prionty = 14;
tries_remaining =

successful_boot = 1;

system Last_boot =1 priority = 15;

tries_remaining = 0;

is_update = 0; is_update = O;

AB reset retry {RIVEIRTRIZ:



IRARZS

Slot A

successful_boot =0;
priority = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Mslot ABTH

S5lot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = O;

Bootloader

l Slot A

successful_boot =0;
priorty = 15;

tries_remaining = g
is_update = 0;

Last boot=10

Mslot ABTH

Slot B

successful_boot = O;
priorty = 14
tries_remaining = 7;
is_update = 0;

system

l Slot A

successful_boot =0;
priorty = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Slot B

successful_boot = O;
priorty = 14
tries_remaining = 7;
is_update = 0;

System

lSIuth

successful_boot =0;
prionty = 15;

tries_remaining = 7;
is_update = O;

H & slot B

Last_ boot=0

S5lot B

successful_boot =0;
pricrity = 14,

tries_remaining = 7;
is_update = 1;

System

successful_boot =0;
priority = 14;

tries_remaining = 7;
is_update = 0;

Last_boot=0

reboot

T slot BSERY

Slot B

successful_boot = O;
priority = 15;
tries_remaining = 7;
is_update = 0;

bootloader

Slot A

successful_boot =0;

priorty = 14;
tries_remaining = 7;
is_update = 0;

Last_boot=0

Slot B

successful_boot = O;

priorty = 15;
tries_remaining = 7;
is_update = 0;




I < -

Slot A Slot B
b

successful_boot =0; successful_boot = 0
priorty = 14; Last boot=1 priorty = 15;
- tries_remaining = 7;

x

cystem

tries_remaining =7;

is_update = 0; is_update = 0;

HENMRE

o RHZ HALK: BFE (Rockchip Linux AR5 R AIER)
o recovery FF4&: AB system AF &3 $5F recovery AR

k%
successful-boot

1. RIS slot A, RGMslot A BEfl. IREM slot B BT, REM slot A Bifle MIRTEAL, B misc
P

2. 1% slot A 5 slot B, BEIRY, HEIRF T slot Ao IREFRF M slot B BEl, reboot REE, HEIR
4579 slot Bo MIXFER, BT misc 72X

3. %5 slot A 5 slot B, R reset R4 14 /Rf5, retry counter FASE, EHEM last boot IEEMNRLKE
of), BIREIEE M slot A Bl MIXTEM, BZX misc P X

4. J%E slot A 5 slot B, BoIRS, HEIRGK A slot Ao RERSFM slot B B5fI, reboot R, HEIHR
7 slot Bo IRBRFM slot A B, reboot B, HFIRGN slot Ao MIAFER, BZ misc 77X

reset-retry

1. RIRE slot A, RYM slot A BB, REM slot B B5l, RFM slot A BEh. MIATERL, EZ misc
PX

2. 1%E slot A 5 slot B, BEIRYE, HEIRF N slot Ao IREFRF M slot B BEl, reboot REE, HEIR
4579 slot Bo MIXFER, BT misc 7 X

3. 155 slot A 5 slot B, R reset R4 14 /Rf5, retry counter FA5E, EHEM last boot IEEMNRLKE
o), BPBEIE®E M slot A BEll. MIATEM, BZ misc 72X

4. J%E slot A 5 slot B, EH slot B B boot.img i, BEIRA, SHEIRAN slot Ao RERFM slot
B B&f1, reboot R, RASER 7RG, Mslot A EEBIIRSA. MiA5E, BZ misc 7K

5. )%E slot A 5 slot B, BEIRS, HFIRFN slot Ao RERFAM slot B/EEN, reboot R, HEIR
G slot Bo IRBRFM slot A B, reboot REE, HFIRGN slot Ao MIAFTER, BZ misc 77X

S|A&E
{Rockchip-Secure-Boot2.0.md)

{Rockchip-Secure-Boot-Application-Note.md )

{Android Verified Boot 2.0)
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AVBRZEE]

S|lRSE

{Rockchip-Secure-Boot-Application-Note.md )

{Android Verified Boot 2.0)

{Rockchip Developer Guide Linux4.4 SecureBoot CN.pdf)
ARiE
AVB : Android Verified Boot
OTP & efuse : One Time Programmable
Product RootKey (PRK): AVB BY root key FH& 4 loader, uboot & trust B9 root key 1R 3%
ProductIntermediate Key (PIK): A& key, F7T{EMA
ProductSigning Key (PSK): BT EE 4 key
ProductUnlock Key (PUK): FBFf#Bii%%&E
Bftkeys?E, HRZREAHE, RILAPE(RkeytiittFRAYRIPE,
M1

ZA3IT4E Rockehip REWIES | R7IE, FHBNL2RIESISMENNREMERESTEMLERT, R4
RERIMNZBAARIRLE, TIZEAML2EME (OTP & efuse) FIREXAA hash, 5IHHEBIAA hash XY
kb, BRE—E, ARQAATHEEM hash, TEMREAREEHNTENSE, RENMFEEMEE
f, THEEMEY hash SERE HKEY hash WHEE—H.

e

RENRLWIEBRESBEEFNVEIEINZERIRIZEM, Bz F 2 LINES avb KRR IZAIIE
fi#o {RUNINTE Alice 7] Bob (FIEMFIER, NTRIEESMEENREN. EXME. TBEENFTITEIA
%, FENFENEESHTAFMENER, EEEIEN:

LAlice EEFREENHFER A3 ;

2.Alice WAFEEHITIERIER, BE-—NMEEHE;

3.Alice B SHMIANESR/EHAITINESE Alice WHFER, HEEREHFERL;
4 Alice BB E— N INEESR, HAIEBNELENEBH#ITNE, FREX;

5.Alice F Bob YR EAXIMIA B F=ERINZZEAFHITING, RINEGEH DES ZHiERZX—iFiXs
Bob,

6.Bob W Alice fFIXRBZEXAMNEZZH DES 30, 5o B SHAXINEL DES ZIAHITRRE, &
2| Alice FENLFERIINZEZSA;

7.Bob AR AN Z R REINESCHITRE, [SEIAXIERFES, ARRKHRENEZANRT;

8.Bob A3 Alice FYREARY Alice FIIFERHITHEE, BIEERE,;

g

9.Bob FAHERIAV A& E A NEIRBAXBHIT—RIa/REE, JE—THNEERE;
10.Bob R EIME BREMFM~ENESMEHITILR, MR-, HAKZINERLEREND.

LER&HE DES BEiAF UIFEIREME L, W0 AES INBEE, ATAAEEFILIEAE RSA &%, Rizd
T
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Bobfl

Alice ¥4 48 FAHE4R

22 (BHir+Phas
Atice: B 3ehash B30 Bnashe 148 8 (e i

ShalSe Alice 2248

EEIESE] o ppr, o
< Eirshash B (I Ehashe

R Ehashe (4 ) R

AVB

% (FAZ+Ehash+
)+ (FEHL
A

? (Bf3r+Ehash+
R +8 (FEH
£i48)

AVB 73 Android Verified Boot, BTN —ERBMHRIMIE, EERA TR boot system FE 4,

Rockchip Secure Boot & @5 PRI S UM AVB, LI—ETFTEM Secure Boot iRHK 5 2o
AVB $5&

s TERE

o SEEMRI

o FEEIR{RIF

e persistent partition 3235

* chained partitions 323, BJLL5 boot, system R=RFAFF—E, WEILIH oem B 2HREM,
B PRK &

key+ZE B HIEH

#!/bin/sh

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --

Baidi

-out

-out

-out

subject=product id.bin --subject key=testkey psk.pem --subject key version 42 -

—authority key=testkey pik.pem
python avbtool make atx metadata --output=metadata.bin --
intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin

permanent_attributes.bin 2B :

python avbtool make atx permanent attributes --output=permanent attributes.bin

--product id=product id.bin --root authority key=testkey prk.pem

Hr product_idbin FEEHZENX, & 16 FT, AERNFGE ID EXo

boot.img & Rl

avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096
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AR partition size BEE/LLFEEMHK 64K, KNEE 4K 3457, BRKTF parameter.txt EXHIFEK

Mo

sytem.img & Rl

avbtool add hashtree footer --partition size 536870912 --partition name system

--image system.img --algorithm SHA256 RSA4096 --key testkey psk.pem

4 Bf vbmeta 18 metadata.bin, FpS R0

python avbtool make vbmeta image --public key metadata metadata.bin --

include descriptors from image boot.img --include descriptors from image
system.img --generate dm verity cmdline from hashtree system.img --algorithm
SHA256 RSA4096 --key testkey psk.pem --output vbmeta.img

RZIBAE R vbmeta.img R E FISTZHY X, 40 vbmeta 53X,

i83d SecureBootTool & F¥ PrivateKey.pem F1 PublicKey.pemo

LA cecureBootTool v1.0 M

Bazic Function bdwanced Function
[ Generate Key Fairs ] (711024 () 2048 (@) 2048 pem [ Sign Loader
[ Load Eey ] 1p: | 3399 b S1gn File

[ Sign Firmware ] [Clear Infn]

[
| Sign DIR File
[

Sign:Hard SHA:little FS55:disable Checl Sign File

INFQ:Start to sign file (uboot. imgz).
{INFO:S1zn file sncceed, Blapsed bl e e

L

% permanent_attributes.bin H{TEH

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

permanent_attributes.bin B ENRANLELINEHIE, ERE/RE EM hash | efuse I OTP, HEEIE
HEIZRELEINE (pre-load) o EATF rockchip FEFKIEY efuse FiE, LA permanent attributes.bin HI%%
IEERATZR B 2 $AM0permanent attributes.bin BIIEFRFEITINIE. M FHOTPHFE, TLIIETEEE,
2 Hi#Z/RSpermanent_attributes.bin A hash ] OTP,

BDFAefuse 50TPRFFE R . IBEFWAPIEIRET,

efuse & pub _key X5 :



fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot ocem fuse at-rsa-perm-attr

OTP & pub_key IX5 :

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

BIERME:

e Publickey.pem

SecureBootTool

avbtool

permanent_attri
Product ID butes_cer.bin

permanent_attri
butes. bin

ik_certificate. bi
P EEEEIESEE S avbtool

:_certificate bi
n

AVB lock

fastboot oem at-lock-vboot

U0{A] 3 N fastboot T fastboot B L IFE T,

vbmetaimg
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AVB unlock

B & Rockchip RIS R SR, BEEXINBIdefconfighIZARIN
CONFIG_RK_AVB LIBAVB_ENABLE ATH UNLOCK=y

ZM3EN fastboot oem at-unlock-vboot FART LAREEIIE &, BEIRLE vbmeta.img, boot.img KM EHINGE
NI o

B, B4R PUK:

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey puk.pem

unlock_credential.bin AFE FHENZEMBAVES, HERIENT:

python avbtool make atx certificate --output=puk certificate.bin --
subject=product id.bin --subject key=testkey puk.pem --
usage=com.google.android.things.vboot.unlock --subject key version 42 --

authority key=testkey pik.pem

MIZFEIREY unlock credential.bin, {88 avb-challenge-verify.py BlZSIREX unlock credential.bin, 1T %!

3 FREX unlock credential.bin:

python avbtool make atx unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --
unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem
AT LUBIE @1 fastboot R FEENILE, HARPIKE, fastboot BRI

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

&/a OTP IREMPIRIE:
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U-Boot Trust O5 Generate data with avbtool Operation on PC

1
1
1
1
M RPMBEE security !
SrEmE I
o avbtool '
permanent_attribut "
BN |
1
b 2 | fastboot oem at-
1 b
cha256 H get-vboot-unlock-
| challenge
avbtool |
1
permanent_attribut :
1
1
= : fastboot get_staged
b
A5 1FEf

avh

FREL

unlock_credenti 34

unlock_credential.bi
n

unlock_credential.bi

icat

raw_unlock_challen
ge.bin

oot oem at-
nlock-vboot

puk_certifica
tefif 2 & IE

R SRR

ity

challenge

NO
signature &

£ 1F 7 2

RESHREZH

=G efuse IREEPURIE:



Trust OS

U-Boot
Hl pe a

M RPMBEE security
SRy
permanent_attribut
=.bin

MRPM Biﬁsecurity
SEmME
permanent_attribut
es_cer.bin

unlock_credenti g o

permanent_attribut

es.bin

rsa2048

Generate data with avbtool

- f————avbtool

avbtool

permanent_attribut

es_cer.bin

pik_certificat
& IE

puk_certifica
tefif 2 & IE

Felt
challenge

- -~ B
signaturese

£ 1F 7 2

YES
RIGIRERIZNT:

1. IREHN fastboot #ET\, FEMIIRIMA

NO

raw_unlock_challen %
<

ge.bin

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw unlock challenge.bin

Operation on PC

fastboot oem at-
get-vboot-unlock-
challenge

raw_unlock_challen
ge.bin

34
unlock_credential.bi
n

fastboot stage
unlock_credential.bi
n

fastboot oem at-
unlock-vboot

R SRR

FRIGHARZS. Product Id 5 16 FTRIBENEREVELE, EUHFENIELIEA unlock challenge.bino

1. /68 avbtool 2 A% unlock credential.bin, &% make unlock.sho

2. FRARImAA

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

AR RS ERS—

BERTFERHEN fastboot IIUVRT, EULHEARBEEE. X, ER. EAY

B 1LMEE, REEMEELEMNRTIL, NRETB. Xil. B, SSHMENHRER, BEHR%
challenge signature = ElJIFEH# AR LEZ KK

MERAZ:



CONFIG _MISC=y
CONFIG_ROCKCHIP EFUSE=y
CONFIG_ROCKCHIP OTP=y

FLEERA CPUID 9 challenge number, M CPUID B5#2R LR, HIEFREEAXNMESR, £
unlock credential.bin AJIAEEFH, EEEEEMunlock challenge.bin, Hl{Funlock credential.bindJ#
B, BRRYSSELTRH:

fastboot oem at-get-vboot-unlock-challenge
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

L ISEHNBHRES, Fiamkii

make unlock.sh &%

#!/bin/sh

python avb-challenge-verify.py raw unlock challenge.bin product id.bin

python avbtool make unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --

unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem
avb-challenge-verify.py /&5

#/user/bin/env python

"This is a test module for getting unlock challenge.bin"
import sys

import os

from hashlib import sha256

def challenge verify():
if (len(sys.argv) != 3)
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
if ((sys.argv[l] == "-h") or (sys.argv[l] == "--h")):
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
try:
challenge_file = open(sys.argv[l], 'rb'")
product id file = open(sys.argv[2], 'rb')
challenge random file = open('unlock challenge.bin', 'wb'")
challenge data = challenge file.read(52)
product id data = product id file.read(16)
product id hash = sha256 (product id data) .digest ()
print ("The challege version is %d" %ord(challenge data[0]))
if (product id hash != challenge data[4:36])
print ("Product id verify error!")
return
challenge random file.write(challenge data[36:52])

print ("Success!")

finally:
if challenge file:

challenge file.close()



if product id file:
product id file.close()
if challenge random file:

challenge random file.close ()

if name == ' main_ ':

challenge verify ()

4.5.5 U-boot {H8E

FFE avb BE trust T, FEE U-Boot 7E defconfig XHFHALE :

CONFIG_OPTEE CLIENT=y
CONFIG_OPTEE Vl=y
CONFIG OPTEE ALWAYS USE_SECURITY PARTITION=y // R&HIEEMHESsccurityHKX

CONFIG_OPTEE_V1: EH¥&E 312x,322x,3288,3228H,3368,3399,

CONFIG_OPTEE_V2: iERT&EH 3326,3308,
CONFIG_OPTEE_ALWAYS USE SECURITY PARTITION: ¥ emmc B9 rpmb REEAE, AFXNE,
INRFFo

avb AR BB defconfig XHFHHEE :

CONFIG_AVB LIBAVB=y
CONFIG_AVB LIBAVB AB=y

CONFIG_AVB LIBAVB ATX=y

CONFIG AVB LIBAVB USER=y
CONFIG_RK_AVB LIBAVB USER=y

// EBENARNRE, TEEEALZF ave 5 a/B M, RMFETUDFER,
CONFIG_ANDROID AB=y //XNZ#F A/B

CONFIG_ANDROID AVB=y //XNZ#F AVB

// TEBARE efuse WTEFEH

CONFIG_ROCKCHIP PRELOADER PUB KEY=y

// FTEBEEM™EunlockRIEHEITFH
CONFIG_RK_AVB_LIBAVB ENABLE ATH UNLOCK=y

/] BRERIEFE
CONFIG_AVB VBMETA PUBLIC KEY VALIDATE=y

// RZFEZEcpuidfFNchallenge number, HFBUTRE
CONFIG_MISC=y

CONFIG ROCKCHIP EFUSE=y

CONFIG ROCKCHIP OTP=y

kernel BC &
system, vendor, oem 7 XHIRRKH kernel B dm-verify BRI, PR EFEREZER,

{H8E AVB EETT kernel dts FEEE S avb, SEW T

&firmware android {
compatible = "android, firmware";
boot devices = "fe330000.sdhci";
vbmeta {
compatible = "android, vbmeta";
parts = "vbmeta,boot,system, vendor,dtbo";
bi
fstab {
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compatible = "android, fstab";

vendor
compatible = "android,vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,avb";

fEEE A/B system TR EACE slotselect B, SEWT:

firmware {

android {
compatible = "android, firmware";
fstab {
compatible = "android, fstab";
system {
compatible = "android,system";
dev = "/dev/block/by-name/system";
type = "ext4";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";

i

vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4";

mnt flags = "ro,barrier=1,inode readahead blks=8";

fsmgr flags = "wait,verify,slotselect";

Android SDK

ANTFT4B Android SDK _ERY—LEAR B A,
AVB Enable

8 BOARD AVB ENABLE

A/B system

XETSFEF=K:

o A/BRAMBITEXNEE

© AB OTA UPDATER := true

© AB OTA PARTITIONS := boot system vendor
© BOARD BUILD SYSTEM ROOT IMAGE := true
© TARGET NO RECOVERY := true

o BOARD USES RECOVERY AS BOOT := true

© PRODUCT PACKAGES += update engine update verifier
o A/BRFAREXNTE

© PRODUCT PACKAGES DEBUG += update engine client
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o n/BRAFREEXNEE

© BOARD RECOVERYIMAGE PARTITION SIZE
© BOARD CACHEIMAGE PARTITION SIZE
o BOARD CACHEIMAGE FILE SYSTEM TYPE

Cmdline $TAZA

Kernel command line: androidboot.verifiedbootstate=green

androidboot.slot suffix= a dm="1 vroot none ro 1,0 1031864 verity 1
PARTUUID=b2110000-0000-455a-8000-44780000706f PARTUUID=b2110000-0000-455a-8000-
44780000706f 4096 4096 128983 128983 shal
90d1d406caac04b7e3fbf48b%a4dcd6992cc628e
4172683f0d6b6085c09f6cel65cfl52fe3523¢c89 10 restart on corruption
ignore_zero_blocks use_fec_ from device PARTUUID=b2110000-0000-455a-8000-
44780000706f fec roots 2 fec blocks 130000 fec start 130000" root=/dev/dm-0
androidboot.vbmeta.device=PARTUUID=£24£f0000-0000-4el1b-8000-791700006a98
androidboot.vbmeta.avb version=1.1 androidboot.vbmeta.device state=unlocked
androidboot.vbmeta.hash alg=sha5l12 androidboot.vbmeta.size=6528
androidboot.vbmeta.digest=41991c02c82eal1191545c645e2ac9cc7cal8b3dalaz2e3115aff4’
9d2df6lfeaccdd35b6360cfad936£6£4381e4557e£f18e381£f4b236000eb6ecc9adadl0ledadcae

androidboot.vbmeta.invalidate on error=yes androidboot.veritymode=enforcing

XEIREAL N SEC

1. At AfLE vbmeta Y PARTUUID? EAMRELMER vbmeta hash-tree EEY, FE kernel B
I9—i& vbmeta, digest /9 androidboot.vbmeta.digesto

2. skip_initramfs: boot ramdisk BT B E| boot.img [AI#, TE A/B system 1, ramdisk B&BETEE!
boot.img, cmdlinef B2(FHEX MBS,

3. root=/dev/dm-0 FF /& dm-verify, §Esystems

4. androidboot.vbmeta.device state: android verify IR7S

5. androidboot.verifiedbootstate: 1RIEER,
green. Ifin LOCKED state and an the key used for verification was not set by the end usero
yellow: If in LOCKED state and an the key used for verification was set by the end usero
orange. Ifin the UNLOCKED stateo

XEB4533HBA—T dm="1 vroot none ro......"SEHERK:

avbtool make vbmeta image --include descriptors from image boot.img --
include descriptors from image system.img --

generate dm verity cmdline from hashtree system.img --

include descriptors from image vendor.img --algorithm SHA512 RSA4096 --key
testkey psk.pem --public key metadata metadata.bin --output vbmeta.img

avbtool & FY vbmeta B, ¥¥ system [ElfF/0--generate dm verity cmdline from_hashtree B A], dm="1 vroot
none ro........ "XEFEERFRTFE vbmeta, XERREEA, WRFXIREE boot.img, THFIGMZE

o

Android SDK 7 /& BOARD AVB ENABLE £#EXtE(E 8 N% vbmeta Ao
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PE&E

FTIE 1A vbmeta 73X 5 security 77X, vbmeta S XEFEREIHRLER, security BXEMEIMEBIHNR L
o

FIRMWARE VER:8.0

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot),0x00002000@0x00006000 (
trust),0x00002000@0x00008000 (misc), 0x00008000@0x0000a000 (resource), 0x00010000Q0
x00012000 (kernel), 0x00002000@0x00022000 (dtb) ,0x00002000€@0x00024000 (dtbo) ,0x0000
0800@0x00026000 (vbmeta) , 0x00010000@0x00026800 (boot) ,0x00020000@0x00036800 (recov
ery),0x00038000@0x00056800 (backup), 0x00002000@0x0008e800 (security),0x000c0000@0
x00090800 (cache) ,0x00514000@0x00150800 (system), 0x00008000@0x00664800 (metadata),
0x000c0000@0x0066c800 (vendor) ,0x0004000000x0072c800 (oem) , 0x00000400@0x0076c800 (
frp),-@0x0076cc00 (userdata:grow)
uuid:system=af01642c-9b84-11e8-9b2a-234eb5e198a0

A/B System BXENBE

FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot a),0x00002000@0x00006000 (uboot
b),0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust b),0x00001000@0x0
000c000 (misc),0x00001000@0x0000d000 (vbmeta a),0x00001000€0x0000e000 (vbmeta b),0
x00020000@0x0000e000 (boot _a),0x00020000@0x0002e000 (boot b),0x00100000@0x0004e00
0 (system a),0x00300000@0x0032e000 (system b),0x00100000@0x0062e000 (vendor_ a), 0x0
0100000@0x0072e000 (vendor b),0x00002000@0x0082e000 (oem_a) ,0x00002000@0x00830000
(oem b),0x0010000@0x00832000 (factory),0x00008000@0x842000 (factory bootloader),0
x00080000@0x008ca000 (oem) ,-@0x0094a000 (userdata)

fastboot FF S

U-Boot FAILUE T NG N fastboot:

fastboot usb 0
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LR

fastboot
fastboot
fastboot

flash < partition

getvar < variable

>
erase < partition >

> | all

>

fastboot set active < slot
fastboot reboot
fastboot

fastboot

reboot-bootloader
flashing unlock

fastboot flashing lock
fastboot
fastboot

fastboot

stage [ < filename > ]

get staged [ < filename > ]
oem fuse at-perm-attr-data
fastboot
fastboot

fastboot

oem fuse at-perm-attr

oem fuse at-rsa-perm-attr
oem at-get-ca-request

fastboot ocem at-set-ca-response

fastboot at-lock-vboot
fastboot

fastboot

oem
oem at-unlock-vboot
oem at-disable-unlock-vboot
fastboot
fastboot
fastboot

fastboot

oem

oem format

oem

oem at-reset-rollback-index

L EA
1. fastboot flash < partition > [ < filename > ]
IheE: PXKEE,
f5l:  fastboot flash boot boot.img
1. fastboot erase < partition >
Ihee: BRI
25451 : fastboot erase boot
1. fastboot getvar < variable > | all
Ihee: REUKERER
2501 : fastboot getvar all (GREVIGEZFIEEER)

variable A A] LU FYS K

version /%
version-bootloader /%
version-baseband

product /=
serialno /%
secure /%
max-download-size e
logical-block-size /*
erase-block-size /%
partition-type < partition > /*
partition-size < partition > /*
unlocked /%

off-mode-charge

fuse at-bootloader-vboot-key

[ < filename > ]

at-get-vboot-unlock-challenge

fastboot HRZS */
U-Boot hRZAS */

F@mfER */

FHS */

BEABR2RE */

fastboot XIFHERFHERAFTIE */
ZERIREL +/

BERIREL +/

DXHEE +/

BEKRN */

W& LockRE +
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battery-voltage

variant

battery-soc-ok

slot-count

/* slot ¥B */

has-slot: < partition > /* BEsIotARBEEZAXE +/

current-slot

slot-suffixes

/* HEiEEslot */
/* YENEEEENslot, HEIHEEname */

slot-successful: < a | b > /* BESXEZEEMRIBE ~/
slot-unbootable: < a | b > /* BEDKEREWIGE Aunbootable */
slot-retry-count: < a | b > A Egﬁgﬂgretry—count?ﬁ'?ﬁ Y

at-attest-dh

at-attest-uuid

at-vboot-state

fastboot getvar all 231

PS E:\U-Boot-

bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader
bootloader

bootloader

( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )

bootloader

AVB\adb> .\fastboot.exe getvar all
version:0.4

version-bootloader:U-Boot 2017.09-gc277677
version-baseband:N/A

product:rk3229
serialno:7b2239270042£8b8

secure:yes
max-download-size:0x04000000
logical-block-size:0x512
erase-block-size:0x80000
partition-type:bootloader a:U-Boot
partition-type:bootloader b:U-Boot
partition-type:tos a:U-Boot
partition-type:tos b:U-Boot
partition-type:boot a:U-Boot
partition-type:boot b:U-Boot
partition-type:system a:extd
partition-type:system b:ext4
partition-type:vbmeta a:U-Boot
partition-type:vbmeta b:U-Boot
partition-type:misc:U-Boot
partition-type:vendor a:ext4
partition-type:vendor b:extd
partition-type:oem bootloader a:U-Boot
partition-type:oem bootloader b:U-Boot
partition-type:factory:U-Boot
partition-type:factory bootloader:U-Boot
partition-type:oem a:extd
partition-type:oem b:ext4
partition-type:userdata:ext4
partition-size:bootloader a:0x400000
partition-size:bootloader b:0x400000
partition-size:tos a:0x400000
partition-size:tos_b:0x400000
partition-size:boot a:0x2000000
partition-size:boot b:0x2000000
partition-size:system a:0x20000000
partition-size:system b:0x20000000

partition-size:vbmeta a:0x10000



bootloader

partition-size:

vbmeta b:0x10000

( )

(bootloader) partition-size:misc:0x100000
(bootloader) partition-size:vendor a:0x4000000
(bootloader) partition-size:vendor b:0x4000000
(bootloader) partition-size:oem bootloader a:0x400000
(bootloader) partition-size:oem bootloader b:0x400000
(bootloader) partition-size:factory:0x2000000
(bootloader) partition-size:factory bootloader:0x1000000
(bootloader) partition-size:oem a:0x10000000
(bootloader) partition-size:oem b:0x10000000
(bootloader) partition-size:userdata:0x7ad80000
(bootloader) unlocked:no

(bootloader) off-mode-charge:0

(bootloader) battery-voltage:Omv

(bootloader) variant:rk3229 evb

(bootloader) battery-soc-ok:no

(bootloader) slot-count:2

(bootloader) has-slot:bootloader:yes
(bootloader) has-slot:tos:yes

(bootloader) has-slot:boot:yes

(bootloader) has-slot:system:yes

(bootloader) has-slot:vbmeta:yes

(bootloader) has-slot:misc:no

(bootloader) has-slot:vendor:yes

(bootloader) has-slot:oem bootloader:yes
(bootloader) has-slot:factory:no

(bootloader) has-slot:factory bootloader:no
(bootloader) has-slot:oem:yes

(bootloader) has-slot:userdata:no

(bootloader) current-slot:a

(bootloader) slot-suffixes:a,b

(bootloader) slot-successful:a:yes
(bootloader) slot-successful:b:no

(bootloader) slot-unbootable:a:no

(bootloader) slot-unbootable:b:yes
(bootloader) slot-retry-count:a:0

(bootloader) slot-retry-count:b:0

(bootloader) at-attest-dh:1:P256

(bootloader) at-attest-uuid:

all: Done!

finished. total time: 0.636s

1. fastboot set_active < slot >

Ihee: IREERM sloto

255 fastboot set_active a

1. fastboot reboot

IheE: ERIRE, ERED

Z4(5]: fastboot reboot

1. fastboot reboot-bootloader

Ihee: ERIRE,

3#* N fastboot T,



Z51: fastboot reboot-bootloader
1. fastboot flashing unlock
Ihee: MEBLSE, ARITFREEMH
2465l fastboot flashing unlock
1. fastboot flashing lock
Ihee: BEIRE, BLEKRE
Z551: fastboot flashing lock
1. fastboot stage [ < filename > |
IhgE: TEEIRINZEIRATF, RNEREHIEJ CONFIG_FASTBOOT BUF_ADDR
2545]: fastboot stage permanent_attributes.bin
1. fastboot get_staged [ < filename > ]
Theg: MIgEimiRENERIE
2551 fastboot get staged raw_unlock challenge.bin
1. fastboot oem fuse at-perm-attr
IhBE: J%E permanent attributes.bin Az hash
Z545]: fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
1. fastboot oem fuse at-perm-attr-data
INBE: RJETE permanent attributes.bin IR £ EFEXIH (RPMB)
Z531 ;. fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data

1. fastboot oem at-get-ca-request
2. fastboot oem at-set-ca-response

3. fastboot oem at-lock-vboot
Iheg: BEIR
%45l ;. fastboot oem at-lock-vboot
1. fastboot oem at-unlock-vboot
Ihde: RIS, ITISZHF authenticated unlock

255 fastboot oem at-get-vboot-unlock-challenge
fastboot get staged raw_unlock challenge.bin

Jmake unlock.sh (J make unlock.sh &%)
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot
1. fastboot oem fuse at-bootloader-vboot-key
IhEE: J%E bootloader key hash

Z551: fastboot stage bootloader-pub-key.bin



fastboot oem fuse at-bootloader-vboot-key

1. fastboot oem format

Ihae: BFEAUAIX, 2XIESMET Spartitions

Z55l: fastboot oem format

1. fastboot oem at-get-vboot-unlock-challenge

If8E: authenticated unlock, FZEIR{F unlock challenge ##E

Z{1: &0 16. fastboot oem at-unlock-vboot
1. fastboot oem at-reset-rollback-index
Ihge: E&EM rollback #iE
Z4651): fastboot oem at-reset-rollback-index
1. fastboot oem at-disable-unlock-vboot
INEE: 1& fastboot oem at-unlock-vboot BE5EL

28451 : fastboot oem at-disable-unlock-vboot

EfRS

T EwindowsE 4 /RE T A .

oy EOETAETR v2.58

THER | FEEE | SHhR

& il EBF
z |[v | oxooo0oooo Farameter
5 |[v | 0x00004000 Uhoot
4 ||+ | 0x00008000 trust
5 |[T | oxo0008000 Mize
& |[ | 0x0000ES00 Eoot
T |[ | 0x0001ES00 Recovery
& |[ | ox00OESS00 Swstem
g |[T | ox003Cos00 vendor
10 [ | ox00430800 em
11 [ | ox0000C000 dtbo
1z |[ | 0x0000E000 vhmeta
L

CAREAFES0&REISZ6  Imazeh Inagehparam. . .
Sveodehn-boot—backuphnboot. img
Sveodehn-boot—backuph trust. img

A BEAPEI0SRES326 Y ImazehInaze mise. img
SMEENPHI0SREIZE6 Y Image ' Image boot. img
CMEENPHI0SREIZZE \ Image ' Inage \recow. .
CMEENPHI0SRE3ZE6 Image Inage  syste. |
CABEEAFES0&REIIZ6 Y\ ImazehInagewendo. .
CAREAFESOSREIZZ6  ImazehInagehoem. img
CAREAPES0&RES3Z6  ImazehImaze i dtho. imz
CSBEAPEI0SREIZZ6 V ImazehInage i whmat .

| T

Loader Ver:1.07

[ [ toaa

|| seszx || &=

| BH R E

A/B System %5
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, BEETETE v258 - ee

THIER | FpEY | e

= HiE -
(0x00000000  Loader  E:\RK\PY304RK3326\rk3326-ablfirmwar...
z F Q00000000 Parameter E: \RENFEI0AREIZE6 Y r 3326 —ab v 3326, . .
3 || | 0x00004000 | bootloader a I:'code‘u-bootiuboot. img
4 |[¥  0x00006000 | bootleader b Z:hcode‘u-boot'uboot. img
g |[v | 0x00008000 tos_a T heodeu-boothtrust. img
E F Oz=0000A000 tos_b T hecodeu-boothtrust. img
T F 000000000 boot_a I rl332R-andr ol dhrockdevi Image—rl3. . .
=] F Ox000Z0000 boot_b I \rk33e6-andr ol dhrockdevi Image—rlk3. . .
9 |[ | ox0004EQ00 system_a T wk3326-andr ol dhroclkdevh Imaze—rld. | .
10 |[ | 0x0032E000 system_b T wk3326-andr ol dhroclkdevh Imaze—rkd. | .
11 |[ | ox0082E0O0 wvendor_a T wk3326-andr ol dhrocldevh Imaze—rkd. | .
12 [ | ox00TZECO0 wvendor_b T wrka32f-androidhrockdeviImage—rik3. .
13 |[v | 0x008CA000 | oem " k3306 -androi dhr ockdew \ Image— rl-:3325 evbhoem.

Losder Ver:n.0s | BT | [t | [ #EaEx | [ &%

| BHE RIS

Pre-loader verified

201 {Rockchip-Secure-Boot-Application-Note.md)

MASKROM

v

Get Public Key

HASH(SHA256) of public
key

HASH in OTP Boot failed

Get raw binary of first Get digital Signature
loader
HASH(SEJ:;S?G} of raw —l RSA2048 encryption e

MATCH?

(Loadmgﬁrstloader) \N/ ._:( Boot failed )
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U-boot verified

OTP IRERILTRIZ
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perm_attr
hash

FREL

vbmeta.img

(iivbmetasL B2 &
i

perm-attr2 &5 IEFA ?

FREL
prk_pub

SVbmeta.imgfz fi& A1
psk_pubXttt

Vbmeta.imgh§&

Trust Zone

permanent_attribute
s.bin




#;boot.imgH
& Hhash

=) i 25 S AT hash&TE

MEEEN

efuse IR B IRILMAZ



Public key

FRER

vbmetaimg

<hrvbmetaZL A 2 &
iR

perm-attr 2 & IEFE 7

FEER
prk_pub

m_. Feipik_cer & psk_cer

Vbmeta. imgTEiE
psk_pubZtEE

Vbmeta. imghEis

Trust Zone

permanent_attribu

tes cer.bin

permanent_attribute

=.bin




RGBT

=
System

— =
Kernel

cmdline: androidboot. verifiedbootstate=green
uboot

androidboot. slot_suffix=_a " root=/dev/dm-0 -==----

A BEE kernel, kernel B 5Ci#HT U-Boot 15320 cmdline 2%, MIARABEHEEFEA dm-verify, A
JEINEE A system BY fs mgr BRSSo fs mgr {&HE fsmgr flags BIBECEKIQINEE 4, E 4 hash & hash
tree fZINTF vbmeta.imgo, EEHINTFEEL:

avb: A avb WA MNEARIES X

slotselect: %% X 4% A/B, NMEBI=AEAE cmdline BY"androidboot.slot_suffix=_ a"XPNE%,
Linux AVB

INTFABETF linux FFIER AVB RIERIIERIZ,

RERIE

1. ENEBEREH
2. {# 8 SecureBootConsole & ¥, PrivateKey.pem 5 PublicKey.pem, TEJJ rk sign tool, #3<ITF:

rk sign tool cc --chip 3399
rk sign tool kk --out .

3. load key
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rk sign tool 1k --key privateKey.pem --pubkey publicKey.pem

4. &34 loader

rk sign tool sl --loader loader.bin

5. %% uboot.img & trust.img

rk sign tool si --img uboot.img

rk sign tool si --img trust.img

TR

(5
—\

6. avb EREHESR . HERFTH temp.bin, 16 FTIHY product id.bin, FFEHH bootimg, I
i

#!/bin/bash

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 -
—authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin

python avbtool make atx permanent attributes --output=permanent attributes.bin
—--product id=product id.bin --root authority key=testkey prk.pem

python avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

python avbtool make vbmeta image --public key metadata metadata.bin --

include descriptors from image boot.img --algorithm SHA256 RSA4096 --key
testkey psk.pem --output vbmeta.img

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

4 A vbmeta.img, permanent attributes cer.bin, permanent attributes.bino
ZFBEHMER T boot.img......

1.EHIRS

rkdeveloptool db loader.bin
rkdeveloptool ul loader.bin
rkdeveloptool gpt parameter.txt
rkdeveloptool wlx uboot uboot.img
rkdeveloptool wlx trust trust.img
rkdeveloptool wlx boot boot.img

rkdeveloptool wlx system system.img



rkdeveloptool AJ LAEE https://github.com/rockchip-linux/rkdeveloptool

1. 85 permanent _attributes cer.bin, permanent attributes.bin

BOTPESA:

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

B efuse ¥ &

fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr

1. efuse }%5 (efuse TEBRIRHE windows hRAS) , FEIFRIFER loader, FEFEITVMIKE, mEB

%5,
‘j‘ Efuse TH v1.38 ==
@ @ = |M ié%itﬁ‘ o |
Bk (- \code \u-boot \rk3399_loader_v1. 16, 115, bix BlH R

LoaderhR#: 1. 15 X
A BB :RE3300

D | £ [ BEAIE aEmn ™ FHEES D | & I

B -
5% RootHub20

+& Port[l]

oGy Port[2]

oGy Port[3]

oGy Port[d]

-+ Port[5]

-+ Port[6]

-+ Port[7]

4% Part[8]

£-1% RootHub20 T

=% Port[1] Hub 4

-+ Port[1]

-+ Port[2]

& Port]3]

& Port]4]

+& Port]5]

i+ Port[6]

= 4G Port[2] - hd

m

EffRm:

L. F—R A, WRUSER A% 5 i E, TARTRERERHED. FEfEUsERD. mish: 00000
L BARERHE, BERTAFEAREEEAT 6.

3. TR, BUTR, RS, TS, TERIERE.

4. HRER, RUSEERET, AMLUIBHERT. Hd, 00000
. ARMRESTAURETET MRANRESTENEEET.

L 00000

1. OTP F & loader public key/®E
£ (Rockchip-Secure-Boot-Application-Note.md)
Lo 1 377k

[TODO]


https://github.com/rockchip-linux/rkdeveloptool
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SDEzhHIFAL
BT
Rockchip #L3& SD ®XI7 AE# SD &, SD ALk, SD Bnh, SDBE+F. AILUEIIHCHEIEAR
B T A% update.img TEHEF SD A, HIERENRLE,
FEE Thik
HH# SD £ B iELE
SD A&+ REM SD ERBENE recovery, E recovery STl sd NEIHF B EIL & 14
SD Bah& REHEEM SD £EE
SD &+ M pre-loader FF3A#£ 1 SD FRHIE 4 EIEETEE

ps S
B
i@ SD &5 PC AL —H¥, AILATE U-Boot # Kernel ARG IEAE BN EMETEFER, THRILAX

SD R,
AEF

SD Aék~E#id RK T ASIE, KW SD R AMIFHEGIN eMMC, nand flash)ElHFEI ALK, SD KFH
FKEr] U ES PC M MEN—FEG ARG E. BERR SD REIEEE SD RIREBX, RAER
EH#ENE SD R RS X E, FiEM SD £E&EY, SD REBHMARKBREEGRS R4t EF
iR, [EIBY SD ALK F 2 PCBA MidF] Demo XHFHIIEN, SD ALR-RAVIXLETHEE AT LU E 4 AR ME
BRES PC ML#H1T, IREEFHE,

BAFIEFHNALAE SD |, MRIAFBEEME M demo XHEY, AR TEF BRTTHK:

1. #NEGE SD RIRER, HEHE A sdupdate.img
2. #2101 demo X4 SD RIEE R THI Demo HRH

SD 5|SHL&REEE GPT)

w5 5 617724
REX 0 MBR
BKX 64-4M IDBLOCK (BEItTEE 0)
4M-8M Parameter
12M-16M uboot
16M-20M trust
...... misc
...... resource
...... kernel
...... recovery

I =08 Fat32 77/ update.img


af://n19591
af://n19592
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SD 5| FHEEEIN(GPT)

w5 S 61734
FRX o MBR
REX 1-34 GPT X%
BX 64-4M IDBLOCK(BEIFEE 0)
4M-8M Parameter
...... uboot
...... trust
...... misc
...... resource
...... kernel
...... recovery
I =08 Fat32 77/ update.img

BihE

SD EEI-EEiEiT RK T ESIE, STBIEEM SD RBE), AN EAER ERRMHHEETAHER
ESEH RGN, BATNEBEMHESE SD K, 18 SD EUETFEER. THM SD R
w8y, EFFLURIGR XHESTERIE SD £ £, BRERMIFHEIUESTE. BNIERTRER
YiM SD £RSED, AT PCBA Mide 8 : PCBA WItRE recovery FEM—NIEER, AIATF ALK
E5EHE

SD 5|SBa+R&ER(IE GPT)
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w15
RX 0
BX 64-4M
4M-8M
8M-12M

12M-16M

SD 5| BRI (GPT)

Ri%
BX 0
BX 1-34

BX 64-4M

BE 33 BX

617724
MBR
IDBLOCK (BT EE 1)
Parameter
uboot
trust
misc
resource
boot
kernel
recovery
system

user

5 7334
MBR
GPT A&
IDBLOCK(BEIFEE 1)
uboot
Boot
trust
resource
kernel
recovery
system
vendor
oem

user

#19 GPT



=+

SD 88 REXMF SD FHKINEE, EEHHLKIIEH miniloader5eil. B LESKBNIBEEI SD
FHRBX, AEEESHENE SD FAIRSX L, FiEM SD £EEIA, SD EAKREEEEHLE
S EEFMED, TERTIRFEGHRF, SD FrILEEIRE.

SD & ~#&=X(3F GPT)
"% 617724
RBX 0 MBR
BKX 64-4M IDBLOCK(BETEE 2)
4M-8M Parameter
SM-12M uboot
12M-16M trust
...... misc
...... resource
...... boot
...... kernel
...... recovery
...... system

...... user

SD 18ER1&H(GPT)
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15 S 672734

R 0 MBR

R 1-34 GPT X &
BX 64-4M IDBLOCK (BEhinEE 2)

...... uboot
...... Boot
...... trust
...... resource
...... kernel
...... recovery
...... system
...... vendor
...... oem

...... user

BE 33 BX #19 GPT

ElfFiRS
SD RIENEMARFELEEN £, ST sd R LT,

£ SD £ME 64 RXAL, RIAFESE N (magic number) 9 0xFCDC8C3B, MA—LE45%+E, SM SD
ERIEEEY, BEhEE. WRARE, WIENDZE SD £&F, % (64 BX +616bytes) #17, FM
B ERRE. BaiE =fhEa:

Lo %R
0 k£ PCBA &
. B
2 BE+

BRI

SD £HY boot RIERI 3/ pre-loader BENRIZS uboot BEIRIZE, XFARIZEAZEINEACN SD £ SD
<M IDB Block A Startup Flag 17:&, HESKBEBXLEIRERITAENIIEE. RIZWT:
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SIH= TR

A0 ITR Block
Startup Flag

T i
Find uszahle
) mias ko
pre—loader
Scan 5D Lo Timd ) RV B
. § L pre—loader +
the vpdate [lag
[ ] e TR 5
Find heot CHD sean sl o Tina it
. - the update flag
[rom misc . unnte %+ b %
partition b Pt
eed] ine
¥ ¥
Judge erdline
lUpdate 50 including ) § o
. g ., o+ TECOVETY kerne
[irmware Storagemedia-s
g
pre-loader B
maskron
pre-loader
EEHEAT Al o
(S e
3k
i
= R (B4 B[ 4 (645 [H 4
filehyies) fobR Blfbyres) bREs Glbbytes) f6EN
0 l 2
140 sl PR S o
FHis ol PCBAME, Bk s E

v

v

!

MED-F B .
HablsoT

MED - ELE PR,
EEEIEA

Lander T 39 6 #f
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maskrom B S5 EI— 5 RI A miniloader Bl (ATLAM TRM HAE Maskrom ZIFHIENTEMEN B
TR, maskrom RECRIERTAEFEENEM) , RSB S miniloadero miniloader BB TFEIL
%, WRKLMWE SD &, 1N SD FREES IDB BREH. NRE, BHMFiInE. R SD RAIHE
A& 08K 17, MM SD RMAIEEX U-Boot B, NMNEEEH U-Boote MIRATE N2, MHFNEERR
12, 7E loader TEMEH., [EERRIENEEMEME, INEB5H T loader,

U-Boot BZT)

‘ Start ’

Uboot

A 4

ERFEIRE

A 4

%’Sﬁ$ a

64FX
EEIRIRE

OxFCDCB8C3B,

A 4
A 4

64BX + B
616bytestTis FraElE

70? %E&
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|

E N
RERNSDF

cmdlinei R0
storagemedia=sd

F Msd-RIREXE

A 4 v

cmdline AN BEH Bhkernel
sdfwupdatetFis HFiERE

v

MISCH X
TREFEN
recovery

v

B0&irecovery,
# Nrecoveryf#Ez{

End

FK+E: U-Boot EFEHFMILE, WNRLME SD £, 1€ SD F2EES IDB IBRAEH. NRZE,
BB RITERE N 0, 5&4 kernel B cmdline R l'sdfwupdate's &x/Z3E2EY SD ®HY misc 77X, 15ZEX
RBEMER, B recovery I, MEBEN recoverys

BEhE: U-Boot EMENFMEIZE, WNRKMEISD £, 1M SD FREES IDB BREH. IRE,
BHURIFERE AN 1o REIEE SD B misc 21X, FREN-REEIL, IR recovery, MEBEN
recoveryo SNSRRE normal 23, MINEFLN kernels

Recovery#IPCBA

BATE%E (Rockchip Recovery FBFIE{EIER V1.03.pdf) o
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ERED

o HIEIEGPT AEHHY, U-Boot FTREECE CONFIG_RKPARM_PARTITION,

o HIE SD ALKEBY, update.img #ZNEE MiniloaderAllbin, parameter.txt, uboot.img, trust.img,
misc.img, resource.img, recovery.img XLEE M, FNRE update.img ZHIME N MBR KW HIE
o

Chapter-7 BCE & 5]

TODO

Chapter-8 FidFE&
AEFETENB—LUBooBN BE BN ER, GEEAGS. WA, BESN. FITNSS,

DEBUG

IhEE: L2/ debug () FTENER,

AERF AR rkxxx_common.h FIE IN7RTE SXOHITIHERE:

#define DEBUG

Initcall
IheE: FTENRBDIRiZ.

U-Boot FIEEIEBR—FR Flinitcal IAA, B initcall run list () KEAK debug () BK
printf() o fl:

U-Boot 2017.09-01725-g03b8d3b-dirty (Jul 06 2018 - 10:08:27 +0800)

initcall: 0000000000214388

initcall: 0000000000214724

Model: Rockchip RK3399 Evaluation Board
initcall: 0000000000214300

DRAM: initcall: 0000000000203f68
initcall: 0000000000214410 // ZERCHRIKHRUEITR AR EL
initcall: 00000000002140dc

3.8 GiB

initcall: 00000000002143b8

Relocation Offset is: £5c03000
initcall: 00000000£f5el76bc

initcall: 00000000002146a4 (relocated to 00000000f5el76a4)
initcall: 0000000000214668 (relocated to 00000000£5e17668)
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iofp ¥

Ihae: BERF.

/] ARLE
md - memory display

Usage: md [.b, .w, .1, .g] address [# of objects]

// Gk
mw - memory write (f£ill)

Usage: mw [.b, .w, .1, .g] address value [count]
IRME, B BR 0x76000000 ik FFIARIELSE 0x10 NI,

=> md.l 0x76000000 0x10

76000000: fffffffe ffffffff fEELfFEf FEELFEEE Lo i
76000010: ffffffdf ffffffff feffffff fEf£ffFfFfFF ... ..t
76000020: ffffffff ffEEf££fFfFf fEEELEFF £EELFEEEE Lo il
760000308 EITIEIEIEITIIE IEIEI5IEICIoI5IE JoI5IEICIDIIEIE JDIBICIBITIEIEE 0 0000000000000 00

Bi2E, BH: X 0x76000000 HHETRE A 0x1234;

=> mw.1l 0x76000000 Oxffffl1234 // Em16fiBmask

=> md.1l 0x76000000 0x10 // Bl

76000000: ffffl234 fEFEEfff FEEFEEEE EELEFEEE vuvennnennnn..
76000010: ffffffdf fEFEFfff feffffff FEEFFEEE ouvininennnn..
76000020: ffffffff fEEFEEEF FEEEFEEE EEEEEEEE o vviininnnnn..
76000030: ffffffff fEEEfEFff FEEEEEEE EEEEEEEE  vvviiinnnnnnn..

. O
10memapp /ﬁ\

Thee: AT, tbmdasLERE, BT BEPARTDTS T mIRENEMIHE B,

=> iomem

iomem - Show iomem data by device compatible

Usage:
// @<compatible>. TsmMcompatibleffs)XEEiRILHE
iomem <compatible> <start offset> <end offset>

eg: iomem -grf 0x0 0x200
el RK3228 iEHY GRF E 0x00 ~ 0x20 BYEUE:

// XBATM "rockchip, rk3288-pmugrf" X9F, FRLA"-gri"{EAXEEHE
=> iomem -grf 0x0 0x20

rockchip, rk3228-grf:

11000000: 00000000 00000000 00004000 00002000

11000010: 00000000 00005028 0000a5a5 0000aaaa

11000020: 00009955
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ey B
12cnp/$
IhEE: 2¢1&&F1EE,

=> i2c

i2c - I2C sub-system

Usage:

i2c dev [dev] - show or set current I2C bus

i2c md chip address[.0, .1, .2] [# of objects] - read from I2C device

i2c mw chip address[.0, .1, .2] value [count] - write to I2C device (fill)

PR, SEA:

=> i2c dev 0 // HIEli2co (F8RE—RENA])
Setting bus to 0

=> i2c md 0xlb Ox2e 0x20 // i2ci&@EMAULII 1D (7TIdbAE) , EENOx2e FFIRANIELL0%20
N ETFRE

002e: 11 Of 00 00 11 OFf 00 00 01 00 00 00 09 00 00 0C wvueuemenenennnn
003e: 00 Oa O0a Oc Oc Oc 00 07 07 Oa 00 Oc Oc 00 00 00 wuvueruernennennnn

S1&%, el

=> i2c dev 0 // H1Ei2c0 ($8E—REPA])
Setting bus to 0

=> i2c mw Oxlb 0x2e 0x10 // i2cI8EME 1L (7fiIthhl) , ox2eFTEFERMWENOx10
=> i2¢ md Oxlb Ox2e 0x20 // Bl

002e: 10 0Of 00 00 11 Of 00 00 01 00 00 00 09 00 00 Oc  .t.o.iiiiininnnnn.
003e: 00 0Oa 0Oa Oc Oc Oc 00 07 07 O0a 00 Oc Oc 00 00 00  ...v.ivniuvneninnn.

gpioip ¥
Ihee: pinfiliEINGEIHIRT

=> gpio

gpio - query and control gpio pins

Usage:
gpio <input|set]|clear|toggle> <pin>
- input/set/clear/toggle the specified pin
gpio status [-a] [<bank> | <pin>] - show [all/claimed] GPIOs

EEpinfilIRE: WRVI1126

=> gpio status -a
Bank A:

AQO: input: 0 [ ]
Al: output: 1 [ ]
A2: input: 1 [ 1

A29: unused: 1 [ ]
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A30: unknown
A31: unused: 0 [ ]

D6: input: 0 [ ]
D7: output: 1 [x] vccl8-lcd-n.gpio

D31: input: 0 [ ]

Bank E:
EO: input: 0 [ ]
El: input: 0 [ ]

phﬁﬁ)\i
=> gpio input A7
pindai tHINACTIVE:
=> gpio clear A7
pinf@HACTIVE:
=> gpio set A7
pin RSN WIA7: input: 0 A A7: output: 1
=> gpio toggle A7
fdten <

IhgE: ¥TENDTBAZA,

=> fdt

fdt - flattened device tree utility commands

Usage:

fdt addr [-c] <addr> [<length>] - Set the [control] fdt location to <addr>
fdt print <path> [<prop>] - Recursive print starting at <path>

fdt list <path> [<prop>] - Print one level starting at <path>

NOTE: Dereference aliases by omitting the leading '/', e.g. fdt print
ethernetO.

HAPNTRFASH<T—IEMEH, RILUE device-tree ST dump HE:

=> fdt addr $fdt _addr r // IBEfdtisit
=> fdt print // BEAt B LEBFTENHR
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mmciF ¥

IhEE: MMCIgREIRE. ik,

MMC B&EEE:

=> mmc info

Device: dwmmc@Ef0£0000 /) RETR
Manufacturer ID: 15

OEM: 100

Name: 8GME4

Timing Interface: High Speed /] REER
Tran Speed: 52000000 // HEnhRE

Rd Block Len: 512
MMC version 5.1

High Capacity: Yes

Capacity: 7.3 GiB /] FEBE
Bus Width: 8-bit /] BRERE

Erase Group Size: 512 KiB
HC WP Group Size: 8 MiB
User Capacity: 7.3 GiB WRREL
Boot Capacity: 4 MiB ENH
RPMB Capacity: 512 KiB ENH

MMC & &%
=> mmc dev 0 // TEEleMMC
=> mmc dev 1 // YIERsaF

MMC IE&EE:

mmc read addr blk# cnt

mmc write addr blk# cnt

mmc erase blk# cnt

1

=> mmc read 0x70000000 0 1 // EEMMCIEEE—TMblock, A/NA1 sectorBIFIBRINE
0x70000000

=> mmc write 0x70000000 0 1  // ¥BRTF0x70000000#21 sectorBIHIBEEITFEE— T block
EAIE

=> mmc erase 0 1 // BERFMEE—TblockiLl sectoriiE

R MMC IEFREEE, ATLUBI U TREESEIRIEENL:

8 drivers/mmc/dw_mmc.c Y debug () XA printf () EEMRFRS. TF MMC IEHFTENE
B

o WMNRFREAIFTENA Sending CMDO, IEHRERMHEE. BERIERE; ENHE IOMUX 2EWEM 1P
tIE;

o WRERGFTENS Sending CMDS, ZEHEHIIEELE MMC K& R IFIHRLZ EFE;

o MRMAKHBISHLEET, REITENN Sending CMD18, EHZE MMC BEHAtE. §iE MMC fHE
HEAREE RS AIUEHRARS) . AT UMEREIHIAR. 1 MMC IEENEEER,
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B [ &

Thie: #8U-Boot $TENSSILIMBYIEIE (FEXIETE)) o

CONFIG BOOTSTAGE PRINTF TIMESTAMP

Bl
[ 0.259266] U-Boot 2017.09-01739-g856£373-dirty (Jul 10 2018 - 20:26:05
+0800)
[ 0.260596] Model: Rockchip RK3399 Evaluation Board
[ 0.261332] DRAM: 3.8 GiB

Relocation Offset is: £5bfd000

Using default environment

[ 0.354038] dwmmc@fe320000: 1, sdhci@fe330000: O

[ 0.521125] Card did not respond to voltage select!
[ 0.521188] mmc_init: -95, time 9

[ 0.671451] switch to partitions #0, OK

[ 0.671500] mmcO (part 0) is current device

[ 0.675507] boot mode: None

[ 0.683738] DTB: rk-kernel.dtb

[ 0.706940] Using kernel dtb

B {B) BB BT R SetimerBIRS [BIFTEN ISR, MARZMOFIETTES. PR AR IEIBETENRY( R Z AR 3T BT id],
AL 3BT El,

dm tree

Thie: BEEME device-driver ZIBIFISBE. probetRo

=> dm tree

Class Probed Driver Name
root [ + ] root driver root driver
syscon [ ] rk322x_syscon |-- syscon@11000000
serial [ + ] nsl16550 serial |-- serial@11030000 *
clk [ ] clk rk322x |-— clock-controller@110e0000
sysreset [ ] rockchip sysreset | | -— sysreset
reset [ ] rockchip reset | "-- reset
mmc [ ] rockchip rk3288 dw mshc | == dwmmc@30020000 =*
blk [ ] mmc_blk | "—- dwmmc@30020000.b1lk *
ram [ ] rockchip rk322x dmc |-— dmc@11200000
serial [ ] nsl16550 serial |--— serial@11020000
i2c [ ] i2c rockchip |-= 12c@11050000
FTENE X

o FIHFIBEBL5TM binddY device-driver

o FIHPFA uclass-device-driver Z[EHIRBXFH

o [+]FEF] driver BEL5ERK probe

o * FnHAEldevice-driversR H FU-BootHIDTB, &M 1Ekernel DTB
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dm uclass

heE: EEFE L uclass FTHIFFEIRSE,

=> dm uclass

uclass 0: root

- * root_driver @ 7be54c88, seq 0, (reqg -1)

uclass 11: adc
- * saradc@ff100000 @ 7be56220, seqg 0, (reqg -1)

uclass 40: backlight
- * backlight @ 7be81178, seq 0, (reg -1)

uclass 77: key
= rockchip-key @ 7be811f0

stacktrace.sh

# A VE AR E AN S Mrabort. dump stackOBYELH, IEEERKZERMET,

RER

IheE:

. FTENHBICPURNIZAIBAREL, ERTRARTEER, ROXEMR 5s dump HFlabortBY 2By
1 I%‘O

Jall[3

CONFIG _ROCKCHIP DEBUGGER

FREN RN B %= B G B E Hstacktrace [l A 4%, IEBZRKZEEMET,

CRC #38
f8. RIERKIZTNAVE TR,
RK BB LEE TENBEICRC32, FTFINTZEA UHACRCI2IGIEE GRS,

CONFIG_ROCKCHIP CRC

=Booting Rockchip format image=
kernel image CRC32 verify... okay. // kernel RIRRTN (WIRKMMFTED faill ~)
boot image CRC32 verify... okay. // boot REMIN (WIRKMMITEI fail!l ~)
kernel @ 0x02080000 (0x01249808)
ramdisk @ 0x0a200000 (0x001e6650)
## Chapter-8 Flattened Device Tree blob at 01f00000
Booting using the fdt blob at 0x1£00000
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
Loading Ramdisk to 08019000, end 081ff650 ... OK
Loading Device Tree to 0000000008003000, end 0000000008018c97 ... OK
Adding bank: start=0x00200000, size=0x08200000
Adding bank: start=0x0a200000, size=0xede00000
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Starting kernel

HASHFZIE
IHEE: I Androidi& BV EHFTE S,

ANDROID BOOT IMAGE HASH

BRZEER, MHAndoid& BB ERIE FRITEIE.
ER—LEHERE, NREARFCETEEBRIEE M, BRGTHNTREIRR:

HASH ROCKCHIP LEGACY

(2E{DDRA S

FHEIDDRAIIA RIS ZHEDDRABEZELLU-Boot, U-BootREMF—LERENFEBERLNIZ. AR
BI LATEU-BootFi BRAE UL B4 NAZRIDDR B &

2Bl

// FERLARNZIETARNGFR (BERREREFR) .

Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x40000000 (size: 0x35e00000)
Total: 895.411 ms

Starting kernel
[ 0.000000] Booting Linux on physical CPU 0x0

RIBE:
./arch/arm/mach-rockchip/param.c
[ EITA=

struct memblock *param parse ddr mem(int *out count)

// EBERBAArFBBAU-Boot HREER.
// BEREIREHIMAESBMAE, FIUSDREE, HFEASNAFRAVEIRHUFIA ),
// PS: —RRIEATHEEENTF, FE2REDR,
for (i = 0, n = 0; i < count; i++, n++) {
// tbiiocRRE (ESSAE) , M: count=1, base = 0, size = 0x80000000o
// BRPIERR A UEXEZFEEL.
base = t->u.ddr mem.bank[i];

size = t—>u.ddr_mem.bank[i + count];

/* 0~4GB */
if (base < SZ_4GB) {
mem[n] .base = base;
mem[n] .size = ddr mem get usable size(base, size);

if (base + size > SZ 4GB) {
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n++;

mem[n] .base u64 = SZ 4GB;

mem[n] .size u64 = base + size - SZ 4GB;
}
} else {
/* 4GB+ */
mem[n] .base u64 = base;
mem[n] .size u64 = size;

assert (n < count + MEM RESV_COUNT) ;

HERE R
IheE: MOIABEhRAEFRIZ. FEBERT, FAVEEWaUEEIE P EA—LLIeilinlZ,
1. trust BSEEFLESE

trust BT ERRIENAEEM : BT ERERSERE, FH trust BHHLEIFHIREY U-Boot BEfiillE, 1Lt
B A A BT LB trust FFHFTENRY U-Boot B EhitbiE KA.

64 I F & U-Boot Bohitiit—A% 2 mF 0x200000 (DRAM FEI8#HAEZE 0x0)
NOTICE: BL31: vl1.3(debug) :d98dlee

NOTICE: BL31: Built : 15:03:07, May 10 2018
NOTICE: BL31l: Rockchip release version: vl.1

INFO: GICv3 with legacy support detected. ARM GICV3 driver initialized in
EL3

INFO: Using opteed sec cpu context!

INFO: boot cpu mask: 0

INFO: plat rockchip pmu init(1151): pd status 3e

INFO: BL31: Initializing runtime services

INFO: BL31: Initializing BL32

INFO: BL31: Preparing for EL3 exit to normal world

INFO: Entry point address = 0x200000 // U-Bootihik

INFO: SPSR = 0x3c9

32 1 & U-Boot BEhHIt—AZ 2 1RTE 0x0 (DRAM f2iatit 2 0x60000000) :

INF [0x0] TEE-CORE:init primary helper:378: Release version: 1.9

INF [0x0] TEE-CORE:init primary helper:379: Next entry point address:
0x60000000 // U-Bootiiit

INF [0x0] TEE-CORE:init teecore:83: teecore inits done

2. U-Boot higZs[E]3# :

i83d U-Boot FF 15 BRI [EMARIRARA, S0 IR M2 commit: b34f08bo

U-Boot 2017.09-01730-gb34£f08b (Jul 06 2018 - 17:47:52 +0800)

FAE SR EI dirty", REARIZFRERMAEISBRIHACE, FERATH.
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U-Boot 2017.09-01730-gb34£f08b-dirty (Jul 06 2018 - 17:35:04 +0800)

BohiER
AP U-BooFFAL{S B BT ERAL 4 T U-BootHMIZR B SMREVRES, 75 BIEE(R A,

BHIU-BootX H=MEIHFEAF|S: Androidt& > RKIET > DISTROIE e RKEAFHHISDKEEZHIA
MEHIEIN, DISTRO—REFEBFRER,

WER: MRAFNKEREH, FEITENTRERD, XARLMAF X FU-BootHHEBEERT i,

17.1 Android @4

// U-BootHB—ITITEN, BET commithiZ. HiFHEIFES

// FR: XBERRBU-Boot "HBNR"HIFE—ITIEMHTE], MARU-Boot REMEMRFITED
// $TFdebugfER, AILAEIERHIFIAITED

U-Boot 2017.09-03033-g81b79£7-dirty (Jul 04 2019 - 15:04:00 +0800)

// U-Boot dtsH“model"FEHR, @BEXMSERTUMERINERT U-Boot BiAdts
Model: Rockchip RK3399 Evaluation Board

// B Tpreloader-seriallgt, EMBAFIRloader RO E, YaifERUART2{ENFTENIO
PreSerial: 2

// RFHEBREBEE26B

DRAM: 2 GiB

// YUERAZIET sysnenNEREEY G

Sysmem: init

// U-BootRIBHCHARIBHITEIRTY, MAFIddrEANUERIIEENMUE (FRU-Boot FRXILEEN
AE)

// BEREENRERAIERx7dpe2000, XMEREERLCHBXNATEEERE

Relocation Offset is: 7dbe2000

// ENVRRUAMREEAr B, MIRBEZFRETeMMC. NandFFENRE, WARSEX NI

Using default environment

// HEINEFEA BIRnmc0, BleMMc (MARZEsd®, WAmmcl)
dwmmc@£fe320000: 1, sdhci@fe330000: O

// FENBREEREEatags, HEIkniniloaderffEEHU-Boot
Bootdev (atags) : mmc O

// HEifeMMCHI TEERS 400485, BEMAERE150M

MMCO: HS400, 150Mhz

// HEIRBEGPTHXRER (MIRIBRK parameters XK, MITED: RKPARM)
PartType: EFI

// YHiRrecoveryi®I

// kernel BHITHY"reboot xxx"@<, mEMRHEXNMITENRMAEI
boot mode: recovery

// Kernel DTBRHETFrecovery.img, HIEFEHIMNE

Load FDT from recovery part

DTB: rk-kernel.dtb

HASH: OK(c)

// ==> F2: BltZE, U-BootB&Y)F|kernel dtb, [GEEFABINEIXGIERERkernel dtbBIfE
IS

// DTBOHITALTH

ANDROID: fdt overlay OK

// I2CHURE, XNRU-Boot ANREMFMREARZ—, LENFoecpcHLpoIEEZHrMIc, WERI12CEK
EE,

/] BANANEREE—E#M, WRAFRXOLAVRE, aJUXEXMEE
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I2c speed: 400000Hz
// HEIPMICRERKS18
// onfEXIRION SOURCEZF2s, FRPAT HalXRpMIc EEBREREE
// off{EXRIOFF SOURCEZ17ay, HRAARI—RXMHIZEBHER
// onMloffER, WFRAGHMREERHXNFERN, XBEMENENER
PMIC: RK818 (on=0x20 off=0x40)
// BEAEEregulatorYFIBEE, —fREDcDCc AN MMERKFEFEMarn. logic. centerFHBE
// BHREZBRDRE. ANFREFRZEN, XENMENENESvdd_center 900000 uv
vdd _cpu 1 900000 uv
vdd log 900000 uv
// Kernel dtsM model"FEHAZR, BIXMEEAIUEERIERT Kerne l A dt s
Model: Rockchip RK3399 Excavator Board edp avb (Android)
enter Recovery mode!
// EREHEXER
Rockchip UBOOT DRM driver version: v1.0.1
Using display timing dts
Detailed mode clock 200000 kHz, flagsl[a]
H: 1536 1548 1564 1612
V: 2048 2056 2060 2068
bus format: 100e
// clk-treefsB, BEEXIESZU-Boot FAXILHICLKET
CLK: (uboot. arml: enter 816000 KHz, init 816000 KHz, kernel ON/A)
CLK: (uboot. armb: enter 24000 KHz, init 24000 KHz, kernel ON/A)
aplll 816000 KHz
apllb 24000 KHz
dpll 800000 KHz
cpll 200000 KHz
gpll 800000 KHz
npll 600000 KHz
vpll 24000 KHz
aclk perihp 133333 KHz
hclk perihp 66666 KHz
pclk perihp 33333 KHz
aclk perilp0 266666 KHz
hclk perilpO 88888 KHz
pclk perilpO 44444 KHz
hclk perilpl 100000 KHz
pclk perilpl 50000 KHz
// GMACHRENERE
Net: ethO: ethernet@fe300000
/) AR ctrl+te, AR TN ZEHAU-Boot R ATIRE
Hit key to stop autoboot ('CTRL+C'): 0
// B—RHEYFIRrecoveryi®D
ANDROID: reboot reason: "recovery"
// vboot=0FRmNEEBBHsecureboot; HEIEAVBEIY, FAUASEAVBH BRI
Vboot=0, AVB images, AVB verify
// 1&&EBBunlock
read is device unlocked() ops returned that device is UNLOCKED
// BREMU-Boot BMARIEE Nboot . img/recovery. imghMEiER, REBIEramdisk. fdt. kernel
Bi#1T
[/ =M% (FFHrelocation) , WMEIAFFEMMU F, XERLERFEND, LHZrandiskIFEAR
B,
// REFEAMTEN, —RMEEMEFEHELBrandisk. fdt. kerne REIFNERATEHIAL,
// BITHTENNRERE A T X —RIEIRIZRVIR(E, EERTE

Fdt Ramdisk skip relocation

// MEAndroidENBIE S, Ikernel MNEF0x00280000, £dtINEEI0x8300000
// RINBLZ AE4ERZ, XEOTEEFTEN:



// Booting LZ4 kernel at 0x00680000 (Uncompress to 0x00280000) with fdt at
0x8300000...
Booting IMAGE kernel at 0x00280000 with fdt at 0x8300000...

// B&, BIRR
### Booting Android Image at 0x0027£800
// kernelflramdiskBIINEHIIL LKA
Kernel load addr 0x00280000 size 19081 KiB
RAM disk load addr 0x0a200000 size 9627 KiB
// £dtB9InEHhE
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
// B, BIRFKL
XIP Kernel Image ... OK
// XBLEIElkernel dtsi§EMreserved-memory, AI{EANHAZEIHIARNN—DM2HER
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
// fdtHUERIARIZE R ik
Using Device Tree in place at 0000000008300000, end 000000000831c6f7
// EBLENZ, SHNZAIEANANEZESERE (ATF. opteeFTEEZMIRE)
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
// U-BootPNERFFHIFERY
Total: 367.128 ms

// BAU-Boot3TEN, XNMIENZfG, U-BootRFEM—LarVZMIMERX (Ebil: Ecache. KFAHT.
// cpulRSTHRE) MU-BootMdmZE FHEFSITIE, HInAIBEZRRIR,

// TR ERTIEERB R kernel, FILWAILIRMAER, HIXMTEDFER T IZM .
Starting kernel

// kernelFERRVITENER

0.000000] Booting Linux on physical CPU 0x0
0.000000
0.000000
0
0

] Initializing cgroup subsys cpuset

]
.000000] Initializing cgroup subsys cpuacct

]

]

Initializing cgroup subsys cpu

.000000] Initializing cgroup subsys schedtune

[
[
[
[
[
[
(

0.000000] Linux version 4.4.167 (hgc@ubuntu) (gcc version 6.3.1 20170404
Linaro
GCC 6.3-2017.05) ) #83 SMP PREEMPT Thu Mar 21 09:31:08 CST 2019
[ 0.000000] Boot CPU: AArcho64 Processor [410fd034]
[ 0.000000] earlycon: Early serial console at MMIO32 0xffl1a0000 (options '"'")
[ 0.000000] bootconsole [uart0] enabled
[ 0.000000] Reserved memory: failed to reserve memory for node 'stb-
devinfo@00000000': base 0x0000000000000000, size O MiB
[ 0.000000] cma: Reserved 16 MiB at 0x000000007£000000
RKEIf%

U-Boot 2017.09-03352-gbl1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment
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Hit key to stop autoboot ('CTRL+C'): 0

ANDROID: reboot reason: "recovery"

// HARRKEANES, FrURFIEZAVEIST

Not AVB images, AVB skip

// BARRKEANE Y, FIUXESRTMNEHandroi di§EHRK
// RAABHIBITESRRE: androidi& > RKEIL > distrofm
** Invalid Android Image header **

Android image load failed

Android boot failed, error -1.

// HEigrecoveryiRI{

boot mode: recovery

// BEIRKAEXE M, M#Framdis. kernel. fdt

=Booting Rockchip format image=

fdt @ 0x08300000 (0x00012ddO)

kernel @ 0x00280000 (0x0119e008)

ramdisk @ 0x0a200000 (0x00754540)

// TEEDRERandroi dSHEHHBEESR
Fdt Ramdisk skip relocation
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
Using Device Tree in place at 0000000008300000, end 0000000008315dcf
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
Total: 508.11 ms

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0xO0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

Didstro[El {4

U-Boot 2017.09-03352-gbl1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// BEImmc0, BleMMCswitch to partitions #0, OK

mmcO (part 0) is current device

// BFeMMCTEELEFE N DXMESH (CPTRAXRKRE, 6¥MAIRboot. ings X, GPTEA"-
bootable" BI4H$58H)

Scanning mmc 0:6...

// B TEEX Fextlinux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// D0#Ekernel
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205 bytes read in 82 ms (2 KiB/s)

1: rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTEREENcndlinefE R
append: earlycon=uart8250,mmio32,0xff1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcblk0p7 rootwait rootfstype=extd4d init=/sbin/init

// th&Eifdt
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

// ==> WRITEI & B randisk, MARBrandiskEEITE]; TNXBEHEBFITED
### Flattened Device Tree blob at 01£f00000
Booting using the fdt blob at 0x1£00000

Loading Device Tree to 000000007df£14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0xO0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

EREUEF

U-Boot 2017.09-03352-gbl1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// $Emmco, BlemMc

BRAZEHNFIIER

switch to partitions #0, OK

mmcO (part 0) is current device

// BEieMMcTFE EE NP EXMEH (GPTARRE, 6XWRMRboot . imgH X, GPTEMA"-
bootable"[EB45ER)

Scanning mmc 0:6...

// HEITEEEXfFextlinux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// Bi&Ekernel

205 bytes read in 82 ms (2 KiB/s)

1: rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTEEENcndlinefE 8
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append: earlycon=uart8250,mmio32,0xff1a0000 console=ttyS2,1500000n8 rw

root=/dev/mmcblkOp7 rootwait rootfstype=extd init=/sbin/init

// DEfdt
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

// ==> WMRITEI&Brandisk, MAEBrandiskEEHEN; BUXBEHSEFTEN

### Flattened Device Tree blob at 01£00000
Booting using the fdt blob at 0x1£00000
Loading Device Tree to 000000007df14000, end 000000007df26111

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

U-Boot 2017.09-03352-gbl1265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

Net: eth0: ethernet@fe300000

OK

Hit key to stop autoboot ('CTRL+C'): 0 ANDROID: reboot reason: "recovery"

// ARAndroidiEXEH

Not AVB images, AVB skip

** Invalid Android Image header **
Android image load failed

Android boot failed, error -1.

boot mode: recovery

// FErRxERXE G

=Booting Rockchip format image=
kernel: invalid image tag(0x45435352)

boot rockchip image kernel part read error

// REDISTROMAE . EEPIENITENMEREdistroMEE<, ENdistrof{s

nand. nets

B Mmme.

// usbHFFEERNMAEXMNIEE (¥R rockchip-common. hnEBIFRENX . BOOT TARGET DEVICES)

REF

// ¥distroEf, BIE—EHITER
switch to partitions #0, OK

mmcO (part 0) is current device
Failed to mount ext2 filesystem...
** Unrecognized filesystem type **
starting USB...

USBO: Register 2000140 NbrPorts 2
Starting the controller

USB XHCI 1.10

USBL1: Register 2000140 NbrPorts 2



Starting the controller
USB XHCI 1.10

USB2: USB EHCI 1.00
USB3: USB OHCI 1.0
USB4: USB EHCI 1.00
USB5: USB OHCI 1.0
scanning bus 0 for devices... 1 USB Device(s) found
scanning bus 1 for devices... 1 USB Device(s) found
scanning bus 2 for devices... 1 USB Device(s) found
scanning bus 3 for devices... 1 USB Device(s) found
scanning bus 4 for devices... 1 USB Device(s) found
scanning bus 5 for devices... 1 USB Device(s) found
scanning usb for storage devices... 0 Storage Device(s) found

Device 0: unknown device

ethernet@fe300000 Waiting for PHY auto negotiation to complete......... TIMEOUT
!

Could not initialize PHY ethernet@fe300000

missing environment variable: pxeuuid

missing environment variable: bootfile

Retrieving file: pxelinux.cfg/01-7a-1d-33-50-3d-al

ethernet@fe300000 Waiting for PHY auto negotiation to complete..

// B#&distrofB ¥XIFE FIREMITEME BRI R IR BB, FFTEU-Boot@LITIRR

Chapter-9 izt A {1

Chapter-10 SPL
ElfF515

SPL BIER A & miniloader5ER% trust.img A uboot.imglIINEF 5| T T{E. SPL BREIZHF5|SMMHE
%

o FIT Eff: BRINEAE;
o RKFW Eff: BIAXEF, EEHAF PIMAENERE;

FIT Bl

FIT (flattened image tree) 1&TUE SPL SZHFRY—FM L EFIFAIEI G, ZIFZ D image FTEMRLK,
FIT f£/ DTS BNEEX T EIRY image H1THIR, #HIARSXMH A u-boot.its, EEALEMB FIT BEH A u-
boot.itbo

FITEYL . EF dts BB EFIRIFMN, thiRRIE, BEGRTa LLEZFER libfdt ZE,
u-boot.its 3Z{%:

e /images : BSEXTERARNNRREE (REFTA. AIFA) , XM dsi NAS;
e /configurations . B config TRIERT —EAFINEE, FEMU—MRE dtso
o M default = IEESHRIEANMINRE;

SE:
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/dts-v1/;

description = "Configuration to load ATF before U-Boot";

#address-cells = <1>;

images {
uboot@1 {

description = "U-Boot (64-bit)";
data = /incbin/ ("u-boot-nodtb.bin") ;
type = "standalone";
os = "U-Boot";
arch = "arme4";
compression = "none";

load = <0x00200000>;
b7

atf@l {
description = "ARM Trusted Firmware";
data = /incbin/ ("b131 0x00010000.bin");
type = "firmware";
arch = "armé64";
os = "arm-trusted-firmware";
compression = "none";

load = <0x00010000>;
entry = <0x00010000>;
}i

atf@2 {
description = "ARM Trusted Firmware";

data = /incbin/ ("bl131 0xff091000.bin");

type = "firmware";

arch = "arme64d";

os = "arm-trusted-firmware";
compression = "none";

load = <0xff091000>;
i

optee@l {
description = "OP-TEE";
data = /incbin/ ("bl32.bin");
type = "firmware";
arch = "arm64";
os = "op-tee";
compression = "none";

load = <0x08400000>;
i

fdtel {
description = "rk3328-evb.dtb";
data = /incbin/ ("arch/arm/dts/rk3328-evb.dtb") ;
type = "flat dt";

compression = "none";

b7

configurations {



default = "configQ@1l";

"optee@l" ;

config@l {
description = "rk3328-evb.dtb";
firmware = "atf@l";
loadables = "uboot@1l", "atf@2",
fdt = "fdtel";

u-boot.ith S {§:

[u-

ERZitbX BV EREE. FIT B A LIE# AN —M5789 DTB X1+,
LA fdtdump

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump u-boot.itb |

mkimage + dtc

boot.its] + [images] ==>

BOEE itbXH:

[u-boot.itb]

HEENHNAE image, AP

7N\

less

/dts-v1l/;
// magic: 0xd00dfeed
// totalsize: 0x497 (1175)
// off dt struct: 0x38
// off dt strings: 0x414
// off mem rsvmap: 0x28
// version: 17
// last comp version: 16
// boot cpuid phys: 0x0
// size dt strings: 0x83
// size dt_ struct: 0x3dc
/A
timestamp = <0x5d099c85>;
description = "Configuration to load ATF before U-Boot";
#address-cells = <0x00000001>;
images {
uboot@l {
data-size = <0x0009f8a8>;
data-offset = <0x00000000>;
description = "U-Boot (64-bit)";
type = "standalone";
os = "U-Boot";
arch = "arm64";
compression = "none";
load = <0x00600000>;
}i
atf@l {
data-size = <0x0000c048>; // RFIEEMEMTEFER, HERarre1EHFRN
data-offset = <0x0009f8a8>; // WFIIZEBTNEITIZFE, EiRatfelEHRE
description = "ARM Trusted Firmware";
type = "firmware";
arch = "arme4d";
os = "arm-trusted-firmware";
compression = "none";
load = <0x00010000>;



entry = <0x00010000>;

i

atf@2 {
data-size = <0x00002000>;
data-offset = <0x000ab8f0>;
description = "ARM Trusted Firmware";
type = "firmware";
arch = "arme4";
os = "arm-trusted-firmware";
compression = "none";
load = <0xfff82000>;

}i

fdtel {
data-size = <0x00005793>;
data-offset = <0x000ad8f0>;
description = "rk3308-evb.dtb";
type = "flat dt";

BZ FIT 5RI5S%:
./doc/ulImage.FIT/

RKFW [Elf

AT EE EFEHUE miniloader EFAARBHEREHND K. T8, ELRKFESIEIMTRKFW &3
(BRI XEYE M trustimg F uboot.img) AYS| S,

fcE:
CONFIG_SPL LOAD RKFW // fEREFFXR
CONFIG_RKFW_TRUST SECTOR // trust.imgZ Xk, FEMDERENXRF—H
CONFIG_RKFW_U_BOOT SECTOR // uboot.imgZX#itit, FEMDERMNENIRF—H
R55:

./include/spl rkfw.h
./common/spl/spl rkfw.c

TR edR

U-Boot dts F3i8id u-boot, spl-boot-order IEEIFIEIEZIBINMN LK,
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aliases {

mmcO = &emmc;
mmcl = &sdmmc;
i
chosen {
u-boot, spl-boot-order = &sdmmc, &nandc, &emmc;

stdout-path = &uart2;

miFTE
REB4RIE

U-Boot {RIERFBIRIZRRIE XIFE—1U-Boot KA RIFIRIGSPLEY, H4iF SPL NEBMEM
CONFIG SPL BUILD %o U-BootRTEZRIFSE u-bootbin Z [GHE4RIF SPL, HEIBMIIMEL B
R ./spl/o

// #RiFu-boot

DTC arch/arm/dts/rk3399-puma-ddrl1866.dtb
DTC arch/arm/dts/rv1108-evb.dtb
make[2]: ‘arch/arm/dts/rk3328-evb.dtb' is up to date.

SHIPPED dts/dt.dtb
FDTGREP dts/dt-spl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin

// #RiFspl, BMIMNspl/BR

LD spl/arch/arm/cpu/built-in.o
cc spl/board/rockchip/evb rk3328/evb-rk3328.0
LD spl/dts/built-in.o
€C spl/common/init/board_init.o
COPY tpl/u-boot-tpl.dtb
cC spl/cmd/nvedit.o
cC spl/env/common. o
cc spl/env/env.o
LD spl/drivers/block/built-in.o
WFEREEE

./spl/u-boot-spl.bin
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EfFT8
RBIEIR

GPT

SPL fEAGPTH X K,
[T

CONFIG_SPL_LIBDISK SUPPORT=y
CONFIG_SPL_EFI_PARTITION=y
CONFIG PARTITION TYPE GUID=y

IXzh:

./disk/part.c
./disk/part_efi.c

O
int part get info(struct blk desc *dev desc, int part, disk partition t *info);

int part get info by name(struct blk desc *dev desc,

const char *name, disk partition t *info);

A/B system

SPL X#A/B R4 2T,
=

CONFIG SPL_AB=y
Ixzp:
./common/spl/spl ab.c
®O:
int spl get current slot(struct blk desc *dev desc, char *partition, char
*slot) ;

int spl get partitions sector (struct blk desc *dev _desc, char *partition,u32

*sectors) ;

BEh{kFT4k

e SPL i u-boot, spl-boot-order EXMIBENIRE, fiIFrkxxxx-u-boot.dtsi:

chosen {

stdout-path = &uart2;

u-boot, spl-boot-order = &sdmmc, &sfc, &nandc, &emmc;
}i
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« Maskrom BIBEILALR:

spi nor > spi nand > emmc > sd
o Pre-loader(SPL) FYB LAk :

sd > spi nor > spi nand > emmc

18 sd *RRMARRIES A USLERGM sd KEE0,
ATAGS

SPL 5 U-Boo J&iT ATAGS #HISEHES, FENEESR. BaINEHEIRS. THNRO%,
=

CONFI G_ROCKCHI P_PRELOADER_ATAGS:y
Xz

./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk atags.c

#0O:

int atags_set tag(u32 magic, void *tagdata);

struct tag *atags get tag(u32 magic);

kernel boot

1B Ekernel ;@ HU-BootINEHHM5|S, SPL AILAZHFINEL kernel, B HISZFINZ, android head version 2 BY
boot.img, Z#F RKIEHE

BEhlife:
Maskrom -> ddr -> SPL -> Trust -> Kernel

pinctrl

&

CONFIG_SPL_PINCTRL GENERIC=y
CONFIG SPL_PINCTRL=y

IXzh:

./drivers/pinctrl/pinctrl-uclass.c
./drivers/pinctrl/pinctrl-generic.c

./drivers/pinctrl/pinctrl-rockchip.c

DTS Ec&:
LA sdmme A5
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&pinctrl {
u-boot,dm-spl;
}i

&pcfg pull none 4ma {
u-boot,dm-spl;
bi

&épcfg pull up 4ma {
u-boot,dm-spl;
bi

&sdmmec {
u-boot,dm-spl;
i

&sdmmc_pin {
u-boot,dm-spl;
}i

&sdmmc_clk {
u-boot,dm-spl;
Vi

&sdmmc_cmd
u-boot,dm-spl;
i

&sdmmc_bus4d |
u-boot,dm-spl;

}i

&sdmmc_pwren {

u-boot,dm-spl;
bi

FEFD:

SPL & BpinctrlBS BAEX defconfig BAY conFIG OF SPL REMOVE PROPS JEX, MIBREHH pinctri-o

pinctrl-names FE&.
secure boot

[TODO]

IRENIEIR
MMC
[T =

CONFIG SPL_MMC SUPPORT=y // ERIAE(EHE
IXzp:

./common/spl/spl mmc.c
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#O:

int spl mmc load image (struct spl image info *spl image,

struct spl boot device *bootdev);

MTD block

SPL 4i— nand. spinand. spinor #2[%| block Zo

[T

// MTD IRENZHF

CONFIG MTD=y
CONFIG_CMD MTD BLK=y
CONFIG_SPL_MTD SUPPORT=y
CONFIG MTD BLK=y
CONFIG_MTD DEVICE=y

// spi nand IEREIZHF

CONFIG_MTD SPI_NAND=y
CONFIG_ROCKCHIP_ SFC=y

CONFIG _SPI_SPI_FLASH SUPPORT=y
CONFIG_SPL_SPI_SUPPORT=y

// nand REhZHF

CONFIG_ NAND=y

CONFIG_CMD NAND=y

CONFIG_NAND_ROCKCHIP=y /* NandC v6 AJfR#E TRM NANDC->NANDC_NANDC_VER ZFF{FastfiA,
0x00000801 */

//CONFIG_NAND ROCKCHIP V9=y /* NandC v9 FAJ#R#E TRM NANDC->NANDC NANDC VER Zr{7es
#ik, 0x56393030, flE0: RK3326/Px30 AULARA */

CONFIG SPL NAND SUPPORT=y

CONFIG_SYS_NAND U BOOT LOCATIONS=y

CONFIG_SYS_NAND U BOOT OFFS=0x8000

CONFIG_SYS_NAND U BOOT OFFS_REDUND=0x10000

// nand page sizeBERELENNEX, NREABTEBRTFFTF512MBHINAND, —ARFEBRECE 4096
#define CONFIG SYS NAND PAGE SIZE 2048

// spi nor IRahZHF

CONFIG_CMD SF=y
CONFIG_CMD_SPI=y
CONFIG_SPI_FLASH=y

CONFIG SF DEFAULT MODE=0x1
CONFIG_SF_DEFAULT SPEED=50000000
CONFIG SPI FLASH GIGADEVICE=y
CONFIG_SPI_ FLASH MACRONIX=y
CONFIG_SPI_FLASH WINBOND=y
CONFIG_SPI_FLASH MTD=y

CONFIG ROCKCHIP_ SFC=y
CONFIG_SPL_SPI SUPPORT=y
CONFIG_SPL MTD SUPPORT=y
CONFIG_SPL_SPI_FLASH SUPPORT=y

IXzh:

./common/spl/spl mtd blk.c
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#O:

int spl mtd load image (struct spl image info *spl image,

struct spl boot device *bootdev);

oTP

BFEFEA T EREIE, secure boot FRE,
o

CONFIG_ SPL_MISC=y
CONFIG_SPL_ROCKCHIP SECURE OTP=y

IXzh:

./drivers/misc/misc-uclass.c

./drivers/misc/rockchip-secure-otp.S
#O:

int misc read(struct udevice *dev, int offset, void *buf, int size);

int misc write(struct udevice *dev, int offset, void *buf, int size);

Crypto
Secure-boot &fFFHcryptoTefihash. rasf¥it &,

[

CONFIG_SPL DM CRYPTO=y

// 23%1, EFEEAMdefconfigBERINMBREN NV ARE,
CONFIG_SPL ROCKCHIP CRYPTO Vl=y
CONFIG_SPL ROCKCHIP CRYPTO V2=y

IXzh:

./drivers/crypto/crypto-uclass.c
./drivers/crypto/rockchip/crypto vl.c
./drivers/crypto/rockchip/crypto v2.c
./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c

#O:

u32 crypto algo nbits(u32 algo);
struct udevice *crypto get device(u32 capability);
int crypto sha init(struct udevice *dev, sha context *ctx);
int crypto sha update(struct udevice *dev, u32 *input, u32 len);
int crypto sha final (struct udevice *dev, sha context *ctx, u8 *output);
int crypto sha csum(struct udevice *dev, sha context *ctx,
char *input, u32 input len, u8 *output);

int crypto rsa verify(struct udevice *dev, rsa key *ctx, u8 *sign, u8 *output);
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Uart

SPL B[1i@iY rkxxxx-u-boot.dtsi HY chosen TWAIEFE. LA k3308 Juffl:

chosen {
stdout-path = &uart2;
}bi

s&uart2 |
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;

status = "okay";

Chapter-11 TPL

TPLEELU-BootE B ERBYLoader, TPLIE{TTESRAMA, EfEBRLEddr binfa EDRAMBIFIIAY
T1E, TPLEREFERARZAS, ddrbinZ LI ERRRRES,

mIFFT &
BRE

o UARTEZE
CONFIG_DEBUG_UART BASE: UARTEIthil,
CONFIG_ROCKCHIP_UART MUX_SEL M: UART IOMUX GROUP,
Example:
RV1126E2EUART2 M2 FHTEIDEBUG LOG.

A1) BIERrv1126 defconfig> {4

CONFIG DEBUG_UART BASE=0xff570000
CONFIG ROCKCHIP UART MUX SEL M=2

73(2) i@idmake menuconfig

Device Drivers ---> Serial drivers ---> (0xff570000) Base address of UART
ARM architecture ---> (2) UART mux select

e DRAM TYPEECZE

3®3CONFIG_ROCKCHIP TPL_INIT DRAM TYPEEZETPLZ#FHIDRAM TYPE,
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DDR TYPE fieE{E

DDR2 2

DDR3 3

DDR4 0

LPDDR2 5

LPDDR3 6

LPDDR4 7
Example:

RV1126E2ETPL DRAM TYPEA X EDDR3,

1) BEEESrv1126 defconfig 14
CONFIG _ROCKCHIP TPL INIT DRAM TYPE=3

FR2) BiImake menuconfig, FHEFEMNERIFNMNRmake shEEE® L SHESHIE, makeltRH
— P make xxxdefconfighIah{E, =TEZEmenuconfighIclnlle FIRHESEEI I Tmake shémiE, KFHLE
menuconfighYEA AR 5o

Device Drivers ---> (3) TPL select DRAM type

Example:
make rv1126_defconfig8{# ./make.sh rv1126 -> make menuconfigfEE{ABXEZE > /make.sho

o RIEFNEE
MRFERIFERZIFIRIEF A tpl.bin, B]LUEIFFTFCONFIG_SPL_KERNEL BOOTRZIF4E Ko
LHFIXEZIFRVII26/RVII0TFE &,

o FRMIZRF

NREERFEMZIFH AN plbin, BILUEIITH
CONFIG_ROCKCHIP_ DRAM_EXTENDED TEMP SUPPORTRZRiZF&4 o

YR EZIFRVII26/RVII09FES,
o HithBHEXK

ddr¥I 8RB (i Fdrivers/ram/rockchipB R T, EHMddriEXSEINIME, KehaE, ODTREFIIFE
ERIEHEN, XFFRVII26/RVI1I09RIEE R dIiEXSHEFE1ZE R TR “sdram_inc/rv1126/sdram-
rv1126-loader_params.inc”®, BILAEEEZXHH BT NHISEH, HibFaSHEBNTEENN
sdram_xxx.cH1EX,

iz

U-Boot HRIBR BRI IFEEZXI [E—HU-BootREIRIFRIGTPLE M, HYiF TPL R BEhEM
CONFIG TPL BUILD %o U-BootRTE4RIESE u-boot.bin Z /LRI TPL, HOIRIRIAMEEE
x. /tpl/ o

// #RiFu-boot
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DTC arch/arm/dts/rv1108-evb.dtb
DTC arch/arm/dts/rk3399-puma-ddrl1866.dtb
DTC arch/arm/dts/rv1l126-evb.dtb
FDTGREP dts/dt.dtb

FDTGREP dts/dt-spl.dtb

FDTGREP dts/dt-tpl.dtb

CAT u-boot-dtb.bin

MKIMAGE u-boot.img

COPY u-boot.dtb

MKIMAGE u-boot-dtb.img

COPY u-boot.bin

ALIGN u-boot.bin

// #wiFtpl, BMIMNtpl/BR

cc tpl/common/init/board init.o
cC tpl/disk/part.o

LD tpl/common/init/built-in.o
LD tpl/u-boot-tpl

OBJCOPY tpl/u-boot-tpl-nodtb.bin
COPY tpl/u-boot-tpl.bin

./tpl/u-boot-tpl.bin

Example:
4Ri¥ RV1126 uboot,

./make.sh rv1126

18

1. 4mIFE K BYu-boot-tpl.binTe B k4 Moyte B AR T & Btagfa 74 B — & 7ERIddr bine U
RV1126/RV1109F & iZtag@“110B”, MR IFEddr binfNEFFE B S F T2 T BtaghI iR
&, ZBhERISE scripts/spl.shftl 4%,

Example: RV 1126 u-boot-tpl.binHJtage

dd bs=4 skip=1 if=tpl/u-boot-tpl.bin of=tpl/u-boot-tpl-tag.bin && sed -1
'1s/~/110B&/' tpl/u-boot-tpl-tag.bin

2. NRFBEEMTER A RS ANMRFBILoaderXX FBYIE, Ai@I TEER < B BhTThu-boot-tpl.bin taghy
EHRENE ARz Mspl.bin$] BLEL— 1N ST BB Loader X {4 5hFo

./make.sh tpl

Chapter-12 FIT
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2

1

ok

AETBNAFITERANETFFITRANLZL/AFREBIARAT, FETATEFNA, 2XFEL
boot.img AWRAFNIRIEXN R, ERREFIEATF recovery.imgo

BT
Bihik7ve8

FIT (flattened image tree) BU-BootSZHF—M#TEMHEEMEIT AR, ZIFEEZ Nimaget] B
I, FIT {#H its (image source file) XAk imagel5 2, RGBT mkimage TEAERK ith (flattened image
tree blob) $RfR. itsXHEMA DTS BUEERMN, IEERIE, AILIEZEEAlbfdt EFNEXTR,

FIT ZU-BootBRINZ#F B E R EHE TN, SPLAU-BootP EREBZAFXFITIRRNEHSIS. BEZERIE
5E.

./doc/ulmage.FIT/

HRNEAWFITHRET EHE LR @mER, FTURKFEEWFITHEHIT 7 IEEEMM. FrLAFITA EHR A
fEFRK U-Boot4RIF4EMmkimage TE, FREFRAPCHHMImkimage,

SEfHlN A
0T Llu-boot.itsFlu-boot.itbEASEHIHITI B,

e /images . BASEXTHENZR, EEF— dsiX¥,
e /configurations : 8 config WRHWAT —ErRBHNEE, HYF—MrKdisSXHF,
¢ default = . Eﬁﬁ%ﬁikﬁ%ﬁﬁﬁ@conﬁg;

/dts-v1l/;

description = "Simple image with OP-TEE support";

#address-cells = <1>;

images {
uboot {
description = "U-Boot";
data = /incbin/ ("./u-boot-nodtb.bin");

type = "standalone";
os = "U-Boot";
arch = "arm";
compression = "none";
load = <0x00400000>;
hash {
algo = "shaz256";

bi

bi

optee {
description = "OP-TEE";
data = /incbin/ ("./tee.bin");
type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";

load = <0x8400000>;
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entry = <0x8400000>;

hash {
algo = "shaz256";
bi
}i
fdt {
description = "U-Boot dtb";
data = /incbin/ ("./u-boot.dtb");
type = "flat dt";
compression = "none";
hash {
algo = "sha256";

i
i
// configurations %E‘E_FWLXEXfE%E\%/I\Z:EJE'\JCOHf%,.ﬁm BLfrERARLEBININAZEE—

confBlAE],

configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsaz2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

fEFImkimage T B #its S A ] LA ARitb 314

mkimage + dtc

[u-boot.its] + [images] =========> [u-boot.itb]
fdtdump SR LRI LAEE itbXHERA:

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less

/dts-v1l/;

// magic: 0xd00dfeed

// totalsize: 0x600 (1536)
// off dt_ struct: 0x48

// off dt strings: O0x48c

// off mem rsvmap: 0x28

// version: 17

// last comp version: 16

// boot cpuid phys: 0x0
// size dt strings: 0xc3
// size dt struct: 0x444



/memreserve/ 7£34d3411000 600;
/A

<0x00000001>;
<0x000bb600>;
<0x5ecb3553>;

version =
totalsize =
timestamp =
description =
#address-cells = <0x00000001>;
images {
uboot {
data-size = <0x0007ed54>;

<0x00000a00>;
description = "U-Boot";

type =
"U-Boot";

data-position =

"standalone";

os =
arch = "arm";
compression = "none";
load = <0x00400000>;
hash {
// FBEHBsha25 615G
value =
0x0000009f 0x00000091 0x00000000>;
algo = "sha256";
bi
}bi
optee {
data-size = <0x0003a058>;
data-position = <0x0007£800>;
description = "OP-TEE";
type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";
load = <0x08400000>;
entry = <0x08400000>;
hash {
value =
0x00001686 0x000b%9a00 0x552d426f>;
algo = "shaz256";
}i
}i
fdt {
data-size = <0x00001686>;
<0x000b9%9a00>;
description = "U-Boot dtb";

type = "flat dt";

data-position =

compression = "none";
hash {
value =
0x6e730000 0x636f6e66 0x00000000>;
algo = "sha256";
}i
i
}bi
configurations {
default = "conf";
conf {

description = "Rockchip armv7

<Oxeda8cd52 0x8£058118 0x00000003

<0xab569b7fc 0x2450ed39 0x00000003

<0x0£718794 0x78ece7b2 0x00000003

// FIBEfRES
// FIEFEHHIATEA L to X HFRIRN
// 8 R E A B ZI YR (B8

"Simple image with OP-TEE support";

// T ERHR E R
// FEFERmAE RS

0x35360000 0x6£707465

0x35360000 0x66647400

0x35360000 0x00000001

with OP-TEE";



rollback-index = <0x00000001>; // EfBAEIRMAS, REFIEERNEIANO

firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsaz2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

ith4E49

itbZ<BUEfdt_blob + imagesHIX &S, B THHIEAN, RKFEAHERALET2H o

fdt blob

| img0 | | imgl | | img2 | | £¥1: imagefEfdt bloblW, Bl:itb =

| fdt blob | img0 | imgl | img2 | £#2: imagefEfdt blobdb, Blitb = fdt blob

FaicE

SR

BRIEZ/ENER Feature RESDKA T A . IEEEEHARGH feature FHFIKE.
RiSEcE

RS:

// TESRAHE
./common/image.c
./common/image-fit.c

./common/spl/spl fit.c

// FERE:
./arch/arm/mack-rockchip/fit.c
./cmd/bootfit.c

// TEMRE
./tools/mkimage.c

./tools/fit image.c
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&

// U-BootPHERZIFFIT
CONFIG ROCKCHIP FIT IMAGE=y

// U-BootPhER: BL2Bh. FHEIR. Bffcrypto
CONFIG FIT SIGNATURE=y

CONFIG FIT ROLLBACK PROTECT=y
CONFIG DM CRYPTO=y
CONFIG_FIT HW CRYPTO=y

// SPLEfER: ®RERE. AR, Bffcrypto
CONFIG SPL_FIT SIGNATURE=y
CONFIG_SPL_FIT ROLLBACK PROTECT=y
CONFIG_SPL_ DM CRYPTO=y

CONFIG SPL FIT HW CRYPTO=y

// uboot.imgBREES P uboot.itb, BEffuboot.itbZK
CONFIG_SPL_FIT IMAGE KB=2048
CONFIG SPL FIT IMAGE MULTIPLE=2

// uboot TIERIFEEFIANMH it X BWuboot . img; BUWAEFABIRKE RN uboot . imgftrust . imgo
CONFIG_ROCKCHIP FIT IMAGE PACK=y

HATARF a8 cryptor] BERE, RSAINEENECES ARG, BiXESE SF1F S8EA defeonfig,

CONFIG RSA N SIZE
CONFIG RSA _E SIZE
CONFIG RSA C_SIZE

iBFdefconfig: [&hF] defconfig, fI4A0: rv1126 defconifg. rk3568 defconifgo

SNRFITHERIEASDKIER R Hlfeature, AR EMEEE AL, ARFTEBCEERNENA:

// U-Boot ZTZEBEIFIBHELERNH
CONFIG FIT SIGNATURE=y
CONFIG_FIT ROLLBACK PROTECT=y

// sPL R2REIFIPELRYH
CONFIG_SPL_FIT SIGNATURE=y
CONFIG_SPL_FIT ROLLBACK PROTECT=y

e CONFIG_FIT SIGNATURE&BEHHE: ubootA] LAFIRY 2155 | F =g BIEH: android. uimage.
fit (RTBISDKERIBEFEFRIEEFBW/LFHZH)
e CONFIG_FIT SIGNATUREf£EE: ubootRZ3F5| FfitE o

HRIGXF

FITAR EHRELHEFRINFITRANEHRFRE, 55Rubootimg (ZHtrustimg) Fbootimg, EE—
NSPLX {4 F3 F#T &Rk loader,

e uboot.img X4
uboot.itb = trust + u-boot.bin + mcu.bin(option)

uboot.img = uboot.itb * Nf (N—H%=ZE2)
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trust ] mcu XHRBrkbinLIE, HmiFIA= B Mrkbin TIEZRS|IHIRENEN .

e bootimg X
boot.itb = kernel + fdt + resource + ramdisk(optional)
boot.img = boot.itb * Mf3 (M—A&E1)

e MCU &

BeiRLLEFESREEREMCUEY, AR~ mA]LURIEMHERA TRUST ini BER AT ST RBHE. 5
n:

// Xf¥: RKTRUST/RV1126TOS TB.ini, ATFHREFN~5H, BETMCU,
[TOS]

TOSTA=bin/rv11l/rv1126 tee ta tb v1.04.bin

ADDR=0x00040000

// MCUERBART: EHIRIZ, Bapthit, RSE (okayFdisabled)o
// WNRAdisabled, MncuRfE2#WITEFHuboot . imgHl,

[MCU]

MCU=bin/rv11l/rv1126 mcu v1.02.bin,0x108000,okay

o ElffE4%E
BRIFELF &8 8] LAz Fruboot.img M ER FEIFRIESE, 0T

Fa E4at&st Elf

RV1126 gzip. none u-boot.bin, trust, mcu(optional)

AP ] LLTE rkbin TIEPX A TRUST ini EMEMRE A, HIi0:

// Xf¥: RKTRUST/RV1126TOS SPTI NOR TINY.ini, FIF/NBESPI Nori o
[TOS]

TOS=bin/rvl11l/rv1126 tee v1.02.bin

ADDR=0x08400000

[MCU]

MCU=bin/rv11/rv1126_mcu_v1.00.bin,0x208000,disabled

// EFEER: gzipBnone, FEENTEREFEMEAIEESE,
[COMPRESSION]
COMPRESSION=gzip

e SPL X

SPLX 18 B miZSTREERRY spl/u-boot-spl.bin , ﬁ%m%FIT@EﬁE'\]UbOOt.imgo BAREE
BAEBHRKF & LA R miniloader, F£2$TE Hloadero

e ./fit BF
U-BootRiIFEHESEBF TER . /it XX, 887 —LhExXEt, BEETENE,

boot.imgHluboot.img73 5 TEsdk TFEFMuboot T M E4RIFEM. ERZIFRERBENHIboot.img W IRIE U-
Boot LR FTEMITEER, BEETRINE.



its 1%

o ubootfVits X 9 /fit/u-boot.its, Hdefconfigh! CONFIG SPL FIT GENERATOR }SRERIMIZATNZSE!
2, BHmERINGER M.
e bootHits XX H I FSDKTIZ T :

device/rockchip/ [platform]/xxx.its // [platform]e@F&BEH

AXIR

// TEIR, ®EERESBEIER, U-BootMrkbinBETHAE (U-BootBETERNEIFE
%) o

./tools/mkimage

// BT

. /make.sh

// EHEEZERAER
scripts/fit-resign.sh
// ERERS
scripts/fit-unpack.sh
// BRI
./scripts/fit-repack.sh

HATENEREREAETNEINA, AKER T Amake shEISEL:
AEBI(APRIESERERARERTEE):

o -splnew . RIS, RNEHIHFIRIZFNspIXXHITEloader; ENEArkbin TIEERIspIXX
o

e —version-uboot [n] : fEFEuboot.imgMIEHIRAS, ndbAIE+HH|EEEE,

e -version-boot [n] . ?E’Eboot.imgﬂ'ﬂ@ﬁ:ﬁﬁzt%; n%?ﬁ%‘l‘iﬁ%‘]E%?&,

e --version-recovery [n] . ?Eirﬁrecovery.imgﬂ'ﬂlﬁlfq:ﬁﬁzk%, n%fﬁ%"l’ﬁ%”ﬂi%%&,

WEB(BRREBINER):

e _rollback-index-uboot [n] . ?Eﬁuboot.img @1¢B}‘J’@,§Hﬁ$%, n%fﬁ%‘kﬁ%ﬂﬂi%%&,
e -rollback-index-boot [n] : }EREbootimg BEFFHEIRRAS , nbE+#HIEEEE;
e -rollback-index-recovery [n] . Tﬁirecovery.img EH#BEIE]@H&ZI:%, n%‘fﬁ%"’l&ﬁ?'ﬂE%

¥,
e -no-check : ERLEHNHER, ATFIETLEHITERAH BRI,
1RE:

I. ERAEIRIAS . REERRAT REBEIREIHE T4 RITFREERER, ZRASREFE
OTPHEHEREFMET. TEFA: N THLEEMRAREIEREHITREAR L.

2. BifFhRASS . BIE, NEERIER TRRINN0. E2EM: RZ2ENEHRZAIRIR, BERF
NEHITRAEE,

KRB

uboot.img

RFmY.

./make.sh rv1126 --spl-new --uboot-version 10 // BJFHEE --spl-newHll--uboot-

version
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cC spl/common/spl/spl.o

cc spl/lib/display options.o
LD spl/common/spl/built-in.o
LD spl/lib/built-in.o

LD spl/u-boot-spl

OBJCOPY spl/u-boot-spl-nodtb.bin
CAT spl/u-boot-spl-dtb.bin
COPY spl/u-boot-spl.bin

CFGCHK u-boot.cfg

out:rv1126 spl loader v1.00.100.bin
fix opt:rv1l126 spl loader v1.00.100.bin
merge success(rv1126 spl loader v1.00.100.bin)

/homed/cjh/uboot-nextdev

// HEM rv1126 spl loader v1.00.100.bin (AsplBNRTRKFEEFHMminiloader
// loader ini NXHRIR

pack loader (SPL) okay! Input: /home4/cjh/rkbin/RKBOOT/RV1126MINIALL.ini
// KRB --spl-new BS¥WIRT, BFALLUEEARINX NS,

pack loader with new: spl/u-boot-spl.bin

// | uboot.img (B&trustfuboot) , RASSAH10

Image (no-signed, version=10): uboot.img (FIT with uboot, trust...) is ready
// trust iniXHKIE

pack uboot.img okay! Input: /homed/cjh/rkbin/RKTRUST/RV1126TOS.ini

Platform RV1126 is build OK, with exist .config
TE&M: BT defconfight BIEE uboot.imghI Z&H 17 :

CONFIG_SPL_FIT IMAGE_KB=2048 // BiFitb K
CONFIG_SPL_FIT IMAGE MULTIPLE=2 // }TEHIHEK

SPLARIEX MR EER N5 FU-Bootflltrust, EEEMIOTAFRIIZR R Fi=EIEMNEHRIF, M
FTERBBYE R,
boot.img

FITH ZNREASDKIER &K Falfeature, SDKIRIFSERMESEMFITIEINAYboot.img.

MNRBE T LRBEIERNboot.img, MAPILSDK A R AIboot.imgiEIU-Boot TIZ FEHITEHER, EA
Z2EMITENERTA. BE. SHFEERIFETFTU-BootLiE,

RERB5h
FITARZBRLEH, XM eature:

e sha256 + rsa2048 + pkcs-v2.1(pss) padding
EfFRER

EHEER(TEER)

CryptoBE {4 IIiE
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[RIE
BRI

o Maskrom X3 loader (82ESPL, ddr, usbplug)
e SPL RIuboot.img (E&trust. U-Boot...)
o U-Bootik3uboot.img (B &Ekernel, fdt, ramdisk...)

BAIZRIA R 2 #F sha256+1sa2048+pkes-v2.1(pss) padding IR E£RIIE T,
keyTEHY
RSA key#¥mkimage$] €17 u-boot.dtbFu-boot-spl.dtbH, FAFENTE#HFT Ei#u-boot.binFlu-boot-spl.bin,

u-boot.dtbEERSA keyBIAETLII T ([AHu-boot-spl.dtb) :

cjh@ubuntu:~/uboot-nextdev$ fdtdump u-boot.dtb | less

/dts-v1/;

#address-cells = <0x00000001>;
#size-cells = <0x00000001>;
compatible =

"Rockchip RV1126 Evaluation Board";

"rockchip,rv11l26-evb", "rockchip,rvll2e";

model =

// signatureqﬁﬁﬂﬂmkimagelﬁEﬁjﬁﬁ)\ﬂiﬁ‘z: TRERETRSA-SHARARE rRsALDEFS
HEER.
signature {

key-dev {

0x00000000
0x00000000
Oxc7aeadba
0x3e2d7ca8
0xf37el89c
0x00000000
0x00000000
0x00000004
0x00000010

0x£f9£f9£690
0x5d7322cc
0x00000000
0x00000000
0x00000000
0x2£736572
0x726£636b
0x726£636b
0x30000000

required = "conf";
algo = "sha256,rsa2048";
rsa,np = <0x00000000

0x00000000
0x00000000
0xb4c79£40
0x6a7l1762e
0x8cf00963
0x00000000
0x00000000
0x00000004
0x66633630

rsa,c =

rsa, r-squared =

rsa,modulus =

0x518d54a7
0x124cdc80
0x00000000
0x00000000
0x00000008
0x00000000
0x67726600
0x706d7567
0x726£636b

0x00000000
0x00000000
0xa82bdf76
0x125£1828
0x00000100
0x00000000
0x00000000
0x00000002

0x00000000
0x00000000
0x1327£633
0xfb2£8387
0x36abladl
0x00000000
0x00000000
0x00000000
0x00000003

0x73797363>;

<0x00000000>;
<0x00000000>;
<0xc25ae693 0xc359f2a4 0xaB866c89d 0xb7b1994f

0xdaOb83e8
0xa0c3288a
0x00000000
0x00000000
0x00000003
0x2f64776d
0x00000008
0x00000003
0x706d7500

0x06606el2
0x9265c3ae
0x00000000
0x00000000
0x00000003
0x00000003
0x00000003
0x00001000

0x00000000
0x00000000
0x00000003
OxaleO6dce
Oxb7e9e852
0x00000000
0x00000000
0x00000000
0x69616c40

Ox6adlcbf9
Ox6acd47a4b
0x00000000
0x00000000
0x00000003
0x6d634066
0x00000004
0x00000003

0x00000008>;

0x00000000
0x00000000
0x00000003
0xd451a706
0x7bd0011a
0x00000000
0x00000000
0x00000377
0x00000003

0x92438edd
0x00000003
0x00000000
0x00000000
0x00000002
0x00000001
0x00000001
0x00000002

0x00000000
0x00000000
0x00000003
0xc7£865e3
0x7279e0b8
0x00000000
0x00000000
0x00000004
0x6d634066

0x81e039c0
0x00000000
0x00000000
0x00000000
0x73657300
0x30303000
0x30303000
0x6e616765
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0x00000000
0x00000000
0xe95771cH
0x30303000
0x00020000
0xfe020000
0x00000003
0x0000003e
0x40666634

rsa,exponent-BN =

0x00000000
0x00000000
0x00000800
0x2f64776d
0x00000003
0x00000042
0x00001000
0x00000004
0x00000014

0x00000000
0x00000000
0x64657600
0x00000002
0x00000002
0x0000006d
0x00000002
0x00000004

0x00000000
0x00000000
0x616c6961
0x65303030
0x65303230
0x722d6d6l
0x6e74726f
0x00000004

0x00000000
0x00000000
0x0000002c
0x0000001b
0x0000001b
0x65303030
0x30000000
0x00000000

0x00000000
0x00000003
0x30303030
0x3132362d
0x3132362d
0x0000001b
0x726£636b
0x00000050

<0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00010001
0x00000034
0x00000003
0x6e000000
0x3132362d
0x706d7563
0x636c6£63

0x2c727631 0x00000008>;

<0x00000000 0x00000368>;
rsa,n0-inverse = <0xe95771c5>;
<0x00000800>;

rsa, exponent =

rsa,num-bits =

key-name-hint = "dev";

i

SPL X ¥§J%E key hash BYIEE, u-boot-spl.dtb BY key-dev 2% H burn-key-hash = <0x00000001>;,

keyfEFH
MMaskromZkernel N IEI L 2B, F—FEHA—BRSARPETHLZ SR
e Maskrom# 4 loaders,

RSARIAFEMFAPCIA rk sign tool 5 NloaderfIXXH3keh, Z2BNEF, MaskromBE%EM
loader[E K AIRENRSARNAH RO E A M, AEBEFERZLHAREloaderIEIHE R,

rk_sign_tool AJ M rkbin@ EEFRIREY, U-Boot= BIhFEXTloaderfI &,

e SPLXIEU-BootMtrusto

SPLIERSA R FRIRTETEu-boot-spl.dtbH, u-boot-spl.dtb=#FT B #u-boot-spl.bin X (R5FTE#H
loader) ; ZZ2BEIRISPLMESHdbXHFHEHRSALR AT uboot.imgiHF T L LRI,

e U-Booti¥boots

U-BootBRSA A FHR1F1Fu-boot.dtbH, u-boot.dtb=#FT B u-boot.binXH (RIGFHTEN
uboot.img) ; EEBENATU-BootM B 2 BIdtb X ERSA L EAFTboot.imgi#H I TR,

Fr A H 70X
HNZ2,

EREFH

RSARE B ERBERFEIODHEF; WERMABH hashednodes EE . BIETEN cont TRHIEM.
BT EEHHNT R

T Ru-boot.itbAIELZEE, [EIEboot.ith:

XRBIRSA KeyBZENBBEHR—E7), HBI—%RloaderTehl 7 REMREE, MMRIET Key

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img
/dts-v1/;

| less

configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";

// HEINEHRRAES

rollback-index = <0x0000001c>;

firmware = "optee";
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"/images/fdt",

0x8901200c
0x5527864f
0x00000017
O0x6£f6e006¢c
0x7a650074
0x00000000
0x00000000
0x00000000
0x00000000

loadables
fdt =

= "uboot";

" fdt",'

// WEBRABHMERER, Hnkinage BEIEN

signature

{

hashed-strings =

// EERERRAR

hashed-nodes = "/",
"/images/fdt/hash",

"/images/uboot",

<0x00000000 0x000OOOda>;

"/images/uboot/hash";

// ETERREE. ERE. R

timestamp =

<0x5e9427b4>;

"/images/optee",

"/configurations",

"/configurations/conf",

"/images/optee/hash",

signer-version = "2017.09-g8bb63db-200413-dirty #cjh";

signer—-name =

// BRER! |

value
Oxfcbac03a
0xbl3£f527e
0x77617265
0x72790064
0x75650073
0x00000000
0x00000000
0x00000000
0x00000000

0x1295ccc8
0xddf9eeb2
0x00000002
0x61636b2d
0x69676e65
0x00000000
0x00000000
0x00000000

"mkimage";
(KHFsha256+rsa2048)
= <0x78397d5d 0xb9219%a0b 0xa7cb9la77 0xelf32867 0x62719d9%b

0x1cff9608
0xea50199d
0x00000009
0x7265006¢
0x73686564
0x00000000
0x00000000
0x00000000

0x00000000>;

0xdf5£69d2
0x00000003
0x23616464
0x006b6579
0x642d7374
0x00000000
0x00000000
0x00000000

0x21391225
0x35362c72
0x6d616765
0x69676e2d
0x00000000
0x00000000
0x00000000
0x00000000

0x7afl0ca’
0x00000004
0x73006172
0x706£7369
0x00000000
0x00000000
0x00000000
0x00000000

algo = "sha256,rsaz2048";
key-name-hint = "dev";

sign-images = "fdt", "firmware", "loadables";

BAELR

o REBBPZFXIboot.imgHluboot.img D FIHEE HRIEIFhRAS , MRUFIEFRASNFHIE LR
R/RES, WARRIFEE.
o RRASHEN: THREREEBIARZTUEERMNE, WEMIOTPHREFMHEF.

AIAREE
Key

U-Boot T2 FHITIN T =T RAI UERZT R ARIRSAR A, BEBEL TRFTEER—R, EEA
X FALRMIIEEH, BEERE,

// 1. BkeyBIBR: keys
mkdir -p keys

// 2. fEARKM"rk sign tool"THE4%MRSA2048MFAAprivatekey.penfllpublicKey.pen (IS
Erk sign toolNERAFM) , DANFEREFEBN: keys/dev.keyHlkeys/dev.pubkeyo

// 3. EA-x509MAMAER—TMBEERIER: keys/dev.crt (RRANRZFRTAH)
openssl req -batch -new -x509 -key keys/dev.key -out keys/dev.crt

MRKBEAF BRTRE mdXX
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Can't load /home4/cjh//.rnd into RNG
140522933268928:error:2406F079:random number generator:RAND load_file:Cannot open
file:../crypto/rand/randfile.c:88:Filename=/home4/cjh//.rnd

1EHEFoNEIEE: touch ~/.rnd

1ls keys/ EELE
dev.crt dev.key dev.pubkey

AR EREY"keys". "dev.key". "dev.crt" . "dev.pubkey"BFEAA L, EAXLEZFELEFitsX
HHREBESEN, NMRAZNSITEBRK,

&
U-BootfYdefconfigf] FFEN FECE :
// Wit

CONFIG FIT SIGNATURE=y
CONFIG_SPL_FIT SIGNATURE=y

// FIiko
CONFIG_FIT ROLLBACK PROTECT=y // boot.imgBhELR

CONFIG SPL_FIT ROLLBACK PROTECT=y // uboot.imgBAEIR

B make menuconfighI A NIAPECEST, FHiBImake savedefconfigiE MR AR defconfigX
o XHER LB R R A58 M defeonfighiL B M SEURBIXAARX, #HMSBREIFRKNIE T

Bl

HESDK T2 T4 ABIboot img @ Hl—AFIU-BoottR B R o
WiFTE

(1) BH&HS (FHER)

./make.sh rvl126 --spl-new --boot img boot.img --recovery img recovery.img

// HwETERE, EFREBEZZBuboot . imgHlboot . imge
start to sign rv1126_spl_loader_v1.00.100.bin

Image (signed, version=0): wuboot.img (FIT with uboot, trust...) 1is ready

Image (signed, version=0): recovery.img (FIT with kernel, fdt, resource...) is
ready

Image (signed, version=0): Dboot.img (FIT with kernel, fdt, resource...) is
ready

Image (signed): rv1126 spl loader v1.05.106.bin (with spl, ddr, usbplug) is
ready

pack uboot.img okay! Input: /homed/cjh/rkbin/RKTRUST/RV1126TOS.ini
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Platform RV1126 is build OK, with new .config(make rvll26-secure defconfigq)

(2) rE&s<1:
MBFBBER, %Xt ER (1) BirollbackS%, HIu0:

// 3BRE uboot.imgfboot.imgIER/NMRASHHIA10. 12.

./make.sh rv1126 --spl-new --boot img boot.img --recovery img recovery.img --
rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12
RIFER

// WiEmERE, £HEE&ZMuboot . imgMboot . img, BEESHEIRRAS,
start to sign rv1126 spl loader v1.00.100.bin

Image (signed, version=0, rollback-index=10): uboot.img (FIT with uboot, trust)
is ready

Image (signed, version=0, rollback-index=12): recovery.img (FIT with kernel,
fdt, resource...) is ready

Image (signed, version=0, rollback-index=12): boot.img (FIT with kernel, f£fdt,
resource...) is ready

Image (signed): rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is
ready

(3) IrEd&<2:
MR EIE APhashiRE EIOTP/eFUSE, #xF EiR (1) 2% (2) iBINEEK -burn-key-hash o HI¥0:
// ¥BEuboot.imgHlboot . imgMIER/NRAESHHIH10. 12.
// BRsPLMNEIBAHnashREE|0TP/eFUSEF .
./make.sh rv1126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 10 --rollback-index-boot 12 --rollback-index-recovery 12 -

-burn-key-hash

YRiFLER:

// {#BE burn-key-hash
### spl/u-boot-spl.dtb: burn-key-hash=1

// WiEmERE, £HEE&ZMuboot . imgMboot . img, BEESHEIRRAS,
start to sign rv1126 spl loader v1.00.100.bin

Image (signed, version=0, rollback-index=10): uboot.img (FIT with uboot, trust)
is ready

Image (signed, version=0, rollback-index=12): recovery.img (FIT with kernel,
fdt, resource...) is ready

Image (signed, version=0, rollback-index=12): boot.img (FIT with kernel, f£fdt,

resource...) is ready



Image (signed): 1rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is
ready

L EFFNBTEEREISPLFTEN: RSA: Write key hash successfullyo

(4) FEFEL:

=1 —14

* -boot img : Ali%k, EREFFE B RIboot.imgo
e -—recovery img: Ali&, EEFEEHrecovery.imgo

e -rollback-index-uboot . --rollback-index-boot . --rollback-index-recovery . ﬂiﬁo ?El'
EREIRMR A S,

e -spl-new: WIREFBLSAHLESE, MWEIAERkbindRBIspISX T B4 BKloader; HNIEERH
IR IFE R spI XX 4 +T Eloadero

K Fu-boot-spl.dtb R FEBEWITEHRSALNIE CEETARF) , FALIRKAHBISDK A= Erkbin S EHE
REFLEBEMspIX . Alt, APRFNBIEEIZEH, B2AF B LIEE CMspliidiE
R Erkbin T2, MWEHFEGHNMAUARBIEE S, SXREERXMEEMRMspIXHEo

o REEZEM=TEH: loader. ubootimg. bootimg, RERSA key ZBEEIR, MAFRIMEHRE
PRERE S,

RSN
(1) Maskrom#33&SPL
OTP&BE K Skey. MaskromEIERZERBEIIE,

OTPE/REEkey: MaskromRILoaderEMkey, WBMEROTPEMN—HA S HIEHITL 2R, F—HMA
A=t

(2) SPL#I&U-Boot

CONFIG_SPL_FIT SIGNATURE=y: SPL—E&%fuboot.imgi#{TLZ 2K, RIWMINAEEN; uboot.img
HEEBIREKRK, B,

CONFIG_SPL_FIT_SIGNATURE=n: SPLAH&EEREBMEXNNE, —EFR=RKuboot.img (T
LEEER) o

(3) U-Boottk3&boot/recovery

CONFIG_FIT SIGNATURE=y: U-Boot—E &¥Tboot.img/recovery.img#H{TL LR, KRILMINA BE;
boot.img/recovery.img;& B & B HRK KK, FERM.

CONFIG_FIT SIGNATURE=n: U-BootZxFE&BEREF[MEXNNIE, —EFRE
boot.img/recovery.img (FTLILREER) o

AR HRX—ARESEREE—%, RIAMXFEHREREZZEEAXR. RIATES
EEEERERMEXA, Bl LREERS Yo

BEES
NTRELBIHNES:

/

BW=32 Col=10 Bk=8 CS0O Row=15 CS=1 Die BW=16 Size=1024MB

out

U-Boot SPL board init

U-Boot SPL 2017.09-gacb99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21)
unrecognized JEDEC id bytes: 00, 00, 00
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Trying to boot from MMC1l

// SPLEERE R

sha256, rsa2048:dev+

// BRERRKEN: HEjuboot . imgEHRASE10, AHMR/IRESZE
rollback index: 10 >= 9, OK

// SPLIERNEFHREMIhashiRi

### Checking optee ... sha256+ OK
### Checking uboot ... sha256+ OK
##4# Checking fdt ... sha256+ OK

Jumping to U-Boot via OP-TEE

I/TC:

E/TC:0 0 plat rockchip pmu init:2003 0

E/TC:0 0 plat rockchip pmu init:2006 cpu off

E/TC:0 O plat rockchip pmusram prepare:1945 pmu sram prepare 0x14b10000
0x8400880 0Oxlc

E/TC:0 0 plat rockchip pmu init:2020 pmu sram prepare

E/TC:0 0 plat rockchip pmu init:2056 remap

I/TC: OP-TEE version: 3.6.0-233-g35ecf936 #1 Tue Mar 31 08:46:13 UTC 2020 arm
I/TC: Next entry point address: 0x00400000

I/TC: Initialized

U-Boot 2017.09-gacb99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21 +0800)

Model: Rockchip RV1126 Evaluation Board
PreSerial: 2

DRAM: 1023.5 MiB

Sysmem: init

Relocation Offset: 00000000, fdt: 3df404e0

Using default environment

dwmmc@£f£fc50000: O

Bootdev (atags) : mmc O
MMCO: HS200, 200Mhz
PartType: EFI

boot mode: normal

conf: sha256,rsa2048:dev+
resource: sha256+

DTB: rk-kernel.dtb

FIT: signed, conf required
HASH (c) : OK

I2c0 speed: 400000Hz

PMIC: RK8090 (on=0x10, off=0x00)
vdd logic 800000 uv

vdd_arm 800000 uVv

vdd npu init 800000 uVv

vdd vepu init 800000 uVv

Hit key to stop autoboot ('CTRL+C'"): 0
### Booting FIT Image at 0x3d8122c0 with size 0x0052b200
Fdt Ramdisk skip relocation
### Loading kernel from FIT Image at 3d8122c0
Using 'conf' configuration
// ubootFEMERRLE
Verifying Hash Integrity ... sha256,rsa2048:dev+ OK



// BEERRIE: H#lboot . imgBlIFRASE22, SHHIR/IMRAESZE21

Verifying Rollback-index ... 22 >= 21, OK
Trying 'kernel' kernel subimage
Description: Kernel for arm
Type: Kernel Image
Compression: uncompressed
Data Start: 0x3d8234c0
Data Size: 5349248 Bytes = 5.1 MiB
Architecture: ARM
0S: Linux

Load Address: 0x02008000
Entry Point: 0x02008000
Hash algo: sha256
Hash value:
64b4a0333£7862967be052a67ee3858884fcefebf4565db5c3828a941al5£f34a
Verifying Hash Integrity ... sha256+ OK // SERlkernelBJhashiXit
### Loading ramdisk from FIT Image at 3d8122c0
Using 'conf' configuration
Trying 'ramdisk' ramdisk subimage

Description: Ramdisk for arm

Type: RAMDisk Image
Compression: uncompressed

Data Start: 0x3dd3d4cO

Data Size: 0 Bytes = 0 Bytes
Architecture: ARM

0s: Linux

Load Address: 0x0a200000
Entry Point: wunavailable
Hash algo: sha256
Hash value:
e3b0c44298fclcl49afbf4c8996£b92427ae41e4649b934cad495991b7852b855
Verifying Hash Integrity ... sha256+ OK // SEhramdiskMIhashiXiE
Loading ramdisk from 0x3dd3d4cO to 0x0a200000
### Loading fdt from FIT Image at 3d8122c0
Using 'conf' configuration

Trying 'fdt' fdt subimage

Description: Device tree blob for arm
Type: Flat Device Tree
Compression: uncompressed

Data Start: 0x3d812ecO

Data Size: 66974 Bytes = 65.4 KiB

Architecture: ARM
Load Address: 0x08300000
Hash algo: sha256
Hash value:
8fb1£170766270ed4£37cced4b082a51614cb346c223£96ddfe3526fafc5729d7
Verifying Hash Integrity ... sha256+ OK // SEAlfdtBIhashiXig
Loading fdt from 0x3d812ecO0 to 0x08300000
Booting using the fdt blob at 0x8300000
Loading Kernel Image from 0x3d8234c0 to 0x02008000 ... OK
Using Device Tree in place at 08300000, end 0831359d
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x0848a000 - 0x40000000 (size: 0x37b76000)
Total: 236.327 ms

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0x£f00



[ 0.000000] Linux version 4.19.111 (cjh@ubuntu) (gcc version 6.3.1 20170404
(Linaro GCC 6.3-2017.05)) #28 SMP PREEMPT Wed Mar 25 16:03:27 CST 2020
[ 0.000000] CPU: ARMv7 Processor [410fc075] revision 5 (ARMv7), cr=10c5387d

ZEIEER

MERHNETAIUEY, fIFREEHNERBRERMPC LM, BIAFPAIIFE: RSAZANHE
o TE'T"J—BTiZJmEF' AP rAIRERRLE M LIZEIRZRSSEE, EEHEQEEHFﬁRSA%A%H;—EEEE%, e
BEZINEFROSAMABF, WFXMER, REFITAR EFEET"EER "KL

QR ZIRSVBOREA, FILUAR ZRIRIATA+ARSS 88 QA REARMPC EXIEH#IT—RITE
% KEMFHEIRNERNL2EFNRERHE;

RIANEAR A T QBT E#HIOX Y, EREBHRIZNER; LANFRARMIRITE
Bo

. ﬁﬁF?E?&"K%’;&?EZiL_ SRS ERENE] (RFBNEMN, BENEE) , RSHBEAMARERLL
EHITER, ARBERRELAR;

- APEAXHESERELEFPNIRNEZNTREREATHRENRLEF.
W R IE
EREFREIEERHRIBEA (d blobEE + FHFhashES

 fdtblob T RECE
hashed-nodes 18 T —R7T R, XETRIHABTHBIANKER IR,

cjhQubuntu:~/uboot-nextdev$ fdtdump uboot.img | less
/dts-vl1/;

configurations {
default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0000001c>;
firmware = "optee";
loadables = "uboot";

fdt = "fdt";

signature {
hashed-strings = <0x00000000 0x000000da>;
/) XETRHNABTBSANRE LR

hashed-nodes = "/", "/configurations/conf", "/images/fdt",
"/images/fdt/hash", "/images/optee", "/images/optee/hash", "/images/uboot",
"/images/uboot/hash";

o FiRfRhashVES

mkimage%ﬁ%A?’fﬁTgﬁQﬁﬂﬂiﬁﬁhashﬁ HiEMi#FhashT 2o sign-images IB8EMNFIE FHRE
hashBESMANWE ZEIE (AFRRIBET hashed-nodes HITIEE T hashT2) - Fa0:

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less
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/dts-v1/;

totalsize = <0x000bb600>;
timestamp = <0x5ecb3553>;

description = "Simple image with OP-TEE support";
#address-cells = <0x00000001>;
images {

uboot {

data-size = <0x0007ed54>;
data-position = <0x00000a00>;

description = "U-Boot";
type = "standalone";

os = "U-Boot";

arch = "arm";
compression = "none";
load = <0x00400000>;
hash {

// ubootiEf&Mhash, Hmkimage TEBNTEYERM

value = <0xeda8cd52 0x8f058118 0x00000003 0x35360000
0x6£707465 0x0000009f 0x00000091 0x00000000>;

algo = "sha256";

AixSR

BFEREHHRSAZHEXIZE: devkey. dev.pubkeyFldev.crte dev.keyfENFATAHIZIZARS 2345E, AP
A dev.pubkeyFdev.crto

T

EAR#U-Boot TIZIFE T : AP #Edev.crtiiElkeysBR T, FARARKM "tk _sign tool" TAMEHIEM—IE
I&BSFAER, @& FdevkeyMElkeysBERT. &% LEHNET (BRHIFSHEIENM -no-check ) EME
#Effuboot.imgMlboot.img (EFRREAWER, ARPRENEFREXH) .

AR WIEHSBIEES -no-check , TMEFEHdev.keyFdev.crtRILEZSEFT B BIRILE MK,
tban:

./make.sh rv1126 --spl-new --boot img boot.img --rollback-index-uboot 10 --

rollback-index-boot 12 --no-check

PR T £ E R EHuboot.imgMboot.img, AFERLIE it/ BRTREIHEIX 4!

// WERZBANA (data2signBEN: data to sign)
fit/uboot.data2sign
fit/boot.data2sign

// BERicbXf (ERIRINAE) , HMHingXHFHENHITEZENERS.

fit/uboot.itb
fit/boot.itb

T
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FFP#Buboot.data2sign R IX LB ITIEAR S 28 RIGIEIZARS SFFFERIFATANdevkey, RN TR SEZH M
HERLER: uboot.sig

openssl dgst -sha256 -sign dev.key -sigopt rsa padding mode:pss -out uboot.sig
uboot.data2sign

RS EFBERER X HubootsigiREILL AP, FF A uboot.sig&ifuboot.itb PRYIGETZ & :

./scripts/fit-resign.sh -f fit/uboot.itb -s uboot.sig // SEM#FHuboot.img, BF
IRE

FiEboot.itbX . HILLAFRE T REBMHER EHFuboot.imgfboot.img.

AEH:

o fit-resign.shBY-f IEEMVIOX M, FRimgX . HIERSITitbEE R FERMimgX o

o HITfit-resign.shBY B EVitb XN IE T BIRIFEMEY, Blitb>X M data2signX 4@ —X—IFRHY,
?Udatazsign%',%¢@§T$Jﬁitb$€1¢ﬂ’\]ﬂﬂfﬂ¥i, Bl /timestamp = <...> o FRABMESFIRE
ERIREBAE, EMEIFRE— 1 FHuboot.itb, 3Buboot.sigEiRiFHHTHYuboot.itb P X5 [RRR 2T
TR !

o« HTFEETIA, loaderBERMAXEIRS I HITE R,

HEBE

BRT'EER"AN, REUUERELEENEMN (bootimg, ubootimg) I ILEE (u-boot.bin, fdt,
ramdisk, kernel ...) 4RARS[/HITER?

ETFFITHIRITFIEMSEH, HEARNEMLREXE, 0TF#HITIHA:

o AE—: EEIEREMboot.img, uboot.imgtRRSZWEFITE+EH

AR RRE LEARMU-BootmiFHFE FTHERERE S, u-boot-spl.binX %,
o AR kL2 Bbootimg, ubootimgh RSB IBIEFMITE+ER
AR AHMEIFEHNBEAEITE TRSART, REBESHFITRSARATRITE,
o« AR=: LEREDIUER (kemel, dtb, ramdisk, resource...) HITITE+EZ
B EEXHAS, WIRED, MAREEESRE—NEHE.

UEARERNHFRAR: RS SFHLHNEARKAImkimage TH, MXMTEEAIEHKRKEH.

FAILERIN"EXE "BREREE. ZEAH. RFEZHENAE. ARRELEREZHE, RS
#3{F Fopensslfip L& & BIA],

ElfFEe

PRI LUEBIRIAXS E RS, fI%0boot.img:

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-unpack.sh -f boot.img -o out
Unpack to directory out:

fdt : 82813 bytes... sha256+
kernel : 5844640 bytes... sha256+
ramdisk : 0 bytes... sha256+
resource : 120832 bytes... sha256+

MRimgBELED, HARBEE—Ditb; sha2S6+RTEHEEMIF, TN ERsha256-,
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El &

RPRILUMEBN At EERFEF. i BoutBREFENFEIHEE Ruboot.img BRI H I FElfF.

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-repack.sh -f uboot.img -d out/
Unpack to directory out/repack/:

uboot : 6 bytes... sha256+

optee : 6 bytes... sha256+

fdt : 4 bytes... sha256+
Image (repack) : wuboot.img is ready

KR8 Step-by-Step

1. # A\u-bootB R, FTHXIMNF &M configs/rxxxxx_defconfig, TR THE :

/] i
CONFIG FIT SIGNATURE=y
CONFIG_SPL_FIT SIGNATURE=y

// Bl
CONFIG_FIT ROLLBACK PROTECT=y // boot.imgPhEIR
CONFIG_SPL_FIT ROLLBACK PROTECT=y // uboot.imgBiEI&

2. ATON TR EE Alikeys

mkdir -p keys

../rkbin/tools/rk _sign tool kk --bits 2048 --out

cp privateKey.pem keys/dev.key && cp publicKey.pem keys/dev.pubkey
openssl req -batch -new -x509 -key keys/dev.key -out keys/dev.crt

AR ZPBRITRET, ARRERTFXLKeys,
3.RIFER, Llvi26 Al (MREFEBEZEHMSHEH, Wk3566, F TS SHBrvI12688A
tk3566E07])

// Linux: ¥Dlboot.img, recovery.img®lu-bootXHTF, HITFFIHAZR

loader, uboot,boot, recovery, ®REBuboot,boot, recoveryMIPFIREEIRS, EEMHRRAEIR S kiE
FEECE

./make.sh rv1126 --spl-new --boot img boot.img --recovery img recovery.img --
rollback-index-uboot 1 --rollback-index-boot 2

// Android: ¥R loader,uboot, REBEubootHIFFIRAEIRS, FRMMALRSKIEZERE
./make.sh rvl1l126 --spl-new --rollback-index-uboot 1

NRRIFHIN

Can't load XXXXXX//.rnd into RNG

touch ~/.rnd
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4. AN$AhashiRE .

// Linux. ¥Dboot.img, recovery.img®lu-bootXH T, HITFIIRIAEZEZ

loader, uboot,boot, recovery, &Buboot,boot, recoveryMIBFARAEIRS, EEMhRAEIR S IKIE
HEME, FEkSkey hash

./make.sh rv1126 --spl-new --boot img boot.img --recovery img recovery.img --

rollback-index-uboot 1 --rollback-index-boot 2 --burn-key-hash

// Android. ﬁ%loader,uboot, K Buboot WFARRAREIRS, FEFREERSKIEEERIE, FEkF
Bkey hash
./make.sh rv1l126 --spl-new --rollback-index-uboot 1 --burn-key-hash

AR ZPREBINTRARRBIISEBERE —burnkey-hash , SWREARE, FaALIEPERR
REETE R EBIE

5. Android I E &3

£ (Rockchip Developer Guide Secure Boot for UBoot Next Dev CN.md)

Chapter-13 TRIEFFH1
A 2

o 1v1126

TFiEZ45

e cMMC

e spinor

bootrom 2 §F

B &l bootrom HY spi nor XTI ZIFALDMARINE FREH, XIMZIFEEIETT usbplug 135 EHES
ThE, EFLHEBEE,

eMMC B ai Tl i1k,
U-Boot SPL 35

U-Boot SPL T3z#F fit iR IVBIREF A, FIES THEAL I NloadertR AR EBAL Mo
[=

CONFIG SPL_KERNEL BOOT=y // FERBREFHIINEE
CONFIG_SPL_BLK READ PREPARE=y // FRETRINETHEE
CONFIG SPL_MISC DECOMPRESS=y // FHRRREINRE

CONFIG SPL ROCKCHIP_ HW DECOMPRESS=y

U-Boot SPL SZ#5FiNEIhEE, EREFMEINGERS, AUUERITHMEFMNERINEE G, BaiEERR
Fi N Eiramdisko

FIENFAINELR S gzip B4R B ramdisk, E4RA<:

cat ramdisk | gzip -n -f -9 > ramdisk.gz
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its X FRYECE T

ramdisk {
data = /incbin/ ("./images-tb/ramdisk.gz");
compression = "gzip"; // FEEEX

type = "ramdisk";
arch = "arm";
os = "linux";
preload = <1>; // FRINEATRS
comp = <0x5800000>; // Dbt
load = <0x2800000>; // FRFEME
decomp-async; /] BERERE
hash {

algo = "shaz256";

uboot-ignore = <1>; // AMfhashiKia

b2
IREH, tbilmiErv1126 eMMCEIE:

./make.sh rvll26-emmc-tb && ./make.sh —--spl

mcufit &

BRimcuIERFBRHMALER, WISPFERRIERMMBAIGK. kemel Bfa, IREXLEEHFIRIR
BUE R

£ rkbin/RKTRUST X4 SRS A XHRECE, B rvl126 A51:

[MCU]
MCU=bin/rv11/rv1126 mcu v1.02.bin, 0x108000,ckay // ECENRMEMHME, BohthitFEEMR

&=
mcufE FHE

https://10.10.10.29/admin/repos/rtos/rt-thread/rt-thread-amp
https://10.10.10.29/admin/repos/rk/mcu/hal

U-Boot4wiFfg, =imcuEH+TEEluboot.imgM. RABENEY, SPLEMuboot.imgH EATINEmcuE 4o

kernel 2§F

[Ty
CONFIG_ROCKCHIP THUNDER BOOT=y // FERREFHIINEE
CONFIG_ROCKCHIP THUNDER BOOT MMC=y // FRZFemmcREBFNMATIEE
CONFIG_ROCKCHIP THUNDER BOOT SFC=y // FBEZREspi norREFHMILINGE

CONFIG_VIDEO ROCKCHIP THUNDER BOOT ISP=y // FBZHFIsPIREFFHLMIINGE

AT IHREFH, SPLASIKIELRHEGSEIE S kermel dbMIBE, FAIUBLESREEAFECEE,
BirA:

° memory

o ramdiskf#EFIE AN
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%00 kernel/arch/arm/boot/dts/rv1126-thunder-boot.dtsi

memory: memory {

device type = "memory";

reg = <0x00000000 0x20000000>; // BEMKIEELDDRBEEMNLEN, SPLAMEIE
bi

reserved-memory {
trust@0 {
reg = <0x00000000 0x00200000>; // trust Z[d]
no-map;

i

trust@200000 {
reg = <0x00200000 0x00008000>;
i

ramoops@210000 {
compatible = "ramoops";
reg = <0x00210000 0x000£0000>;
record-size = <0x20000>;
console-size = <0x20000>;
ftrace-size = <0x00000>;
pmsg-size = <0x50000>;

bi

rtos@300000 {
reg = <0x00300000 0x00100000>; // TNALRAFIHER, ZBEERT UM
no-map;

i

ramdisk r: ramdisk@2800000 ({
reg = <0x02800000 (48 * 0x00100000)>; // FRERMLL, BILUKIESSFRA/INVHITERR
i

ramdisk c: ramdisk@5800000 ({
reg = <0x05800000 (20 * 0x00100000)>; // E4aRthuE, STLUKIBSERRA/NH#ITERR
i
bi

H¥temmcVECRE :

reserved-memory {
mmc_ecsd: mmc@20£000 {
reg = <0x0020£000 0x00001000>; // SPL #ikernel EffecsdX
1
bi

mmc_idmac: mmc@500000 {
reg = <0x00500000 0x00100000>; // FfNFHramdiskBy, FEH
idmacIREXE, FMEER, ZXBEREFERERIE
}i
i

thunder boot mmc: thunder-boot-mmc {

compatible = "rockchip, thunder-boot-mmc";



i

$t3dspi norfVECE

reg = <0xffc50000 0x4000>;

memory-region-src = <&ramdisk c>;
memory-region-dst = <&ramdisk r>;
memory-region-idmac = <&mmc_ idmac>;

thunder boot spi nor: thunder-boot-spi-nor {

i

REF TR

compatible = "rockchip, thunder-boot-sfc";
reg = <0xffc90000 0x4000>;
memory-region-src = <&ramdisk c>;

memory-region-dst = <&ramdisk r>;
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Bootrom

E&/HU-Boot?

mEKET

U-Boot

MEFmcu

H {Treset M trust

I RE =

kernel/ramdisk

A LIRR

1E{Ttrust

& fTkernel

Kernel #2ERGK
HWEFEFmcuSt a
AR AIME L

kernel BT

initiFf1E
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ATF/OPTEE

1. U-BootFE BB IFH E KR AYATF/OPTEE R AR 2 :

Sh
RV1108
RK1808
RK1806
RK3036
RK3128x
RK3126
RK322x
RK3288
RK3368
RK3328
RK3399
RK3399Pro

RK3399Pro-npu

RK3308

PX30
RK3326

RV1126/RV1109

RK3568

RK3566

RK3588
RVI1106/RV1103
RK3528

RK3562

RIXhRZSS

N/A

N/A

N/A

N/A

N/A

k3126 tee ta v1.39.bin
N/A

rk3288 tee ta v1.43.bin
1k3368h_bl31 v2.22.elf
N/A

k3399 bI31 v1.32.elf
k3399 bl31 v1.32.elf
k3399 bl31 _v1.32.elf

rk3308_bl31_v2.00.elf

k3308 bl31 aarch32 v2.20.elf

px30_bI31_v1.05.elf
1k3326_bI31 _v1.05.elf
N/A

k3588 bl31 v1.26.elf
rk3588 bl31 ultra v2.06.elf

k3588 bl31 v1.26.elf
k3588 bl31 ultra_v2.06.elf

k3588 bI31 _v1.24.elf
N/A
N/A

In-process
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Clock
1. CPURSIThaE R 1551 5%

iy ZiFER RERALIRIN
RV1108 N/A N/A
RK 1808 N/A N/A
RK 1806 N/A N/A
RK3036 N/A N/A
RK3128x N/A N/A
RK3126 N/A N/A
RK322x N/A N/A
RK3288 N/A N/A
RK3368 N/A N/A
RK3328 N/A N/A
RK3399 N/A N/A
RK3399Pro N/A N/A
RK3399Pro-npu N/A N/A
RK3308 N/A N/A
PX30 38 clock BE+HRE
RK3326 38 clock BRI
RV1126/RV1109 N/A N/A
RK3568 SCMI clock BEHRE
RK3566 SCMI clock H R+
RK3588 N/A N/A
RV1106/RV1103 N/A N/A
RK3528 SCMI clock BE
RK3562 SCMI clock BE
Defconfig

1. FF &8 defconfigSz BN (MISDKRFHNE) !

" F]_defconfig" 3% "[{&:Fr].config" iBEEE 2 INREMA, HRNIFTE featurehRZ4o
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SR
RVI1108
RK1808
RK1806
RK3036
RK3128x
RK3126
RK322x
RK3288
RK3368
RK3328
RK3399
RK3399Pro

RK3399Pro-npu

RK3308

PX30

RK3326

RV1126

RV1126

RK3568

RK3566

defconfig
evb-rv1108_defconfig
rk1808_defconfig
rk1806_defconfig
rk3036_defconfig
rk3128x_defconfig
rk3126_defconfig
rk322x_defconfig
k3288 defconfig
k3368 defconfig
rk3328 defconfig
k3399 defconfig
rk3399pro_defconfig
rknpu-lion_defconfig

k3308 _defconfig
rk3308-aarch32_defconfig

px30_defconfig

k3326 defconfig
rk3326-aarch32 defconfig

rv1126_defconfig
rvl126-ab.config
rv1126-spi-nor-tiny defconfig
rvl126-ramboot.config
rv1126-usbplug.config
rv1126-dfu.config
rv1126-ipc.config

rv1126-emmc-tb.config
rv1126-1p3-emmc-tb.config
rv1126-spi-nor-tb.config

k3568 defconfig
rk3568-dfu.config
rk3568-nand.config
rk3568-spl-spi-nand_defconfig
rk3568-aarch32.config
rk3568-usbplug.config

rk3566.config
rk3566-eink.config

S #5kernel dtb
N

Y

Bk

B kRS
T Faarch321E

ezl

1B kR4
T iFaarch32iE =,

&8 RRZAS

B ARRA+3FFA/B
Spi Nor NEE
TFESRE(REFERR)
usbplugZhgE

Hidfu

ipc sdk_E{EFH

eMMC+DDR3 RIEFFH,
eMMC+LP3 RIEFFH
Spi Nor+DDR3 TRIEFF#

SGNaE) N

S Hidfu
ZHEFMLC/TLC/ eMMC
SPI-nand& FASPL
F¥Faarch324E =

T #Fusbplugt =,

Bk
B PhRA



SR

RK3588

RV1106/RV1103

RK3528

RK3562

DFU

defconfig

rk3588 defconfig
rk3588-ramboot.config
rk3588-sata.config
rk3588-aarch32.config
rk3588-ipc.config

rv1106_defconfig

rv1106-emmc-tb_defconfig
rv1106-spi-nor-tb_defconfig

rv1106-spi-nor_defconfig
rv1106-display.config
rv1106-dfu.config
rv1106-ipc.config

k3528 defconfig

rk3562 defconfig

1. DFULHRER 15515

S #5kernel dtb

iR

BARRZA
TEESRRFERE)
Wtz FFsata/S 5
F¥Faarch32tE =

ipc sdk_E1FEF

18 FA Rl s
eMMCEREFFHL
Spi NorlFiRFFH1
Spi Nor NEBE
ZHFllogo

< Fidfu

ipc sdk 1

AR
ezl
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SR

RVI1108
RK1808
RK1806
RK3036
RK3128x
RK3126
RK322x
RK3288
RK3368
RK3328
RK3399
RK3399Pro
RK3399Pro-npu
RK3308

PX30

RK3326
RV1126/RV1109
RK3568
RK3566
RK3588
RVI1106/RV1103
RK3528

RK3562

Optee

1. optee client $#FEA7EEF

AN
=

HOIEAME:

defconfig

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
rv1126-dfu.config
N/A

N/A
rk3568-dfu.config
rv1106-dfu.config
N/A

N/A
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APIL RV1109/RV1126 RK3566/RK3568 RK3588 RV1106/RV1103 RK3528 RK3562 others

trusty _read_vbootkey hash \ \ N N/A v \ v
trusty_write_vbootkey_hash \/ \/ \/ N/A \ \/ \
trusty_read_vbootkey_ enable_flag V \ v N/A \/ \ \
trusty_write_oem_otp_key \ \ \ N/A \ \ N/A
trusty_oem_otp_key is_written \ \ v N/A v v N/A
trusty_set_oem_hr_otp_read lock N/A N/A R N/A R \ N/A
trusty_oem_otp_key_cipher V \ \/ N/A \/ V N/A
hG -
Chapter-15 ;XS EIM
SDK #%&
. [
androidboot.mode &
{5F Android 8.1 89 SDK hfgZs, U-Boot 7 BINTFECEZ BEIEH A EH Android:
CONFIG RKIMG ANDROID BOOTMODE LEGACY
FE#ESERR:
commit a7774£5911624928ed1ld9cfed5453aab206c512e
Author: Zhangbin Tong <zebulun.tong@rock-chips.com>
Date: Thu Sep 6 17:35:16 2018 +0800
common: boot rkimg: set "androidboot.mode=" as "normal" or "charger"

- The legacy setting rule is deprecated(Android SDK < 8.1).
- Provide CONFIG RKIMG ANDROID BOOTMODE LEGACY to enable legacy setting.

Change-Id: I5c8b442b02df068a0ab98ccc81a4£f008ebe540cl
Signed-off-by: Zhangbin Tong <zebulun.tong@rock-chips.com>
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

misc S

misc.imgfY IR ZENU-BootFl Android Z [BINB IR E, £ERAIBCB(Bootloader Control Block)o

HFRKFEMAEERE, KAFEHFTF Android-10.089SDKARZS, misc.imgBHIBCBATIZFREmiscs X RS
0fiiE ; 1KF Android-10.089hRZs, BCBAMIZIEmisc) X RIZ16KBIE,

BRZEIAFHSDKEAREEFINEIE, U-Boot=2BIENRE. BB NRERESDKMImisc.imgiE
A, MR, MR—ARZEAndroidE—E# Arecoveryt&E o

Chapter-16 TR

AETHXPIARTARRIE (UU-BootiRERASER)
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./scripts/mkbootimg
./scripts/unpack bootimg
./scripts/repack-bootimg
./scripts/unpack resource.sh
./scripts/stacktrace.sh
./tools/patman/patman
./tools/buildman/buildman

./rkbin/tools/resource tool
./rkbin/tools/loaderimage
./rkbin/tools/trust merger

./rkbin/tools/boot_merger

trust_merger
Inge: RIEnEE XHTE4MTF A bI30. b31. bl32 binXXH, M trust.img,
ini 3f¥:

LA RK3368TRUST.ini J915l:

[VERSION]
MAJOR=0 -———FHRAES
MINOR=1 -——- RS
[BL30 OPTION] ----b130, BANEEAmcu bin
SEC=1 ----TF7EBL30 bin
PATH=tools/rk_tools/bin/rk33/rk3368b130 v2.00.bin ----}§Ebinl&R
ADDR=0xf£8c0000 --—-E 4 DDRABIINEAETTHIAE
[BL31_OPTION] ----bl131, BANREANZZMBREEEXNbin
SEC=1 ----TF7EBL31 bin
PATH=tools/rk_tools/bin/rk33/rk3368b131-20150401-v0.1.bin----}8EbinkgRE
ADDR=0x00008000 -—--E 4 DDRAI N E NI THIAE
[BL32_ OPTION]
SEC=0 -—---FR7FEBL32 bin
[BL33_OPTION}
SEC=0 ----AfEHEBL33 bin
[OUTPUT]
PATH=trust.img [OUTPUT] -G EHRE

Tase:
/*

* @<sha>. A%, shaflx, B&make.sh

* @<rsa>. A%, rsathx, BFmake.sh

* @<size>:! BII&, I --size [KB] [count]. MHXHKX/), BERNEIAEG2M, FTE2(
* @[ini file]: @k, iniXfF

w Y

./tools/trust merger <sha> <rsa> <size> [ini file]

e

./tools/trust merger --rsa 3 --sha 2 ./ RKTRUST/RK3399TRUST.ini
out:trust.img

merge success (trust.img)
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rase:

NN

// @[input image]: Wi, FATFHREBHEH, —f&Rtrust.img

./tools/trust merger --unpack [input image]

./tools/trust merger --unpack trust.img

File Size = 4194304
Header Tag:BL3X
Header version:256
Header flag:35
SrcFileNum: 4
SignOffset:992
Component O0:
ComponentID:BL31
StorageAddr:0x4
ImageSize:0x1cO
LoadAddr:0x10000
Component 1:
ComponentID:BL31
StorageAddr:0x1lc4
ImageSize:0x10
LoadAddr:0x£f£8c0000
Component 2:
ComponentID:BL31
StorageAddr:0x1d4
ImageSize:0x48
LoadAddr:0x£f£8c2000
Component 3:
ComponentID:BL32
StorageAddr:0x21c
ImageSize:0x2e0
LoadAddr:0x8400000

unpack success
boot_merger
IhAE: 1R¥EinifL & XA 3TE miniloader + ddr + usb plug, 4K loaderE o
ini 34!

LA RK3288MINIALL.ini SZ{E 915 :

[CHIP NAME]
NAME=RK320A -——-HR &M RN ESmaskronIENABHHES
[VERSION]

MAJOR=2 ——-—-ERES

MINOR=36 -——-RhRES

[CODE471 OPTION] ----code471, BHENEENJIr bin

NUM=1

Pathl=tools/rk tools/bin/rk32/rk3288 ddr 400MHz v1.06.bin

[CODE472_ OPTION] ----code472, BRI&ENusbplug bin

NUM=1
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Pathl=tools/rk tools/bin/rk32/rk3288 usbplug v2.36.bin
[LOADER OPTION]

NUM=2
LOADER1=FlashData ----flash data, H#&EHNddr bin
LOADER2=FlashBoot ----flash boot, BEI&EBNminiloader bin

FlashData=tools/rk tools/bin/rk32/rk3288 ddr 400MHz v1.06.bin
FlashBoot=tools/rk tools/bin/rk32/rk3288 miniloader v2.36.bin
[OUTPUT] --—-HHXHE
PATH=rk3288 loader v1.06.236.bin

Tass:
// @[ini file]: Wik, iniXf

./tools/boot merger [ini file]
el

./tools/boot merger ./RKBOOT/RK3399MINIALL.ini
out:rk3399 loader v1.17.115.bin

fix opt:rk3399 loader v1.17.115.bin

merge success (rk3399 loader v1.17.115.bin)

Bans:
// @[input image]: ®if, ATFMREMENYH, —MKEloaderXHf

./tools/boot merger --unpack [input image]
el

./tools/boot merger --unpack rk3399 loader v1.17.115.bin
unpack entry(rk3399 ddr 800MHz v1.17)

(
unpack entry(rk3399 usbplug vl1.15)
unpack entry(FlashData)

(

unpack entry(FlashBoot)

unpack success

loaderimage
Ihee:

» ¥T8u-boot.bin Fuboot.img
o FTE2MITEHIM tee bin X trust.img

$T€u-boot:
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/*

* @[input bin]: ®iE. binfBXH

* @[output image]:. Wik, HWHXH

* @[load addr]: #if. fNEHbit

* @<size>: Ak, BB --size [KB] [countl. HHXHR/, BEEEINEMD 1M, FTE4H
*/

./tools/loaderimage --pack --uboot [input bin] [output image] [load addr]

<size>

./tools/loaderimage --pack --uboot ./u-boot.bin uboot.img 0x60000000 --size
1024 2

load addr is 0x60000000!

pack input u-boot.bin

pack file size: 701981

crc = 0xc595eb85

uboot version: U-Boot 2017.09-02593-gb6e59d9 (Feb 18 2019 - 13:58:53)

pack uboot.img success!

fi€lu-boot:

/*
* @[input image]: @ik, FREIENH

* @[output bin]: W%, BEREXH, FREFIYA
=/

./tools/loaderimage --unpack --uboot [input image] [output bin]

./tools/loaderimage --unpack —--uboot uboot.img uboot.bin
unpack input uboot.img

unpack uboot.bin success!

$T8trust:

/*

* @[input bin]: WAk, binXF

* @[output image]: WA, S

* @[load addr]: @i, PNt

* @<size>: B[, #&R: --size [KB] [count], MHXHA/N, BEREIARG 1M, R4
=)

./tools/loaderimage --pack --trustos [input bin] [output image] [load addr]

<size>



./tools/loaderimage --pack --trustos ./bin/rk32/rk322x tee v2.00.bin trust.img

\
0x80000000 =--size 1024 2

load addr is 0x80000000!
pack input bin/rk32/rk322x tee v2.00.bin
pack file size: 333896

crc = 0x2de93b46

pack trust.img success!

fiBEltrust:

/*
* @[input image]: Wi, RERXHF

* @[output bin]: Wik, REmEXHE, TEREY
=y

./tools/loaderimage --unpack --trustos [input image] [output bin]
Sefl:

./tools/loaderimage --unpack --trustos trust.img tee.bin
unpack input trust.img

unpack tee.bin success!

resource_tool

eE: AFHEEEREXMY, EA resource.img,
Taa6<:

./tools/resourceitool [--pack] [--image=<resource.img>] <file list>
Bl

./scripts/resource tool ./arch/arm/boot/dts/rk3126-evb.dtb logo.bmp
logo_kernel.bmp

Pack to resource.img successed!

kT ROM

./tools/resource_tool --unpack --image=<resource.img> [output dir]
Bl
./tools/resource_tool --unpack --image=resource.img ./out/

Dump header:
partition version:0.0
header size:1
index tbl:
offset:1l entry size:1l entry num:3

Dump Index table:
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entry (0) :
path:rk-kernel.dtb
offset:4 size:33728
entry (1) :
path:logo.bmp
offset:70 size:170326
entry(2):
path:logo kernel.bmp
offset:403 size:19160
Unack resource.img to ./out successed!
mkimage
Ihee: Ak SPL R T HILoaderEl 4o

g0 : @2 TEBISE LA Rockchip BY bootrom FrEE IDBLOCK 18T, XM ep<L=[EBIMEER u-boot-
tpl.bin B9k 4 4 byte /9 Bootrom FREEIRILHY ID:

./tools/mkimage -n rk3328 -T rksd -d tpl/u-boot-tpl.bin idbloader.img
BASE:

./doc/mkimage.1

stacktrace.sh
IEE: FETIARIKRER, 1BSERKEMET,
mkbootimg

IhgE: FTEEHE M bootHlrecovery.img, JRM R Eandroid T2,

SE:

./scripts/mkbootimg --kernel zImage --second resource.img --ramdisk ramdisk.img

--out boot.img

unpack bootimg
IhEE: FTFbootFlrecovery.imghEl, JE {4 RTEandroid T2,

Sefl:

./scripts/unpack bootimg --boot img boot.img --out out/

repack-bootimg

IheE: EiftbootHlrecovery.imgHBIE 4o

e
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// a0 RE#kernel

./scripts/repack-bootimg --boot img boot.img --kernel zImage -o boot repack.img

// Bla0: REHresource

./scripts/repack-bootimg --boot img boot.img --second resource.img -o

boot repack.img

pack resource.sh
INgE: T8 . /tools/images/ BER THIFEEBE F #Hresource.imgo

el
./scripts/pack resource.sh resource.img

Pack ./tools/images/ & resource.img to resource.img

Unpacking old image (resource.img) :

rk-kernel.dtb 1

Pack to resource.img successed!

Packed resources:

rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp
battery 5.bmp battery fail.bmp battery O.bmp 8

resource.img is packed ready

buildman

heE: MERFAE, FEESETRIIHFTFANRREEGTZMEIEMFES, FHE8E .
./tools/buildman/README
{8 buildman EZIRFNE BT toolchain 1R, ZHiE'~/buildman' S {5 :

[toolchain]
arm: ~/prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-

gnueabihf/
aarch64: ~/prebuilts/gcc/linux-x86/aarch64/gcc-linaro-6.3.1-2017.05-
x86 64 aarch64-linux-gnu/

HAYEE, WN4RIFFTE Rockchip F &R U-Boot XS :
./tools/buildman/buildman rockchip
AR

$ ./tools/buildman/buildman rockchip
boards.cfg is up to date. Nothing to do.
Building current source for 34 boards (4 threads, 1 job per thread)

34 0 0 /34 evb-rk3326

ETHERY, F—1PEEL pass WFEEHE (BFB) , FZPES wanming MENTFEHE (&
) , B=TEE error TERFBEINFEEHE (LB) . NRFEFIEPE warning HE error RIE
K R RER,
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patman

IhgE: python BT R, @it ARHEMTASER patch BIHEIRZ, M patch Upstream (U-Boot.
Kernel) IFEFANKETR. FEIEE:

o RIBSEE T format T ;

o 8 checkpatch HITIE;

o M commit 15 SBFEENFH LM upstream mailing list FFEEHY Cover-letter. patch version. version
changes HE & ;

o BnhE commit F1AY change-id;

« BniRHE Maintainer M1 X #4235 2IREVE A patch FTR AN ;

o 1R¥E~/ gitconfig' B FE" /. gitconfig' ELEIMFFA patch &iXEH X,

HHSE !

./tools/patman/README

ER-EMERFRR B LIEN:

$ patman -h

Usage: patman [options]

Create patches from commits in a branch, check them and email them as

specified by tags you place in the commits. Use -n to do a dry run first.

Options:
-h, --help show this help message and exit
=g, —=tuld=lhalp Display the README file

—-c COUNT, --count=COUNT

Automatically create patches from top n commits

-i, --ignore-errors Send patches email even if patch errors are found
-m, --no-maintainers Don't cc the file maintainers automatically
-n, —--dry-run Do a dry run (create but don't email patches)

-p PROJECT, --project=PROJECT
Project name; affects default option values and
aliases [default: u-boot]
-r IN REPLY TO, --in-reply-to=IN REPLY TO
Message ID that this series is in reply to
-s START, --start=START
Commit to start creating patches from (0 = HEAD)

-t, —--ignore-bad-tags
Ignore bad tags / aliases
-—test run tests
-v, —-verbose Verbose output of errors and warnings
--cc-cmd=CC_CMD Output cc list for patch file (used by git)
--no-check Don't check for patch compliance
--no-tags Don't process subject tags as aliaes
-T, —--thread Create patches as a single thread

ARG IRITEFRY 3 1 patch

3

-\
I 4

patman -t -c3

LIB1T/5 checkpatch R A error 3¢#& warning = BT abort, FTEIENARR patch fRRIAIB S EHIE

o
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HAth& A

o -t fRAFR":"FIEBVEBHE X TAG, KEBSTIEW patman IRF, FEFFH-IEIN;

o ' WIRBL wamning (0B 80 NFRT) FNVAANEFTMRR, BJLUEREIN-ETIRRAT
o S MREBRZBMNT HABIEHH tree BY top, E_[LJ\LL‘_‘-S'E)EL‘_ top I N N4 T;

o 'n' MIRHAREBIERHNT, REERIHM4T S A LUBE checkpatch, B LAER'-n'i%

patchman FZ& commit message FABYXREF , 4 Y upstream mailing list FRFEHYE So
HRIEY commit:

commit 72aa9e3085e64e785680c3fa50a28651a8961feb
Author: Kever Yang <kever.yang@rock-chips.com>
Date: Wed Sep 6 09:22:42 2017 +0800

spl: add support to booting with OP-TEE

OP-TEE is an open source trusted 0S, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:

<https://github.com/OP-TEE/optee os>

and search for 'boot arguments' for detail entry parameter in:

core/arch/arm/kernel/generic_entry a32.S

Cover-letter:
rockchip: add tpl and OPTEE support for rk3229

Add some generic options for TPL support for arm 32bit, and then
and TPL support for rk3229(cortex-A7), and then add OPTEE support
in SPL.

Tested on latest u-boot-rockchip master.

END

Series-version: 4

Series-changes: 4

- use NULL instead of '0O'

- add fdt addr as arg2 of entry

Series-changes: 2

- Using new image type for op-tee

Change-Id: I3fd2b8305ba8faf%eat687ab7f3fdlffd2fac9eceb

Signed-off-by: Kever Yang <kever.yang@rock-chips.com>
XA patch 18T patman 8L RIXMIBHE, =HERK—1D Cover-letter:
[PATCH v4 00/11] rockchip: add tpl and OPTEE support for rk3229

XFRZ patch BIFRRRN T, E1E version 15 EFHa patch BE A series B J1LE:



[PATCH v4,07/11] spl: add support to booting with OP-TEE

Patch Y commit message BRI T, change-id # A5, Cover-letter #2532, version-changes {5 8
WEBMAIFEXES:

OP-TEE is an open source trusted 0S, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/OP-TEE/optee os>
and search for 'boot arguments' for detail entry parameter in:

core/arch/arm/kernel/generic_entry a32.S

Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

Changes in v4:
- use NULL instead of '0'
- add fdt addr as arg2 of entry

Changes in v3: None
Changes in v2:

- Using new image type for op-tee

common/spl/Kconfig | 7 +++++++
common/spl/Makefile |1+
common/spl/spl.c |9 4ttt

common/spl/spl optee.S | 13 ++++t+++t++++
include/spl.h | 13 4+ttt
5 files changed, 43 insertions (+)

create mode 100644 common/spl/spl optee.S

FEXEFEA, 90 Series-prefix". "Series-cc"HFiFEZE README,

Chapter-17 32
T Ethht

rkbin

o RK REPTLIRIM: ER gerrit IEBE: “rk/rkbin”
o HNERIRRIA (23E1) :

o & RK ZfHHI5TE SDK
o Github F&(: https:/github.com/rockchip-linux/rkbin
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GCC

o RK AEFLTIZIM: gerrit I EREBFE: “gec-linaro-6.3.17

o SMERTAEIM: TH RK A7ERISEEE SDK T LinaroBE M T &
RiE

e U-Boot: Universal Boot Loader

e AOSP: Android Open-Source Project

e AVB: Android Verified Boot

e DTB: Device Tree Binary

e DTS: Device Tree Source

o Fastboot: [F/9 Android BY—7

e GPT: GUID Partition Table

e MMC: Multi Media Card, 8¥&: eMMC, SD &%
e SPL: Secondary Program Loader

e TPL: Tertiary Program Loader

o DTB: #3d, 1&&# Blob

« DTB: &id, AFEMANILER Blob
o DTC: &id, I&&EMRmIFLE

e DTO: &hidE, &EWSINIRIE

o DTS: &id, I&&EWIEXH

e FDT: #id, mEMILEN

e SCMI: System Control and Management Interfacee
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